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1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci jun 1 kritickG a 32 vysoko zavaznych zranitelnosti v
operacnych systémoch Windows.

Kritickd zranitelnost v produkte Microsoft Message Queuing (MSMQ) spociva vo vyuZiti
odalokovaného miesta v pamati a umoziiuje vzdialenému neautentifikovanému utocnikovi
vykonanie skodlivého kédu na MSMQ serveri. CVE-2024-30080 je mozné zneuZit zaslanim
sekvencie Specialne vytvorenych MSMQ paketov. Nakolko sa jednd o volitelnd sucast
operacnych systémov Windows, zranitelnost moZno zneuZit len na systémoch, kde je
aktivovana.

CVE-2024-30077 v komponente Windows OLE umoznuje vzdialené vykonanie Skodlivého kédu
a jej zneuzitie vyZaduje, aby sa autentifikovany pouzivatel pokusil o pripojenie na Skodlivu SQL
databazu prostrednictvom ovladaca OLE DB alebo OLEDB.

Prete¢enie medzipamate haldy v komponente Windows Routing and Remote Access Service
(CVE-2024-30094, CVE-2024-30095) by utocnik mohol zneuZzit na vykonanie skodlivého kédu.
ZneuZitie zranitelnosti vyZaduje interakciu zo strany lokdlneho pouZivatela, ktory musi
stiahnut a spustit Specialne vytvoreny subor.

Komponent Windows Wi-Fi Driver obsahuje zranitelnost CVE-2024-30078, ktoru by utocnik
nachddzajuci sa vdosahu radiovej komunikacie prostrednictvom zaslania Specialne
vytvoreného paketu mohol zneuZit na vykonanie skodlivého kédu.

Ostatné zranitelnosti umoZnujlice vykonanie kdédu sa nachadzaju v komponentoch Windows
Standards-Based Storage Management Service (CVE-2024-30062), Microsoft Event Trace Log
File Parsing (CVE-2024-30072), Windows Distributed File System (CVE-2024-30063) a
Microsoft Speech Application Programming Interface (CVE-2024-30097). ZneuZitie tychto
zranitelnosti vyZaduje interakciu zo strany pouZivatela.

Ostatné zranitelnosti vysokej zavaznosti umoznuju eskaldciu privilégii, znepristupnenie sluzby
alebo ziskanie neoprdvneného pristupu k citlivym udajom.

Zranitelné systémy:

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
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Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
Windows Server 2022, 23H2 Edition (Server Core installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizie uvedenych odkazov
vloZenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30062
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30072
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30078
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30094
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30095



https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30062
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30072
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30078
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30094
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30095
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30097

Koniec podpory pre Windows Server 2012 a Windows Server 2012
R2

Spolo¢nost Microsoft planovane zrusila podporu pre Windows Server 2012 a Windows Server
2012 R2. Po datume 10. oktdbra 2023 uz tieto produkty nebudd dostdvat aktualizacie
zabezpecenia, aktualizacie nesuvisiace so zabezpecenim, opravy chyb, technickd podporu

a ani aktualizacie technického obsahu online.

Odporucania:

Administratorom a pouzivatelom systémov Windows Server 2012 a Windows Server 2012 R2
odporucame prejst na novsiu verziu operacného systému alebo pouZivat rozsirenie ESU na
dobu urcitu. Viac informdcii na stranke.

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost Microsoft vydala v mesiaci jun bezpec¢nostné aktualizacie, ktoré opravuju 5 vysoko
zavaznych zranitelnosti v kanceldrskych balikoch Microsoft Office a Office Web Apps.

Zranitelnost CVE-2024-30103 v Microsoft Outlook umozriuje obidenie blacklist v registroch
Outlook a vzdialeny autentifikovany utocnik by ju mohol zneuZit na vykonanie skodlivého kodu
na urovni pouZivatelskych oprdvneni obete. Jedna sa o tzv. zero-click zranitelnost, ktord
nevyzaduje priamo interakciu s obsahom e-mailu a k jej zneuzitiu dochadza pri vygenerovani
nahladu e-mailu. Bezpecnostni vyskumnici planuju v auguste zverejnit aj proof-of-concept kéd
demonstrujuci sposob zneuZitia zranitelnosti.

Zranitelnosti v produktoch Microsoft SharePoint Server (CVE-2024-30100) a Microsoft Office
(CVE-2024-30101, CVE-2024-30102 a CVE-2024-30104) spocivajuce v pouZiti odalokovaného
miesta v pamati a nespravnom vyhodnocovani odkazov pred pristupom k suborom by
vzdialeny uto¢nik mohol zneuZit na vykonanie Skodlivého kdédu. ZneuZitie zranitelnosti
vyzaduje interakciu zo strany obete, ktora musi stiahnut a otvorit Specialne vytvoreny stubor
alebo otvorit a interagovat s obsahom skodlivej e-mailovej spravy.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office LTSC 2021 for 32-bit editions
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Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Outlook 2016 (32-bit edition)
Microsoft Outlook 2016 (64-bit edition)
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30100
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30101
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30103
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30104
https://blog.morphisec.com/cve-2024-30103-microsoft-outlook-vulnerability

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft ukondila podporu prehliadaca Internet Explorer 15.6.2022 pre hlavnu

liniu operacnych systémov Windows 10 a 11. Spolo¢nost Microsoft za mesiac maj neopravila
Ziadne kritické ani vysoko zavazné zranitelnosti pre zvySné operacné systémy podporujice
Internet Explorer.

Odporucania:
Odporucame prestat pouZivat a odinstalovat Internet Explorer a nahradit ho podporovanym
prehliadacom Microsoft Edge.

Zdroje:
https://msrc.microsoft.com/update-guide/en-us

Microsoft Edge

Spolocnost Microsoft v mesiaci jun neopravila ani jednu kritickd alebo vysoko zavainu

zranitelnost v prehliadaci Microsoft Edge.

Zdroje:
https://msrc.microsoft.com/update-guide/en-us



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30100
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30101
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30103
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30104
https://blog.morphisec.com/cve-2024-30103-microsoft-outlook-vulnerability
https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/en-us
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Mozilla Firefox

Spolocnost Mozilla v mesiaci jun opravila 4 vysoko zavazné zranitelnosti v linii internetovych

prehliadacov Firefox a Firefox ESR.

Zranitelnosti s oznacenim CVE-2024-5700 (linie Firefox a Firefox ESR) a CVE-2024-5701
(Firefox) mozno zneuZit na poskodenie obsahu pamate a nasledné vykonanie skodlivého kédu
alebo znepristupnenie sluzby.

CVE-2024-5688 v linii Firefox a Firefox ESR taktiez umoznuje vykonanie Skodlivého kédu alebo
znepristupnenie sluzby.

Sietova vrstva prehliadaca Firefox ESR obsahuje zranitelnost CVE-2024-5702, ktora spociva
v pouziti odalokovaného miesta v pamati a mozno ju zneuZit na znepristupnenie sluzby.

ZneuZitie vSetkych zranitelnosti vyZaduje interakciu zo strany pouZivatela, ktory musi otvorit
Specidlne vytvoreny webovy obsah.

Zranitelné systémy:
Mozilla Firefox verzie starSie ako 127
Mozilla Firefox ESR verzie starSej ako 115.12

Odporucania:
Odporucame aktualizovat Firefox na verziu 127 a Firefox ESR na verziu 115.12.

Zdroje:
https://www.mozilla.org/en-US/security/advisories/

https://www.mozilla.org/en-US/security/advisories/mfsa2024-25/

https://www.mozilla.org/en-US/security/advisories/mfsa2024-26/

https://exchange.xforce.ibmcloud.com/vulnerabilities/294392

https://exchange.xforce.ibmcloud.com/vulnerabilities/294377

https://exchange.xforce.ibmcloud.com/vulnerabilities/294383

https://exchange.xforce.ibmcloud.com/vulnerabilities/294382

Google Chrome

V mesiaci jun spolocnost Google vydala bezpecnostné aktualizacie, ktoré opravili celkom 17

vysoko zavaznych zranitelnosti.

Zranitelnosti s oznacenim CVE-2024-5830, CVE-2024-5833, CVE-2024-5837, CVE-2024-5838 a
CVE-2024-6100 v komponente V8 spocivaju v nesprdvnej interpretdcii typu premennej
a mozno ju zneuZit na vzdialené vykonanie skodlivého kddu.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2024-25/
https://www.mozilla.org/en-US/security/advisories/mfsa2024-26/
https://exchange.xforce.ibmcloud.com/vulnerabilities/294392
https://exchange.xforce.ibmcloud.com/vulnerabilities/294377
https://exchange.xforce.ibmcloud.com/vulnerabilities/294383
https://exchange.xforce.ibmcloud.com/vulnerabilities/294382
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Komponenty Dawn (CVE-2024-5831, CVE-2024-5832, CVE-2024-6103, CVE-2024-6290, CVE-
2024-6292, CVE-2024-6293) a Swiftshader (CVE-2024-6291) obsahuju zranitelnosti, ktoré
moZno prostrednictvom pouZitia odalokovaného miesta v pamaéti zneuZit na vykonanie
Skodlivého kédu.

Ostatné zranitelnosti nachadzajuce sa v komponentoch Dawn (CVE-2024-5834, CVE-2024-
6102), Tab Groups (CVE-2024-5835), DevTools (CVE-2024-5836) a WebAssembly (CVE-2024-
6101) mozno zneuZit na obidenie bezpecnostnych prvkov, znepristupnenie sluzby alebo
vykonanie skodlivého kodu.

Zneutitie vietkych vyssie uvedenych zranitelnosti vyZaduje interakciu zo strany pouZivatela,
ktory musi otvorit Specidlne vytvoreny webovy obsah.

Zranitelné systémy:
Google Chrome pre Windows a Mac verzie starSej ako 126.0.6478.126/127
Google Chrome pre Linux verzie starSej ako 126.0.6478.126

Odporucania:
Odporucame aktualizaciu prehliadaca Chrome pre Windows a Mac aspon na verziu

126.0.6478.126/127 a pre Linux aspon na verziu 126.0.6478.126.

Zdroje:
https://chromereleases.googleblog.com/2024

https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-

desktop 24.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-

desktop 18.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-

desktop 13.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop.html

https://exchange.xforce.ibmcloud.com/vulnerabilities/294405

https://exchange.xforce.ibmcloud.com/vulnerabilities/294410

https://exchange.xforce.ibmcloud.com/vulnerabilities/294413

https://exchange.xforce.ibmcloud.com/vulnerabilities/294406

https://exchange.xforce.ibmcloud.com/vulnerabilities/294463

https://exchange.xforce.ibmcloud.com/vulnerabilities/294411

https://exchange.xforce.ibmcloud.com/vulnerabilities/294464

https://exchange.xforce.ibmcloud.com/vulnerabilities/294407

https://exchange.xforce.ibmcloud.com/vulnerabilities/294408

https://exchange.xforce.ibmcloud.com/vulnerabilities /295055

https://exchange.xforce.ibmcloud.com/vulnerabilities/295056

https://exchange.xforce.ibmcloud.com/vulnerabilities/295057

6



https://chromereleases.googleblog.com/2024
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_18.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_18.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_13.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop_13.html
https://chromereleases.googleblog.com/2024/06/stable-channel-update-for-desktop.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/294405
https://exchange.xforce.ibmcloud.com/vulnerabilities/294410
https://exchange.xforce.ibmcloud.com/vulnerabilities/294413
https://exchange.xforce.ibmcloud.com/vulnerabilities/294406
https://exchange.xforce.ibmcloud.com/vulnerabilities/294463
https://exchange.xforce.ibmcloud.com/vulnerabilities/294411
https://exchange.xforce.ibmcloud.com/vulnerabilities/294464
https://exchange.xforce.ibmcloud.com/vulnerabilities/294407
https://exchange.xforce.ibmcloud.com/vulnerabilities/294408
https://exchange.xforce.ibmcloud.com/vulnerabilities/295055
https://exchange.xforce.ibmcloud.com/vulnerabilities/295056
https://exchange.xforce.ibmcloud.com/vulnerabilities/295057
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https://exchange.xforce.ibomcloud.com/vulnerabilities/295058
https://exchange.xforce.ibmcloud.com/vulnerabilities/295547
https://exchange.xforce.ibmcloud.com/vulnerabilities/295548
https://exchange.xforce.ibomcloud.com/vulnerabilities/295549

https://exchange.xforce.ibmcloud.com/vulnerabilities/295550

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader neboli v mesiaci jun opravené Ziadne kritické alebo vysoko
zavazné zranitelnosti.

Zdroje:
https://helpx.adobe.com/security/security-bulletin.html#acrobat

5. Frameworky

Microsoft .NET Framework

V mesiaci jun spolo¢nost Microsoft opravila 2 vysoko zavazné zranitelnosti vo frameworku
.NET.

Zranitelnost s oznacenim CVE-2024-35252 v Azure Storage Movement Client Library by
vzdialeny neautentifikovany uto¢nik prostrednictvom zaslania Specidlne vytvorenej
poZiadavky mohol zneuZit na znepristupnenie sluzby.

Azure Identity Libraries a Microsoft Authentication Library obsahuju bezpeénostnu
zranitelnost CVE-2024-35255, ktoru by lokalny autentifikovany atocnik mohol zneuZit na
eskaldciu privilégii a ndsledné ziskanie neopravneného pristupu k obsahu systémovych
suborov vyzadujucich opravnenia Urovne SYSTEM.

Zranitelné systémy:

Azure Identity Library for .NET

Azure Storage Movement Client Library for .NET
Microsoft Authentication Library (MSAL) for .NET

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-35252
https://exchange.xforce.ibmcloud.com/vulnerabilities/294006
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https://exchange.xforce.ibmcloud.com/vulnerabilities/295058
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-35255

Oracle Java

Velka sada oprav je pldnovana na 16. jula 2024.

6. Iné zavazné zranitelnosti

Polyfill.io — z beznej webovej kniZznice malvér

Po odkupeni domény Polyfill.io, ktord poskytuje kniznicu pre webové aplikacie polyfill.js, sa
zistilo, Ze novy majitel upravil funkcionalitu skriptu tak, aby presmerovaval poZivatelov na
Skodlivé webstranky. Odporucame prestat danu kniznicu pouZivat, alebo nahradit jej zdroj
doéveryhodnym zdrojom. Viac informacii na stranke.

Kritické bezpecnostné zranitelnosti vo VMware vCenter Server

Spoloc¢nost BROADCOM vydala bezpecnostné aktualizacie, ktoré opravuju 3 bezpecnostné
zranitelnosti v produkte VMware vCenter Server. Z nich 2 su oznaCené ako kritické.
Zranitelnosti moZno zneuZit na eskalaciu privilégii a vzdialené vykonanie kédu. Viac informacii
na stranke.

Aktivne zneuZivand zranitelnost umoZiiuje ziskanie obsahu siuborov zo
SolarWinds Serv-U

Spolocnost SolarWinds vydala bezpec¢nostné aktualizacie, ktoré opravuju aktivne zneuzivanu
zranitelnost v platforme na prenos suborov Serv-U. Zranitelnost umozZiiujlicu prechddzanie
adresarov mozno zneuzit na ¢itanie obsahu siborov na hostitelskom systéme. Viac informacii
na stranke.

Kriticka zranitelnost PHP zneuZivand na sirenie ransomvéru

Vyvojari skriptovacieho jazyka PHP vydali bezpeénostné aktualizacie, ktoré opravuju kritickd
zranitelnost. Chyba suvisi s konverziou kddovania znakov cez funkciu Windows Best-Fit a
prostrednictvom injekcie prikazov ju mozno zneuZit na vzdialené vykonanie kodu. Zranitelnost
je v sucasnosti aktivne zneuzZivana na Sirenie ransomvéru TellYouThePass. Viac informacii na
stranke.



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-35255
https://www.csirt.gov.sk/posts/1065.html
https://www.csirt.gov.sk/posts/1046.html
https://www.csirt.gov.sk/posts/1050.html
https://www.csirt.gov.sk/posts/1038.html
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Microsoft v ramci junového Patch Tuesday opravil kriticku zranitelnost v
MSM

Spolocnost Microsoft vydala v juni 2024 balik oprav pre portfélio svojich produktov opravujuci
51 zranitelnosti, z ktorych 18 umoznuje vzdialené vykonavanie kddu. Kritickd bezpecnostna
zranitelnost sa nachadza v produkte Microsoft Message Queuing. Viac informacii na stranke.

Zranitelnosti v produktoch Veeam

Spolocnost Veeam vydala bezpecnostné aktualizacie na svoje produkty Backup & Replication,
Agent for Windows a Service Provider Console, ktoré opravuju viacero zranitelnosti
umoziujucich obchadzanie bezpeénostnych prvkov, eskaldciu privilégii alebo vzdialené
vykonanie kddu. Viac informacii na stranke.

Grafické procesory ARM Mali maju aktivne zneuZivanu zranitelnost

Aktivne zneuzivana zranitelnost ovladaca grafickych procesorov ARM Mali Valhall a Bifrost
umozniuje lokalnemu utoc¢nikovi bez opravneni ziskat pristup k dealokovanej pamati.
Zranitelnost mozno zneuZit na vykonanie kédu alebo ziskanie neopravneného pristupu k
citlivym udajom. Viac informdcii na stranke.



https://www.csirt.gov.sk/posts/1033.html
https://www.csirt.gov.sk/posts/1010.html
https://www.csirt.gov.sk/posts/1024.html

