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1. Zakladny popis zdrojovych kodov
Zdrojovy kod malware mézeme rozdelit na dve dasti. Jednu cast tvoria zdrojové kdody, ktoré vytvaraju
samostatny malware a druhu cast tvoria zdrojové kddy, ktoré vytvaraji webové rozhranie pre Command &
Control server. Command & Control server slizi na ziskavanie dat ako su napriklad prihlasovacie udaje
napadnutych zariadeni, na ziskanie IP adries napadnutych zariadeni alebo na vykondavanie prikazov. Zdrojovy
kdd k ¢asti malware tvoria moduly a instaldtor samotného malware.

1.1. Cast malware
Cast kddu, ktord sa venuje malware je rozdelend na niekolko modulov. Zékladny modul, takzvany InstallerExe je
¢ast kddu, ktora sa stard o infikovanie a inicializaciu celého malware. Dal3i ¢asti kédu su:

e InstallDispatcherDll

e mod_CmdExec

e mod_KBRIla mod_KBRI_hd
e mod_LogonPasswords

e mod_NetworkConnectivity
e RemoteServiceExec

e Shellcode

e WorkDispatcherDlII

Okrem toho, malware obsahuje aj nastroje na kompilaciu a podpisavanie siborov/certifikatov.

1.2. Cast webového rozhrania Command & Control
Webova ¢ast malware pozostava z modulu, ktory slizi na komunikaciu s Command & Control, ulozenom
v prieinku WEB a modulu, ktory slizi na spravu komunikacie alogovanie Command & Control servera,
nachadzajucom sa v prieCinku web-adminpart. Tieto casti pouZivaju programovaci jazyk PHP a vyuZivaju
databazovy systém MySQL. WEB-ADMIN part je v podstate len prehlfadnou nadstavbou nad databazou MySQL,
v ktorom je mozné zaddavat aj prikazy, ¢o jednotlivé moduly malwaru maju dalej vykonat a je mozné sledovat
ich dalsi postup.

1.3. Cast nastrojov na kompilaciu
PrieCinok tools obsahuje zdkladné nastroje na kompildciu avytvdranie bindarnych siborov. Skript
MAKE_INSTALLERS.BAT sluZi na riadne skompilovanie zdrojovych kédov a vytvorenie spustitefného malware
suboru. PouZiva sa s prepinatom Release alebo Debug a vytvara priloZzeny zdrojovy kdd, respektive binarny
subor, ktory sa pribali k pévodnému malware a obsahuje vsetky potrebné komponenty.
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2. Analyza zdrojového kodu malware

Sprava z analyzy malware

Zdrojovy kdéd Pegasus sa sklada z niekolkych modulov a to konkrétne:

e InstallDispatcherDl|
o Ma za Ulohu spustit a injektovat svchost.exe
e mod_CmdExec
o Ma za Ulohu spustit fubovolny prikaz cez cmd
e mod_KBRIla mod_KBRI_hd
o M3 za ulohu injektovat cmd.exe a nasledne injektovat prihlasovacie Gdaje do KB banky,
respektive ziskat platobné udaje
e mod_LogonPasswords
o Ma za Ulohu ziskat prihlasovacie Gdaje k lokalnemu PC
e mod_NetworkConnectivity
o Ma za ulohu vytvarat sietové pripojenie na Sirenie sprav, komunikaciu s C&C, komunikaciu
s inymi malware
e RemoteServiceExec
o Jeho hlavnou ulohou je spustenie vzdialenej sluzby, vyuziva sa pri Sireni malware
e Shellcode
o Modul, ktory sa pouZije pri injektovani svhost.exe, sliZi na sputenie PE siboru v pamati
e WorkDispatcherDlII
o Hlavny modul, ktory spusta dalSie moduly, komunikuje s modulmi atd".

Vsetky tieto casti su pri kompilacii spojené aje vytvoreny jeden velky binpack subor, na ¢o sa pouziva pri
kompilacii sibor Pegasus\tools\make_binpack.php. Obdobne, pri kompilacii sa vytvori podpisany spustitelny
subor InstallerExe32.exe alebo InstallerExe64.exe. Subor je podpisany nastrojom signtool.exe, ktory sa
nachadza v prieCinku Pegasus\tools\, pouZitim certifikdtu tric.pfx, samostatne je taktieZz aj upraveny time
stamp vysledného suboru pouZitim nastroja Pegasus\tools\fake_timestamps.php. VSetky tieto cinnosti su
spustené automaticky pomocou skriptu MAKE_INSTALLERS.BAT popisanom v kapitole 3.

2.1. Sputenie a injektovanie malware (InstallDispatcherDIl)
Po spusteni malware prebehne rozbalenie priloZzenych Resources, ich desifrovanie (respektive deobfuskovanie)
a nasledne sa spusti InstallDispatcherDIl modul, tj. konkrétne idd.c, ktory volda metddu instinjection z
Install_Injection.cpp. Vinstlnjection je implementované volanie AttemptSvchostinjection
z ProcessinjectMP.cpp. Instinjection je metdda, ktord skopiruje shellcode do pamate:

BOOL instInjection (SHELLCODE CONTEXT *pSContext)

{
BOOL bRes = FALSE; // function result

INJECT CONTEXT ic = { }; // params for AttemptSvchostInjection() call
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SHELLCODE CONTEXT *sc _copy = NULL; // ptr to a copy of original shellcode
context structure, to modify ptrs to dll exec target

Sprava z analyzy malware

DbgPrint ("entered") ;

// prepare a copy of full chunk started at pShellcodePtr
ic.lInjectionChunklLen = pSContext->dwFullChunkLen;
ic.pInjectionChunk = my alloc(pSContext->dwFullChunkLen);

if ('ic.pInjectionChunk) { DbgPrint("ERR: failed to alloc %u bytes to copy
starter binpack", pSContext->dwFullChunkLen); return bRes; }

// copy chunk
memcpy (ic.pInjectionChunk, pSContext, ic.lInjectionChunkLen) ;

// f£ill params for injection
// NB: ic assumes offsets from the START of the chunk, not the shellcode

itself, so modify ptrs correctly
ic.1lShellcodeEntryOffset = pSContext->dwShellcodeEntrypointOffset + pSContext-
>dwStructurelen;

// get ptr to a shellcode context structure in a new buffer
sc_copy = (SHELLCODE CONTEXT *) (ic.pInjectionChunk);

// change execution target in new shellcode context to point to WDD instead of
IDD originally

sc_copy->prelExecDll = sc copy->prelWDD;

sc_copy->dwExecDllLen = sc_ copy->dwWDDLen;

// also set no-return flag in new copy of structure
sc_copy->bNoReturnFromShellcode = TRUE;

// query host exe to be removed by WDD at injected process
GetModuleFileNameW (NULL, (LPWSTR)&sc copy->bRemoveFilePath[0], MAX PATH) ;

// call it
bRes = AttemptSvchostInjection(&ic);

1]

DbgPrint ("injection api returned %u", DbRes);

// do cleanup
my free(ic.pInjectionChunk);

return bRes;

a zadefinuje, ktory subor sa ma zmazat. Nasledne zmeni vykondvanie z InstallDispatcherDLL (IDD) na
WorkDispatcherDLL (WDD) a vysklsa injektovat svchost. Vykonavanie injekcie svchost je implementované
v ProcessinjectMP.cpp, kde sa systémovym volanim zisti aktudlny systémovy prieCinok, nacita umiestnenie
svchost.exe a vysklsa vytvorit suspendovany process pomocou pi_CreateProcessW:

pi CreateProcessW(wszTargetExe, NULL, NULL, NULL, FALSE, CREATE SUSPENDED  +
DETACHED PROCESS + CREATE NO WINDOW, NULL, NULL, &si, &pi)
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kde wszTargetExe je exe subor, ktory sa bude injektovat. V pripade, Zeby autor modifikoval kdd, moze vykonat
injektovanie aj na iny spustitelny subor. Nasledne sa vykond nacitanie PEB Struktury procesu, skontroluje sa
jeho dizka, nasledne sa metédou getEP ziska EntryPoint binarky svchost, pouZitim placeShellCodeAndJmp sa
vlozi ShellCode do vytvoreného svchost, taktieZz jump instrukcia na EntryPoint. V podstate ide o to, Ze na entry
point povodného svchost sa hodi jump instrukcia na novu sekciu so shellcode — tuto ¢ast vykonava metdda
placeShellCodenAndJmp, nasledne sa vykona dalsSie vytvaranie sekcie ktord sa prida do svchost, uz v metéde
AttempSvchostinjection. Nakopiruju sa data a svchost sa znova spusti.

,Start svchost”

A 4

»Suspend svchost”

A

A 4

»~Read PEB + EP“

A

A 4

AttempSvschostinjection _Read PEB + EP“

A

A 4

,Create Section”

A

»Map it to local process”

A

PlaceShellCodeAndJmp »Copy shellcode”

»Map section to svchost”

A

»Add jmp to EntryPoint of
svchost”

A
A 4
A

,Create section for
modified data“

A

A 4

»Map to local process”

A

A 4

,Copy contents”

A

A 4

»,Map to remote process”

A

Obrazok 1
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Po tomto injektovani sa sputeny process (povodny malware) ukonéi a nasledne prebieha dalsia skodliva
¢innost.
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Obdobny kdd, ako bol pouzity v tomto malware mdzeme najst aj tu:

https://github.com/peperunas/injectopi

2.2. Eskalacia prav (InstallDispatcherDIl)
Okrem toho, Ze malware injektuje svchost, obsahuje aj triedu PrivEsc.cpp, ktord ma za ulohu eskalovat
oprdvnenia. V zdkladnej konfigurdcii nie je Specifikované, aby sa tato metdda aj aktivne pouzivala, pricom je
mozné tuto vlastnost aktivovat v konfiguratnom subore config.h popisanom vy$sie. Dany privilege escalation
pouziva nasledujiuce CVE:

e (CVE-2015-0057
e (CVE-2015-1701

A kontroluje nasledujuce registry, aby si overil, ¢i dané CVE uz nie su opravené:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Hotfix
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Component Based
Servicing\Packages

Cely program na eskaldciu prav je v bindrnej forme uloZeny v subore privesc_2015_1701.h. Tento bindrny kod
sme dalej neskimali, pretoZe nie je mozné ho vyuZit na dalsie exploitovanie inych zranitelnosti, respektive
docielit tymto kddom int skodlivi ¢innost.

Eskaldcia prav vyuziva funkciu CreateThread, ¢im spusti vldkno s kddom na eskalaciu prav, pricom aplikacia
pocka 60 sekund a na zaklade vysledku CreateThread zisti, Ci bola eskalacia prav uspesna alebo nie.

2.3. Mod_DomainReplication

Tento modul slizi na Sirenie malware cez doménu, vyuZzitim troch r6znych metdd:

1.1.1. RDP

o RDP - klasicky remote desktop protocol, pricom Sirenie funguje tak, Ze sa inicializuje tsclient,
tj. pri vytvoreni RDP spojenia sa namapuje disk, ktory obsahuje spustitelny Skodlivy kod
a nasledne sa vytvori RDP spojenie, pricom sa namapovany Skodlivy subor spusti.

o VyuZiva CreateDesktop na vytvorenie skrytej pracovnej plochy, v ktorej vytvori RDP spojenie
na pozadi tak, aby obet nevedela, Ze je vytvorené RDP spojenie na inl pracovnu stanicu.

o Pegasus nekontroluje Uspesnost spustenia siboru RSE na cielovom zariadeni — ak nenastane
chybova sprava, predpokladd, Ze toto spojenie a vykondvanie spustenia RSE bolo Uspesné.

7


https://github.com/peperunas/injectopi

Sprava z analyzy malware

) CSIRT.SK

o Na vytvorenie spojenia pouziva metddu _rdpRunMstsc, ktora vold mstsc ndstroj na vytvorenie

RDP spojenia

o Zakladna metdda na infikovanie je rdpAttemptReplication

Tato metdda vytvori spustitelny subor, ktory je nasledne po UspeSnom infikovani
odstraneny
Otestuje spojenie — ¢i je mozné RDP pripojenie na cielovy pocitac
Vygeneruje konfiguracny subor na pripojenie pomocou mstsc — volanie metédy
_rdpMakeRDPConnectionFile
Vygeneruje spustitelny subor na infikovanie — volanie metédy _rdpMakelnstallerFiles
Infikovany subor je vygenerovany sndhodnym menom, pomocou metédy
_rdpSelectTargetFileName
Subory su vytvorené v prieinku CSIDL_COMMON_APPDATA
e Okrem toho, Ze je vytvoreny EXE subor, ktory obsahuje zavadzaci kdd, princip
Sirenia je rozdeleny na dve casti: InStaldcia rse.exe a nasledne kopirovanie
celého binpack suboru. V pripade RDP je binpack taktieZz vygenerovany
v danom priecinku ako .dat subor.
e RSE je blizsie popisany v kapitole RemoteServiceExe

4  *& RDP.cpp

1.1.2. SCM

% _rdpEncodeHexByte(BYTE, LPWSTR)

) _rdpEncodeToHex(DATA_BLOB, LPWSTR)

) _rdpEncodeTsclientPath(LPWSTR, LPWSTR)

) _rdplsOpen(LPWSTR)

0 _rdpMakelnstallerFiles(LPWSTR, LPWSTR, LPWSTR)

0 _rdpMakeRDPConnectionFile(LPWSTR, LPWSTR, LPWSTR, LPWSTR, LPWSTR)
& _rdpPutFile(LPWSTR, LPVOID, DWORD)

0 _rdpRemoveFile(LPWSTR)

) _rdpRemoveMstscAllowDriveMappingRegistrySetting(LPWSTR)
D _rdpRunMstsc(LPWSTR)

0 _rdpSelectTargetFilename(LPWSTR, LPWSTR)

D _rdpWipeMRUs()

0 _rdpWriteMstscAllowDriveMappingRegistrySetting(LPWSTR)
# g_blsWSAlnitialized

0 rdpAttemptReplication(LPWSTR, LPWSTR, LPWSTR)

@  thrrdpFileRemover(LPVOID)

Obrazok 1

o Spusti subor, ktory sa nachadza v priec¢inku Windows (%windir%) — takzvany RSE — remote

service exe — ktory si stiahne binpack a tym padom vykond uspesné zavedenie malware do
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pamate. Vyuziva OpenSCManager na pripojenie a nadsledne spustenie pomocou cmd binpack
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subor.

o Po spusteni ako sluzba a infikovani daného zariadenia malware vynuti vymazanie danej sluzby
a zmazanie vsetkych stop, tak aby nebolo mozné lahko identifikovat, Ze nejaka sluzba bola
vytvorena.

o Kedze ide o metddu, ktora zanechava po sebe stopy, autor sa rozhodol pouzit tito metddu len
v pripade, ak metéda WMI nebude funkéna.

Spustitelny subor je uloZeny na disk pomocou pévodného DomainReplication.cpp

Zakladnd metdda na spustenie pomocou SCM je _drthrRemoteService, metdda
scmStartRemoteFileAsServiceAsync len spusta vldkno, ktoré danu _drthrRemoteService
vykona.

4 %+ SCM.cpp
) _drCleanupRemoteServiceThreadParams(REMSRY_THREAD _PARAMS *)
) _drthrRemoteService(LPVOID)
I scmStartRemotefileAsServiceAsync(LPWSTR, LPWSTR)

Obrazok 2

1.1.3. WMI
o PouZiva wmic:
=  wmic /node:”"<WS-MACHINE-NAME>" process call create “<PROCESS START
CMDLINE>"
=  wmic /node:"<WS-MACHINE-NAME>" /user:<USERNAME> /password:<PASSWORD>
process call create “<PROCESS START CMDLINE>"
o Vytvori aspusti command line ako vysSie, pomocou ktorého spusti dropnuty subor RSE
v ADMINS priecinku, tj. spusti RSE subor, ktory ma za ulohu naditat, respektive stiahnut
binpack a ten nasledne spustit.

4  C WMlc
el _WIN32_DCOM
(el WIN3Z2_WINNT
) wmiStartRemoteProcess(LPWSTR, LPWSTR, LPWSTR, LPWSTR)

Obrazok 3

1.1.4. DomainReplication
o Ide osamostatnu ¢ast malware, ktorad vold postupne metddy popisane vyssie. V podstate sa
stard o to, akym spdsobom sa bude malware dalej Sirit a jeho hlavnou ulohou je dostat na
dalSie zariadenie ndstroj RSE — ktory potom stiahne binpack — Skodlivy kéd, respektive cely
povodny malware.
o VyuZiva metddu drPlantRSEFile na uloZenie suboru, priCom generuje ndhodné meno na subor
RSE — na to pouZiva _drGenRemoteName
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Taktiez kontroluje, ¢i vytvoreny subor nie je zmazany antivirusom — vytvoreny sidbor na
lokdlnom PC — totizto predtym, ako nahraje stibor do ADMINS priecinka, je potrebné, aby tento
stubor bol uloZeny lokdlne. Ak sa to nepodari, respektive ak je tento subor zmazany
antivirusovym programom, je Sirenie zastavené.
Funkcia drPlantRSEFile je volana hlavnou metédou drAttempAdminReplication
drAttempAdminReplication vold WNetAddConnection — ¢im sa vytvori spojenie na ADMINS
Overovanie spojenia, respektive zistenie pritomnosti nejakych dalSich doménovych pocitacov
je vykonavané cez WNetOpenEnum, respektive WNetEnumResources
Obdobne kontroluje, ¢i je k dispozicii aj CS share, aj IPCS share
Metdda adAttempAdminReplication vold metdédu drQueryRemoteArch, ktora kontroluje, kde
sa nachadza a ¢i sa vbbec nachadza na vzdialenom pocitaci sibor notepad.exe — tym vie zistit
architekturu operacného systému — to vykona tak, Ze precita hlavicku daného suboru a zisti, ¢i
ide o0 32 bitovy systém alebo o 64 bitovy systém. V komentaroch je napisane, Ze dany malware
precita aj subor regedit, ¢o sa ale v programe nevykonava
Metdda drAttempAdminRepilication najprv vytvori NULL session, ¢im si overi to, Zze dany stroj
je dostupny, nasledne rovno vykona pripojenie na ADMINS share, pri¢om ako bolo spomenuté
vy$Sie — je implementované aj pripojenie na CS share aj IPCS share, no tieto sa v kdde
nevyuzivaju
4 %+ DomainReplication.cpp
) _drGenRemoteMame(LPWSTR, LPWSTR, LPWSTR, LPWSTR)
B _drMkUsernameMod(LPWSTR, LPWSTR, LPWSTR)
) drAttemptAdminReplication(LPWSTR, LPWSTR, LPWSTR)
) drAttemptReplication(LPWSTR, LPWSTR)
) drConnection(DRA_TYPE, DRE_TYPE, LPWSTR, LPWSTR, LPWSTR, LPWSTR)
) drfreebveryoneREsalDR_ACCESS_VARS )
) drinitEveryoneREsa(DR_ACCESS_VARS *)
) drisSelfdachine(LPWSTR)
) drPlantRSEFle(LPWSTR, ARCH_TYPE, LPW5TR)
) drPrepareSend5StarterBinpack{LPWSTR, ARCH_TYPE)
) drQueryRemoteArch(LPWSTR)
) drReadFileContents(LPWSTR, LFVOID *, DWORD *)
) drRemoteAdminExec(LPWSTE, LPWSTR, LPWSTR, LPWS5TR)
) drRemoveFileTimeout(LPWSTRE, LPWSTRE, DWORD)
) fnEnumPunc(LPMNETRESOURCE, LPWSTR, LPVOID)
® g_ibdHostMachineNameHash
® g_ibdHostMachineNameHash2
) infstartDomainReplication()

Obrazok 4 funkcie na replikaciu

10
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Obrazok 5 schéma volania funkcii na Sirenie

2.4. Mod_LogonPasswords
Podla popisu a komentdrov v malware, tdto metdda sa stard o ziskanie prihlasovacich mien k aktudlnemu
systému. Ide o modifikovany mimikatz, Isass logon data dumper — snaZi sa z infikovaného zariadenia ziskat
desifrované nezahashované prihlasovacie Udaje, ktoré dalej Siri po doméne broadcastom — a taktieZ tieto data
posiela na C&C zariadenie, vid. obrazok Cislo 1.

LogonPasswords.cpp® # X  mod_LogonPasswords.c DomainReplication.cpp*® mod_DomainReplication.c
%] mod_LogonPasswords - (Global Scope) = @ |pGetDebugPrivileges()
1 =1/ *
2 LogonPasswords. cpp
3 Mimikatz's lsass logon data dumper and decryptor
4 Query and store cleartext logon data (domain, username, password, etc) to send to CredManager in code module
5 Dumped passwords to be used for replication
6 =/

Obrazok 6 komentar z modulu logonPasswords

11
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4 43 LogonPasswords.cpp

0 _pDupModulelnfo(KIWI_VERY_BASIC_MODULEENTRY *)

0 _|pFreeModulelnfo(KIWI_VERY_BASIC_MODULEENTRY *)

0 _|pGetPIDByHash(UINTG4)

I*l BST_RMND_XOR

0 chlLSASSModulelistCallback(KIWI_VERY_BASIC_MODULEENTRY *, LPVOID)

) isBadStringToken(LSA_UNICODE_STRING)

I¥l LP_INTERNAL_RND_XOR
IpDumplogonPasswords(WORD *, DWORD *)
IpgenericCredsToStream(LP_MODULE_CONTEXT *, PKIWI_GENERIC_PRIMARY_CREDENTIAL BOOL)
IpGetDebugPrivileges()
IpgetPtrFromAVLByLuid(LP_MODULE_COMNTEXT *, PRTL_AVL_TABLE, unsigned long, PLUID)
IpgetPtrFromAVLByLuidRec(LP_MODULE_CONTEXT *, PRTL_AVL_TABLE, unsigned long, PLUID)
IpgetPtrFromLinkedListByLuid(LP_MODULE_COMNTEXT *, PLIST_ENTRY, unsigned long. PLUID)
IpGetVersion(OSVERSIONINFOEX *)
IploadLsaSrv(LP_MODULE_CONTEXT *)
IploadRsaEnh(LP_MODULE_CONTEXT *)
IpLsaCleanupProtectedMemory_NT&(LP_MODULE_COMNTEXT *)
IpLsalnitializeProtectedMemory_NT&(LP_MODULE_CONTEXT *)
IpReadLSASSEncryptionkeys(LP_MODULE_CONTEXT *)
IpReadLSASSModulesinfo{LP_MODULE_CONTEXT *)

o000

Obrazok 7 funkcie z modulu logonPasswords

2.5. Mod_NetworkConnectivity
Tento modul sa sklada z troch zékladnych casti a to:

e Transport_generic
e Transport_pipes
e Transport_ WIinHTTP

Jeho zakladnou ulohou je Sirenie komunikacie medzi infikovanymi zariadeniami a medzi Command & Control
serverom.

Transport_generic metdda, respektive trieda, slizi na zdielanie informdcii s C&C serverom, bud to priamo
alebo prostrednictvom proxy server. Vtomto pripade, ako proxy server sliZi aj iny malware, ktory je schopny
prijat komunikaciu od iného malware v doméne a sprostredkovat hlavni komunikaciu s C&C. Tento modul
kontroluje dostupnost pripojenia na internet a to tak, Ze skontroluje nasledujlce stranky (a ich obsah):

http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootseq. txt
http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootstl.cab
http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/rootsupd.exe
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V kéde je implementovana kontrola len prvych dvoch webov aich dostupnost, treti web sa objavuje len

Sprava z analyzy malware

v komentaroch zdrojového kddu. Nasledne kontroluje dostupnost webov:

https://safebrowsing.google.com
https://aus3.mozilla.org
https://addons.mozilla.org
https://fhr.data.mozilla.com
https://versioncheck-bg.addons.mozilla.org
https://services.addons.mozilla.org

¢im si overi https spojenie. Tieto stranky testuje aj z dévodu, Ze ¢i je dostupny aj iny web ako web spolo¢nosti
microsoft, ktory moze byt otvoreny (explicitne) vo firewall-e:

// step 3
// due to *.windowsupdate.com may be specially opened at firewall, use some other url for
testing, which is unlikely to be added to firewall exception,
// and should not trigger special attention when found in proxy logs
// So to bypass this, select one of legitimate https urls for check

LPWSTR wszHttpsLegitimateUrl = _tswhttpSelectLegitimateHttpsUrl(); //get random
from upper list ...

Najprv je kontrolované priame spojenie, potom WPAD (web proxy auto discovery) PROXY, atd:

// CONNECTION_DIRECT
if (hSession = _tswhttpTestConnection(CONNECTION_DIRECT, NULL)) { ncType =
NCT_REMOTE_DIRECT; break; }

// CONNECTION_WPAD_AUTOPROXY
if (hSession = _tswhttpTestConnection(CONNECTION_WPAD_AUTOPROXY, NULL)) { break;

// CONNECTION_PROXY_CONFIGURED
if (hSession = _tswhttpTestConnection(CONNECTION_PROXY_CONFIGURED, NULL)) {
break; }

// if failed all of the above, use proxy scanning instead
tswhttpEnumUserProxy (cbProxyEnum, &hSession);

V pripade, Ze sa pouzije WPAD, overi sa dostupnost stranky google.com:

wszGoogleCom = CRSTRW("www.google.com",
"\xfe\x7f\xec\x06 \xfO\x7f\xFfb\x19\xf9\x29\x0b\xe1\x01\x80\x20\xcb\x60\xa4\x43\xa3\xb8\x12\xf1")
B
if ((!'WinHttpGetProxyForUrl(hSession, wszGoogleCom, &waOptions, &wpInfo))
|| (wpInfo.dwAccessType != WINHTTP_ACCESS_TYPE_NAMED_PROXY)) { DbgPrint("ERR: WPAD discovery
failed"); _tswhttpClose(hSession); hSession = NULL; my_free(wszGoogleCom); break; }
my_free(wszGoogleCom);

Detekcia proxy prebieha cez registry: \\Software\\Microsoft\\Windows\\CurrentVersion\\Internet Settings

a cez volanie WinHttpGetIEProxyConfigForCurrentUser — zaleZi od toho, ktory mdd na pripojenie je testovany
(¢i CONNECTION_DIRECT alebo WPAD alebo nakonfigurované PROXY).

Komunikacia s C&C prebieha v niekolkominatovych intervaloch av pripade, Ze je Uspe$né internetové
pripojenie, informuje pomocou MAILSLOT ostatné infikované zariadenia:

13
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// WinHTTP - HTTP(S), direct or via WPAD/registry proxy
if (ncContext->pTransportHandle = tswhttpInitTransport()) { DbgPrint("WinHTTP
transport inited ok"); bRes = TRUE; cmsReportInternetAccessStatus(TRUE); break; }

Sprava z analyzy malware

// no connection at all - try to communicate with other hosts to find out a
working machine with remote connections

if (ncContext->pTransportHandle = tspipesInitTransport()) { DbgPrint("Pipes
transport inited ok"); bRes = TRUE; cmsReportInternetAccessStatus(FALSE); break; }

Notifikdcia ostatnych zariadeni prebieha tak, Ze sa nastavi flag v posielanom MAILSLOT, respektive
v definovanej sprave s nazvom NetMessageEnvelope, respektive kazda sprava mdze obsahovat aj vnatorny
envelope:

if (g_csContext.bTransportInited) { iEnvelope->bContextFlags |= (1 <<
ICF_TRANSPORT INIT FINISHED); }

Na druhej strane, ak infikované zariadenie nema pripojenie na internet, vyuziva komunikaciu prostrednictvom
PIPE sinym infikovanym zariadenim na komunikaciu s Command & Control, takZze ho vyuziva ako proxy
zariadenie, a to je implementované v triede transport_pipes. Vacsina sietovej komunikacie je implementovana
v triede transport_ WinHTTP.

Ak to celé zhrnieme, tak malware pouziva na komunikaciu zakladny protokol http s Command & Control
serverom, MailSlot z protokolu SMB na komunikaciu sinym malware (Sirenie hesiel, notifikacia
o dostupnosti internetu), SMB BROWSER na detekciu novych cielov a PIPE komunikaciu na Sirenie malware
a na proxy v pripade, Ze malware nema k dispozicii internetové pripojenie.

Taktiez je implementovand komunikdcia malware iba v ¢ase pracovnych hodin ato od 9tej hodiny do 19tej
hodiny:

// check if allowed
if ((st.wHour >= 9) && (st.wHour <= 19)) {

// check for 9th hour
if (st.wHour == 9) {

// for 9th hour, check minutes value
if (st.wMinute >= dwMinutes) { bWaitDone = TRUE; }

} else { bWaitDone = TRUE; }

}

Celd Struktara je implementovana tak, Ze sa najprv posiela sprava, ktora obsahuje NetMessageEnvelope data,
ktora obsahuje SHA1 ako kontrolny sucet, dalej tato sprava obsahuje klu¢ na desifrovanie zvysku spravy, a to
konkrétne spravy obsahujlcej prihlasovacie udaje a dalej nasleduju individudlne data, ako napriklad sprava
o sietovej komunikacii, alebo sprava o doménovom mene, pouzivatelskych kont atd.

14
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Sprava z analyzy malware

SHA1, XOR 4b key — 5 bits

\_ .
- ~
SERIALIZED _CREDS_BUFFER
XOR 8b key
N >
' N

ENC_BUFFER

XOR 8b key « 3 bits — 4bits
. o

Obrazok 8 format spravy medzi malware

zdroj: http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-behavior.html

Sifrovanie je implementované po jednotlivych &astiach, pricom kaida vnutorna sprava je $ifrovana vlastnym
kli¢om, ktory je posielany spolu so spravou. Sifrovaci algoritmus je klasicky XOR dat s klti¢om, pricom zéleZi od

toho, aky je pouZity druh spravy a vzhladom na to je pouZity aj bitovy posun v kluci.

Obrazok 9 Desifrovanie spravy medzi malware

Obrazok 10 obsahuje desifrované data z MailSlot — algoritmus na desifrovanie (¢o je v podstate skopirovany
algoritmus zo zdrojového kédu) a analyzu sietovej komunikdcie sme Cerpali zo zdroja:
http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-behavior.html )
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Desifrovani algoritmus, ktory desifruje data v MailSlots naprogramovany v pythone (v2) sa nachdadza v prilohe
¢islo 1.

Sprava z analyzy malware

Druhy mailslot sprav:

MMI_NONE = @, // nothing defined

MMI_CREDENTIALS, // CredManager.cpp use to broadcast it's auth creds
MMI_NETWORK_ENABLED_SEARCH, // NetworkConnectivity.cpp, issue this to search for network-enabled
machines

MMI_NETWORK_ENABLED_ANSWER,// -//-, every machine with remote network working answers with this
code and self name appended in pData

Druhy sprav pipelining:

PMI_NONE = @, // nothing defined

PMI_SEND_QUERY, // issued when remote client needs to send some data chunk to network
control center. Server should return id to check that query status later via
PMI_CHECK_STATUS_QUERY

PMI_CHECK_STATUS_QUERY, // after PMI_SEND_QUERY, client may periodically poll server to
detect send status of a chunk

PMI_TERMINATE_HOST_PROCESS ___ , // used by wdd to terminate other hosts with pipe running, to
replace with a new version // DEPRECATED, not used from now
PMI_TERMINATE_HOST_PROCESS_IF_LOWER_VERSION,  // replacement for PMI_TERMINATE_HOST_PROCESS,
which checks version of caller and target, so a lower version will be terminated (to prevent
downgrades)

Sifrovanie sprav s Command & Control serverom:

Spravy s Command & Control serverom su Sifrované pouZitim DES Sifry v CBC médde, s vyuZitim PKCS5 padding
modom:
// encryption mode

dwValue = CRYPT_MODE_CBC;
CryptSetKeyParam(Context->hKey, KP_MODE, (PBYTE)&dwValue, 9);

// padding settings

dwValue = PKCS5_PADDING;

CryptSetKeyParam(Context->hKey, KP_PADDING, (PBYTE)&dwValue, 0);
Ako Sifrovaci kfu¢ je pouZitd konStanta, ktord sa zadava pri kompildcii, ato konkrétne
TARGET_BUILDCHAIN_HASH, ktora je v tomto pripade @x7393c9a643eb4a76.

Zoznam mozZnych druhov sprdv, ako druhov envelope sprav, pipe sprdv sa nachddza v prilohe Cislo 2 aj
s pévodnym komentarom.

Pri znalosti TARGET_BUILDCHAIN HASH je mozné desifrovat spravu, ktord je posieland Command & Control
serveru. Tato sprava obsahuje znova prvky Envelop tak, ako su popisané v programe. Zdrojovy kdéd na
desifrovanie spravy je v prilohe Cislo 3. KedZe v kéde existuje Sifrovanie stringov, nie je mozné jednoducho tuto
konstantu najst v danom spustitelnom kdde a tym padom zistit jej hodnotu.
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Sprava z analyzy malware

2.6. RemoteServiceExe
Obsahuje subor, v texte oznacovany aj ako RSE — ide v podstate o dropper — ¢ast kddu, ktora stiahne pévodny
malware a infikuje zariadenie. V tomto pripade vyuZiva na komunikdciu tzv. PIPE (na stiahnutie povodného
malware) a nevyznacuje sa ni¢im Specialnym, o by si zasluzilo dalSiu analyzu.

2.7. Mod_cmdexec
SIuzi na spustenie lubovolného cmd prikazu, tj. vyuziva sa prioritne na pokyn od Command & Control servera,
na spustenie bindrneho suboru, na spustenie DLL suboru alebo vykonavanie inej aktivity. V pripade exe suboru
je na disku vytvoreny novy subor v TMP priecinku, ktory je po spusteni zmazany, aby malware zakryl vsetky
stopy.

2.8. WorkDispatcher

WorkDispatcher sa stard o samotny beh aplikacie a to tak, Ze ak je potrebné (dostane o tom prislusnu spravu)
zastavi beh aplikacie:

DWORD WINAPI thrSelfTermination(LPVOID lpParameter)

{ DbgPrint ("entered, waiting...");
Sleep( )
DbgPrint ("done, exiting');
ExitProcess (0) ;

}

alebo zmaze aktudlne subory, ktoré boli vytvorené, a to tak, Ze ich najprv prepiSe nahodnymi datami, potom ich
prepiSe nulami, premenuje stibor a nakoniec ho zmaze. Tento modul sa stara o Cistenie zvyskov spustitelnych
stborov ako z modulu cmdexec, tak aj o mazanie suborov z pipe komunikacie. Obdobne sa stara aj o zastavenie
inych vzoriek malware, v pripade, Ze je dostupna nova verzia malware:

BOOL wdTerminateOtherRunning ()

{
BOOL bRes = FALSE;

if (!'pwIsRemotePipeWorkingTimeout (NULL, , )) { DbgPrint("no local
pipe server running"); break; }

DbgPrint ("NOTE: found running local pipe server, sending termination cmd");
// data to be sent

tg.i64TerminationHash = WDD TERMINATION HASH;
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if (! pwRemotePipeCheckSend (NULL, , , &tq,
sizeof (TERMINATION QUERY), &pAnswer, &dwAnswerLen, &bMsgId)) { DbgPrint ("ERR: pipe
send failed"),; break; }

Kod, kedy je volané zastavenie ostatnych procesov:

// issue termination command to local running copy

// due to nature of pipe server, several processes may sServe a pipe, so run
this function until it finds no other pipe servers

// to prevent infinite loop due to some internal error, use max iteration
counter

// NB: this function may terminate host if detected a higher existing version
via termination request

while (wdTerminateOtherRunning() && (dwTermCount < )) { dwTermCount++;
DbgPrint ("terminated %u copy", dwTermCount); }

2.9. Mod_KBRI

Tento mAd sa stard o injektovanie cmd.exe procesu kédom, ktory zachyti volania MoveFileExW, a analyzuje
vietky skopirované data, pretoZe v tomto pripade ide o mechanizmus platobnych transakcii. Ak skopirované
data obsahuju informdcie o platbe, je poslana notifikdcia Command & Control serveru. Tento modul
komunikuje pomocou PIPE, ktora je vloZzena do programu bez nejakého generického kédovania a preto, ak je
zariadenie infikované, je mozné tuto PIPE najst pod nazvom:

\.\pipe\pgOF9ECODB75F67E1DBEFB3AFA2

Za tuto analyzu dakujeme ludom 2z http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-
behavior.html, kedZe konkrétne detaily o tomto spdsobe platieb su pre nds nezndme — ide o Specificky utok na
konkrétnu banku.

3. Analyza zdrojového kodu Command & Control

Zdrojovy kéd Command & Control servera poskytuje dva zékladné prvky ato komunikaénd cast a Cast pre
administraciu. Obe tieto Casti pracuju s databazou MySQL, ktorej Struktira sa nachadza na nasledujucich
obrazkoch:
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Sprava z analyzy malware

'|'_7 : mysgl Table Action Rows & Type Collation Size Overhead
L . =
=L | pega2 el ¢ [l Browse {4 Structure % Search 3¢ Insert |l Empty @ Drop 2 MyISAM utfs_unicode_ci 2.4 KiB
g New [ emds_list 3% [Tl Browse [ Structure % Search 3¢ Insert gl Emply @ Drop 2 MyISAM binary 7.1 KiB 48 8
+L ot cli .
_Lj’ SR O [J cmd_params ¥¢ [E] Browse 34 Struclure & Search & Insert &§ Empty @ Drop 1 MyISAM binary 131.2 Ki8 34 8
+'-_y- cmd_params ] creds 3¢ (5] Browse s Structure % Search ¥: Insert Il Empty @ Drop 1 MyISAM binary 13.1 KiB
B Ej
L EELS O Ip_last_results i [E] Browse G Structure % Search ¥: Insert §§lEmpty @ Drop 2 MyISAM binary 2 KiB
+.I# Ip_last_results L ] .
_L #q_log ] q_log 3¢ |Z] Browse 4 Structure - Search #¢ Insert %Empty @ Drop 1 MyISAM ascii_general_ci 4.5 kig
L,yit accs [ t_aces ¢ [E]Browse {4 Structure % Search 3¢ Insert |l Empty @ Drop 8 MylSAM binary 1 kis
e
i s ileg [ ] taccs reg 9 =] Browse T Structure % Search #: Insert Il Empty @ Drop 8 MyISAM binary 1KiB
vt taces_removed t d 9y [5] Browse 4 Structure % Search & Insert Bl Empty @ Dro @ MyISAM bi 1 KiB
B4 voumidsimemo [J t accs_remove ﬁ =] i % E pty p ¥ inary i
=L i pega3 [ vbuilds_memo §i || Browse I Structure % Search F: Insert Il Empty @ Drop 2 MyISAM binary 1 KiB
| [»_d New 10 tables sum 9 InnoDB latin1_swedish_ci 171.2 KiB 132 B
Obrazok 10 Celkova struktura databazy
+ Options
+~T— ¥ id stamp lastemd_stamp mid ip I_ticks |_ft tz_name tz_bias m_name d_name memo arch v _build c_flags dummy
Central
o C'/’Edll i-t' Copy @ Delete 1 2018-08-22 18:45:27 0000-00-00 00:00:00 7383C888E7538014 10.0.0.4 991325 2018-08-23 13:48:07 g?arﬁg:m 60 - WORKGROUP x32 20 12 1
Time._..
Central
o G/Edit i-i Copy @ Delete 2 2018-08-22 16:24:20 0000-00-00 00:00:00 EOG0A5C4E7538014 10.0.0.6 139031 2018-08-23 11:26:59 g;gsg:m 60 - WORKGROUP x32 20 o] 1
Time. .
Obrazok 11 Zoznam aktivnych zariadeni
L UPLIUI 1>
+—T1— ¥ id target id last stamp added stamp is_done linked_cmd_params answer
(0] c‘/) Edit E-E Copy @ Delete 3 1 2018-08-22 15:59:00 2018-08-22 15:58:48 4 -
(] c‘/) Edit E-E Copy @ Delete 5 2 2018-08-22 16:24:20 2018-08-22 16:24:20 0 4
Obrazok 12 Zoznam vykonanych CMD prikazov
'—T—' v id stamp cmd_code auto targ_arch params params_hash memo
0 47 Edit }E Copy @ Delete 4 2018-08-22 15:58:48 3 1 all [ELOB - 124 KiB] 001a6c9b8d9471b0a3b4746302db95174d877227 msheart3
Obrazok 13 Zoznam uloh pre malware
+ Options
FTA = id src_id stamp OriginStampHigh  OriginStampLow  OriginType AccessLevel SM D u P

0 4 Edit §tCopy @ Delete 1 1 2018-08-22 17:01:48 0 30685886 0 1 m

Obrazok 14 Prihlasovacie udaje

— [ — v id stamp res le
[0 g7 Edit $c Copy @ Delete 1 2018-08-22 1550144 1 0

[] 4 Edit #tCopy @ Delete 2 2018-08-22 162420 & 5

Obrazok 15 Posledny result code z malware
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— [ — - id stamp log_json

4 gt . v e . {"ERR":"","Method" ;"GET","Uri": "\ /web' /", "Remote- >
C‘REdlt :!-E COD“‘ @ Delete 2 2018-08-27 13:33:20 Address":"::1","Host":"localhost”, "Connection”: "kese

+ Check all With selected. 7 Edit 3¢ Copy |{"ERR":"","Method":"GET","Uri":"\/web\/", "Remote-
Address":"::1","Host":"localhost™, "Connection": "ke
ep-alive”,"Upgrade-Insecure-Reguests":"1","User-
Agent”:"Mozilla\ /5.8 (Windows NT 18.8; WOkG4)

" e - ; LpplellebkKity/537.36 (KHTML, like Gecko)
Show all Number of rows: | 25 Filter rov Chrome'/68. 8. 3440, 106
Safarit/537.36", "Accept”: "text \/html,zpplication’s
xhtml+xml,application’,/xml;q=0.9,image" fwebp,image
vSapng,*\/*:0=0.8", "Accept-Encoding”:"gzip,
deflate, br","Accept-lLanguage":"en-US,en;q=0.9"}

Query results operations

(=) Print 3¢ Copy to clipboard (=} Export gl Display chart |3

[§ Bookmark this SQL query “

Obrazok 16 Log zaznam, v pripade, ak ide o chybny dopyt

Struktura je celkom rozsiahla, majitel Command & Control vidi aktudlne informdcie o aktudlne napadnutych

zariadeniach, vidi stav malware, prihlasovacie Udaje, ktoré sa podarilo malware ziskat, taktiez méze zadavat
rézne ulohy pre malware:

< C | @ locathost.

o ¥
<@ Cruenas@ Joos@
# Created Memo Assignment Target arch Contents Controls
22/08 1558 msheart3 auto al Run exe from disk (CrealeProcess) (124 Kb)

emove
00126c9b8d947100a3D414630200951140877227

Add new

Obrazok 17 Gui pre tUtocnika
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Memo

Type
Run dll from memory v

Assignment method

Manual v

Contents to be executed

Choose File |Mo file chosen

Add new job Cancel

Obrazok 18 Zadavanie prikazov malware

a to ako je mozné spustit lubovolny CMD prikaz, spustit dll z paméte, spustit lubovolny exe subor alebo ukondit
dany proces. Zaujimavé su aj log zaznamy z obrdzka Cislo 15, v ktorych majitel Command & Control vidi zlé
dopyty na jeho stranku, ¢im vie takto Utoénik efektivne odhalit, Ze jeho web podlieha analyze. V pripade, ak je
dopyt zle vykonany (tj. pravdepodobne nekomunikuje malware), je vygenerovany nahodny text, ktory je
zobrazeny pouzivatelovi:
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Obrazok 19 Nahodny text pri chybnom dopyte na Command & Control
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Sprava z analyzy malware
Tento text generuje nasledujuca funkcia:

if (!inpCheckParse ($parse error)) { logSaveQuery (Sparse error); outReturnRandom() ;
exit; }

Spravy su znova kédované pomocou takzvanych envelop, ¢o v tomto pripade znamen3, Ze sprava je v podstate
jeden dlhy retazec, v ktorom su jednotlivé vyrazy kédované napriklad takto:

Sanswer .= pack('vVVvC', S$row['cmd code'], strlen(S$row(['params']), Srow['id'],
archToInt (Srow['targ arch'])) .Srow['params'];

V tomto pripade ide o data, ktoré su v binarnej forme kddovane postupne ako v = unsigned short, V = unsigned
long, C = unsigned char. Takéto sprdvy su aj posielané na Command & Control server a k Command & Control
serveru, pricom Sifrovanie je také, ako je popisane v kapitole o mod_NetworkConnectivity, tj. DES Sifrovanie
v CBC mdde s pouzitim PKCS5 paddingu. Ako Sifrovaci kl'U¢ je pouZzitd konStanta TARGET_BUILDCHAIN_HASH,
pricom ak je tato konstanta znama, data mozu byt desifrované nasim algoritmom.

4. DeSifrovanie Sifrovanych sprav

V kapitole o sietovej komunikacii sme ukazali zdrojovy kdéd, ktory je schopny desifrovat spravu. My sme ale
vytvorili novy zdrojovy kdd, ktory vie desifrovat spravu a rozbalit celti envelop tak, aby bola v Citatelhej forme.
Tento zdrojovy kéd sme otestovali a v nasledujucich obrazkoch prikladdme vysledok desifrovania spravy. Tento
nastroj je mozné vyuzit, prave ak je znamy TARGET_BUILDCHAIN_HASH, priCom ak existuje dump procesu
svhost.exe, tuto cast kddu vieme ziskat automaticky (pre 32 bitovl verziu) tak, Ze najdeme dve po sebe
nasledujuce instrukcie, ktoré obsahuju push prikaz a ich parameter je konstanta- ak sa tieto inStrukcie opakuju
viackrat, mame desifrovaci kod, pricom ako dalsi vyznaény prvok moze byt pouzita instrukcia push 400h, ktora
nasleduje tesne po vykonani tychto dvoch instrukcii na uloZenie desifrovacieho kltuca.

Pre 64 bitovu verziu malware je mozny nasledujuci postup, najdenie inStrukcie mov, ktora obsahuje 16 znakov,
po nej nasleduje inStrukcia mov [register], 400h, a inStrukcia mov [register], 40h.

KedZe tato konstanta, pouZivand na Sifrovanie je hash stringu, ktory sa nachadza v zdrojovom kéde:

#define TARGET BUILDCHAIN HASH HASHSTR CONST ("test environment",
0x7393c9%a643ebda’0)

A tento hash ma prave 16 zakov v 16-kovej sustave, tj. celkovo 64 bitov, a k tomu je tento hash
naprogramovany pouzitim makra, a prave preto sa v kdde vyskytuje ako konstanta v inStrukcii, tym padom je
mozné hladanie tejto konstanty v disasemblovanom kéde.
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segBABd:Ba779CFE loc_ 779CF8:
segB0B: 867 79CF8
seqB08:08779CFB
segBOB: 867 79CFC
segBod:aaz7yoDpaz2
segBad:aa7yoDbas
segBaB: aa7yoDan
seqB08:88779DAF
seqBOB: 86779012
segBOB: 86779013
segBaB:aa7 79016
segBaBd:aa7voID19
seqfae:ae779D1E
seqB08: 88779023
segBOB: 06779028
segB0B: 86779028
segBABd:Ba779D2E
segBoB:aa7yon31
seqB08:88779D34
segBOB: 08779037

lea
push
call

) CSIRT.SK

; COD
ecx, [ebp+var_54]
eCx
ds:-dword_E?F118

dl (1l (] []
push F393C9A6hH
push 4IEBAAT GO

call
add
mou
mou
mou
mou
mou

edx, |ebp+var_ 54]

[ebp+uvar_uf]
esp, @Ch

offset unk E2962C
sub_77A3DS

esp, 8
[ebp+var_ 8], eax
eax, [ebp+var_34]
[ebp+var_24], eax
ecx, [ebp+uvar 8]
[ebp+var_28], ecx

Obrazok 20 push instrukcia obsahujica desifrovaci kl'uc (1. vyskyt)

seqaod:ae4193C6
seqaed:ae4193C9
seqafd:aa4193CA
seqaed: aeu193CF
seqafa:aeL19302
seqaed:aeu19307
seqaed:ae41930C
seqafd: aa1930F
seqafa:aeL193E8
seqafa:aeL193E3
seqaod: a4 193E6
seqaod: a4 193EB
seqafd:aa4193F 0@
Seqaed:aeL193Fs
Seqafa:aeL193F8
seqafd:ae4193FB
seqaea: ae4193FE
seqafd: aau19401
seqafd: aeL19404

—— — FATATE - TR L TR

lea
push
call

push
push
call
add
mou
mou
moy
moy
mou

BCX, [Ehp+uar_5uj
eCx
sub_4214C5

393C%A6h
43EBAAT GO
Hl=, [ E0p di*_ 547

edx
[ebp+uar_ 48]
esp, BCh

offset loc_9C1A7S8
sub_41DCDS

esp, 8
[ebp+var_ 8], eax
eax, [ebp+var_34]
[ebp+var_24], eax
ecx, [ebp+var_ 8]
[ebp+var_ 28], ecx

Obrazok 21 push instrukcia obsahujuca desifrovaci kl'uc (2. vyskyt)
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seqBB0: 006220890
seqBBB: 808622890
seqB00: 080022 89E
seqBBB: 088622003
;eqBbB: 00022 0A6
seqB00: 00622 6AB
seqBep:0ep220B0
seqBBp: 006220883
seqB00:006220BY
seqBBp:00p22 0887
seqB00: 080622880
seqBB80: 08080622 8BF
;eqBbB:0e0220CY
seqBB0:80682208C9
seqBBf:aep22a8cc
seqBBf: 80622 08CF
seqBBf:0ep220802
seqBB0: 0808622805
seqBBp:aee220808

lea
push
call
add

pus

nush

) CSIRT.SK

ecx, [ebp+var_5i4]
BeCx

sub_2A199

esp, 4

LIEBLATGh

ea edx, |ebp+uvar 5S4
push edx

call [ebp+uvar_ 48]

add esp, BCh

push

push 18811A78h

call sub_269A9

add esp, 8

mou [ebp+uar_ 8], eax

mou eax, [ebptuar_34]
mou [ebp+var_24], eax
mou ecx, [ebp+uvar_8]

mou [ebp+var_ 28], ecx

Obrazok 22 push instrukcia obsahujuca desifrovaci kluc (3. vyskyt)

(] e

lea rcx, [rbp+var_ 38]
call cs:iquord 1880865118
lea rcx, [vbp+var_38]
mou rdx, 73IP3COAGLHIEBUATER
call [rhp+uvar_2a]

mouv edx, 488h

mov ecx, 48h

call cs:GlobalAlloc

mnou r13d, @nkh

mow rdi, raz

mouv r15, rax

Obrazok 23 mov instrukcia s kli¢om pre x64 bitov
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data 1s:

dald9a68dcfd0cc5]5efbdec963 904db3e544b5fTelcc Tdf5ed9c6d01414444722db3 1 ddd2beal TeQeBad95 Tedchbe Te2 d545
key 1s: 7393c9a643eb4aT6

envelope:

Envelope ID:3

Envelope DATA LENGTH:10

Domain name: WORKGROUP

Machine name: --PC

Bias: 60

Tick count stamp: 480530

ContextFlags: 12

Build ID: 20

Year: 2018

Month: 8

Day: 23

Hour: 10

Minute: 57

Second: 41

TZ Name: Central Europe Standard Time
64 source machine 1d: 7383C888E7538014
Arch-x32

Calling module

Module name: /inc/parser_0003 php
Function name: Parser_1d0003

Module for result of cmd command!
CMDID: 1

GenencResult: 4

PayloadSize:

kev 1s: 7393c09a643ebdaTh

Obrazok 24 dekddovanie spravy medzi malware a C&C
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data 1s:

C) CSIRT.SK

al56£51984d00147bed(c 72388 0abebbelb0de1f33e57953bat0bealffel 01 5886ach35aal Toe

key iz: 739392643 ebdalh

envelope:

Envelope ID:2

Envelope DATA LTENGTH:0

Domain name: WORKGROTUP

Machine name: I

Bias: 60

Tick count stamp: 227386

ContextFlags: 12

Build ID: 20

Year: 2018

Momnth: §

Day: 23

Heur: 10

Minute: 53

Second: 28

TZ Name: Central Europe Standard Time
64 source machine id: 7383C388E7338014
Arch:x32

Calling module

Module name: Sinc/parzer (002 php
Function name: Parzer_1d0002

do nothing ..

envelope:

Envelope ID:1

Envelope DATA TENGTH:85

Domain name: WOREGROUP

Machine name: H

Bias: 60

Tick count stamp: 223501

ContextFlags: 0

Build ID: 20

Year: 2018

Momnth: §

Day: 23

Houwr: 10

Minuote: 53

Second: 24

TZ Name: Central Europe Standard Time
&4 source machine id: 7383C388ET7338014
Archmx32

Calling module

Module name: Sinc/parser (001 php
Function name: Parzer_1d0001

Eunoning module i3 for password!

Source machine name: NP C.0
Source machine domain- I PC0
Source machine nzername: I
Source machine password: 1-
envelope:

Obrazok 25 dekédovanie spravy medzi malware a C&C
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Nas kod desifruje spravy posielané na Command & Control server, pricom tieto spravy su posielané ako POST
poziadavky v http pakete, zvyraznené na obrazku Cislo 24.

21 7.4408854 PcsCompu_@7:a7:35 PcsCompu_e@:al:4d ARP 42 19.0.0.100 is at @8:00:27:87:a7:35
r 22 7.448975 16.8.8.4 16.08.08.108 G 62 1837 = 8@ [SYN] Seq=8 Win=64248 Len=@ M55=146@ SACK_PERM=1
23 7.441040 16.0.9.168 16.0.0.4 TCP 62 3@ = 1837 [SYN, ACK] Seq=8 Ack=1 Win=64248 Len=@ M55=146@ SACK_PERM=1
24 7.441198 10.90.0.4 16.9.8.1686 TCP 6@ 1837 = 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=@
25 7.441244 16.8.8.4 16.0.08.108 e 327 1837 = 80 [PSH, ACK] Seg=1 Ack=1l Win=64248 Len=273 [TCP segment of & reassembled PDU]
- 26 7.441310 10.0.0.4 16.0.0.100 HTTP 843 POST /WEB/index.php HTTP/1.1
27 7.441316 18.8.8.188 18.8.8.4 TCP 54 8@ » 1837 [ACK] Seq=1 Ack=1863 Win=63178 Len=8
- 28 7.451246 16.06.0.108 16.8.8.4 HTTP 397 HTTP/1.1 200 0K (text/html)
29 7.628993 10.0.0.4 10.0.0.100 TCP 6@ 1837 = 3@ [ACK] Seq=1863 Ack=344 Win=63897 Len=@
3@ B.@B9752 16.8.8.4 16.8.8.255 NBNS 92 Name query NB WORKGROUP<1b>
31 18.763717 16.0.0.4 16.0.8.255 BROWSER 216 Get Backup List Request
32 19.764144 16.98.0.4 16.08.8.255 NBNS 92 Name query NB WORKGROUP<1b>
33 11.514697 16.2.8.4 16.8.8.255 NBNS 92 Name query NB WORKGROUP<1b>
34 12.265936 10.0.0.4 16.0.8.255 NBNS 92 Name query NB WORKGROUP<1b>
35 12.451188@ 18.8.8.188 18.8.8.4 TCP 54 8@ » 1837 [FIN, ACK] Seq=344 Ack=1863 Win=63178 Len=@
36 12.451378 16.8.8.4 16.0.0.100 ICP: 60 1837 » 80 [ACK] Seq=1863 Ack=345 Win=63897 Len=8
37 15.828072 10.0.0.4 10.0.0.255 NBNS 92 Name query NB WORKGROUP<le>
38 15.778947 16.8.8.4 16.8.8.255 NBNS 92 Name query NB WORKGROUP<lex
39 16.521815 16.0.0.4 16.0.8.255 NBNS 92 Name query NB WORKGROUP<le>
48 17.273523 16.98.0.4 16.08.8.255 BROWSER 216 Get Backup List Request
41 17.274821 16.2.8.4 16.8.8.255 NBNS 92 Name query NB WORKGROUP<1b>
42 17.276905 10.0.0.4 16.0.8.255 SMB Ma.. 334 Write Mail slot
43 18.823829 18.8.8.4 18.8.8.255 NBNS 92 Wame query NB WORKGROUP<1b>

Transmission Control Protocol, Src Port: 1837, Dst Port: 8@, Seq: 274, Ack: 1, Len: 739
[2 Reassembled TCP Segments (1862 bytes): #25(273), #26(789)]
Hypertext Transfer Protocol
v MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "74338eabg4be"
[Type: multipart/form-data]
First boundary: --7433@eab64b@\r\n
v Encapsulated multipart part: (applicatien/octet-stream)
Content-Disposition: form-data; name="khuzgwtypdkrjg"'rin
Content-Type: application/octet-stream\rin\rin
656

T B56]
Last boundary: \r\n--74338eab64b@--\ri\n
@180 86 f6 19
8196 @ be d4e 1f
8lad
81b8

@lce

Obrézok 26 sietovd komunikacia s Command & Control

Ako obrazok 28 prikladdme aj ukazku MAILSLOT spravy z komunikacie cez SMB protokol. V tychto obrazkoch je

mozné vidiet aj aktivne vyuZivanie BROWSER komunikacie na hladanie dalSich zariadeni, ktoré sa nachadzaju
na lokalnej sieti.
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PesConpu_ed:al:dd
10.0.0.180 e [
10.0.0.100 10.0.0.4 TP WM, ACK] Se 6 =@ MSS=1460 SACK_PERM-1
10.0.0.4 10.9.9.180 TeR
25 7.441248 10.0.0.4
26 7.441318 10.0.0.4
27 7.441316 10.0.0.100
10.0.0.100
10.0.0.4

10.0.0.4
10.0.0.4
10.0.0.4

33 115148697 10.9.0.4
3412265935  10.0.8.4
35 12451180 10.0.0.108
3612451378 10.0.0.4
37 15.020072 10.0.0.4

n=63178 Len=a —
3897 Len=d —
38 15.770847 10.9.9.4
10.0.0.4
10.0.0.4
10.0.0.4
4217.276905  10.0.0.4 10.0.0.255 S4B Ma..
43 15.023825 __ 19.0.9.4 10.0.9.255 NEMS

Slot
ry N WORKGROUPC1DS -
User Oatagram Protocol, Src Port: 138, Dst Fort: 136 ~
NetBIoS Datagr

Block Pratocal)

il Slot (1)

QT\$6CARTSCLESCOR2TEE

Data: 537157beBb2cled9said1baafafobersaseznibacsaseeid. . . I
TrETTTeT

0@ TF TF Tf 7 1 77 08 0@ 27 e0 a1 4d G 45 0@ G 3 -
€146 08 6e 06 60 80 11 24 3d Gn 0O 06 04 Ga 80 @on - §=
01 2c bd 32 11 62 80 1b 0a 0@ 2
02 04 08 Ba 01 16 00 00 20 45 49 45 47 45 46 46
44 45 42 45 4C 43 %8 46 41 45 44 43 51 43 41 43 DEDELCNF Act
4143 41 43 41 43 41 41 41 80 28 46 48 45 50 46 ACAGACAA A
43 45 4c 45 48 46 43 45 5O 46 46 46 41 43 4143 CELEWFCE PFI

Obrazok 27 sietova komunikacia medzi malware

5.Zaver

Malware je schopny samostatného Sirenia, komunikdcie s ostatnymi infikovanymi zariadeniami a m3
zabudované ziskavanie hesiel a komunikdcie s Command & Control serverom. Od riadiacieho servera je
schopny ziskavat data a vykonavat inStrukcie, ktoré mu utocnik zadal.

Medzi jeho vyznacné vlastnosti patri to, Ze nezachovdva perzistenciu, aby nebol odhaleny antivirusovymi
nastrojmi. Preto je jeho Sirenie implementované v niekolkych réznych moduloch a to pomocou WMIC, RDP
a SCM. Autori planovali dalsie moduly Sirenia, no tento ciel uz nedosiahli. KedZe ide o malware, ktory ma
zabudované Sifrovanie stringov, Sifrovanie zdrojovych kédov a komunikacia taktiez prebieha Sifrovana, navrhli
sme metody, akymi je mozné tuto Sifrovand komunikaciu odhalit a ukazat, ¢i ide o skuto¢ny malware alebo
o false positive detekciu. V nasom rieseni vieme desifrovat, podla ziskaného kltc¢a, komunikaciu s Command &
Control serverom, taktieZ s pomocou inych vyskumnikov sme dospeli aj k ¢astiam kédu a k zdrojovym kédom
na desifrovanie lokalnej komunikacie. Obdobne, v sicasnosti existuju pravidla na detekciu malware v lokdlnej
sieti pomocou nastroja SURICATA a popis tychto pravidiel, dostupnych aj na
http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-behavior.html.

Prvé pravidlo popisuje komunikaciu a hlavicku spojenia s Command & Control serverom, pricom sa overuju
nastavenia ako napriklad content-type, agent atd.

alert http $HOME7NET any —> $EXTERNAL7NET 80 (msg: "[PT OPEN]
Pegasus/Buhtrap/Carbanak malware C2 Check-in"; flow: established, to_ server;
content: "POST"; http method; content: ".php"; http uri; content: "Content-Type:
multipart/form-datal|3b| boundary="; http header; pcre: "/"[0-9a-f]{12}\r\n/RH";
content: "Content-Type: application/octet-stream"; http client body; content:
"Content-Disposition: form-datal|3b| name=[22|"; http client body; pcre: "/"[a-
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z]1{8,14}\x22\r\nContent-Type: application/octet-stream\r\n\r\n(.{192}){1,2}\r\n--
[0-9a-2z]{12}--/RPs"; pcre: "/[\x0e-\x19\x80-\xff]{4}/P"; classtype: trojan-
activity; sid: 10003298; rev: 1; )

Sprava z analyzy malware

Toto pravidlo popisuje Sirenie prihlasovacich Gdajov pomocou SMB MAILSLOT:

alert udp SHOME NET any -> $HOME NET 138 (msg: "[PT OPEN] Pegasus/Buhtrap/Carbanak
malware credentials broadcast via Mailslot"; content: "|5C|MAILSLOT|5C|"; content:
'"100|"; within: 16; pcre: "/~[0-9A-F]1{16,32}\x00/R"; pcre: "/[\x0e-\x19\x80-
\xff] {5}/R"; threshold: type both, track by src, count 4, seconds 3600; classtype:
trojan-activity; sid: 10003304; rev: 1; )

Posledné pravidlo poskytuje detekciu v pripade, Ze je otvorena PIPE komunikdcia na Sirenie malware do
dalSieho pocitaca:

alert tcp SHOME NET any -> $HOME NET 445 (msg: "[PT OPEN] Pegasus/Buhtrap/Carbanak
malware domain replication remote pipe check"; flow: established, to_ server,
no_stream; content: "SMB"; content: "|0B 00|"; distance: 8; within: 2; content:
"100 00 18 00 11 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|"; distance: 0;
pcre: "/ ([0-9A-F]\x00) {16,32}$/R"; threshold: type threshold, track by src, count
8, seconds 2; classtype: trojan-activity; sid: 10003305; rev: 1; )

V rdmci ochrany voéi tomuto malware je moZné zmenit umiestnenie siborov notepad.exe, alebo zakazat
Sirenie pomocou doménovych nastrojov ako WMIC, SCM a RDP, pripadne kontrolovat komunikaciu pomocou
PIPE na lokalnej sieti, taktiez zabezpecenie hesiel v lokdlnom PC (malware pouZiva mimikatz a zdiela hesla,
ktoré nie su zahashované).

Bezpecnost je kontinudlny proces, ktory nekondéi ani po odstraneni vsetkych nedostatkov.

Bezpecnost siete je potrebné udrziavat a pravidelne preverovat.
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6. Prilohy

6.1. Priloha ¢islo 1 metdda na deSifrovanie MAILSLOT sprav na lokalnej
sieti (python 2):

import struct
import hashlib

_ SERIALIZED CREDS BUFFER LEN = 22

def decrypt envelop(xored):
dwKey = struct.unpack("<I", xored[:4])[0]
print "dwKey: %08x" % dwKey

data = map(ord, xored[4:])
for i in range(len(data)):
#print "%02x"%02x=%02x"% (datal[i], dwKey, datal[i] ~ (dwKey & OxFF))
datal[i] *= (dwKey & OxFF)
dwKey = (dwKey >> 5) | (dwKey << (32 - 5));
dwKey &= OxFEFFFFFFE

decData = "'.join("%c"%x for x in data)
print "hash: "+decData[:20].encode('hex")
print "id: "+decData[20] .encode ('hex")

print "Data: "+4decData[21l:].encode('hex')

temp = "\0"*¥20+decData[20:]

calcedHash = hashlib.shal (temp) .hexdigest ()

print "Calced Hash: "4calcedHash

if (calcedHash == decDhatal[:20].encode('hex')):
print "Success"

else:
print "Fail"

return decDatal[21:]

def decrypt mailslot (xored):
dwKey = xored[4:8] + xored[:4]
print "dwKey: $s" % dwKey.encode('hex')
data = xored[8:]

dwKey dwKey * (len(data)/len(dwKey) + 1)
dwKey = dwKey[:len(data)]

decData = [ord(a) ” ord(b) for a,b in zip(dwKey,data)]
if SERIALIZED CREDS BUFFER LEN + decData[l10] + decData[ll] + decDatal[l2] +
decData[l3] == len(xored):
print "Mailslot decode Good"
else:
print "Mailslot decode BAD"
decData = "'.Jjoin("%c"%x for x in decData)
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print decData.encode('hex')
return decData

def decrypt strings(mailslot):
def decrypt packed string(xored):
dwKeyl = struct.unpack("<I", xored[:4]) [0]
dwKey2 = struct.unpack("<I", xored[4:8])[0]
#print "dwKeyl: $08x" % dwKeyl

#print "dwKey2: $%$08x" % dwKey2

data = map(ord, xored[8:])
for i in range(len(data)):
#print "*pOut = %$02x ~ %02x * %02x"%(data[i], dwKeyl & OxFF, dwKey2 &
O0xFF)
data[i] 7= (dwKeyl & OxFF) * (dwKey2 & 0xFF)
dwKeyl = (dwKeyl >> 3) | (dwKeyl << (32 - 3))
dwKey2 = (dwKey2 >> 2)
dwKeyl &= OxFEFFFFFFE
dwKey2 &= OxFFFFEFFEE
return ''.join(map (chr, data))

computer name len = ord(mailslot[ SERIALIZED CREDS BUFFER LEN - 12 + 0])
domain name len = ord(mailslot[ SERIALIZED CREDS BUFFER LEN - 12 + 1])
username len = ord(mailslot[ SERIALIZED CREDS BUFFER LEN - 12 + 2])
password len = ord(mailslot[ SERIALIZED CREDS BUFFER LEN - 12 + 3])

index = SERIALIZED CREDS BUFFER LEN - 8

computer name xored = mailslot[index: index + computer name len]
index += computer name len

domain name xored = mailslot[index: index + domain name len]
index += domain name len

username xored = mailslot[index: index + username len]

index += username len

password xored = mailslot[index: index + password len]

computer name = decrypt packed string(computer name xored)

domain name = decrypt packed string(domain name xored)

username = decrypt packed string(username xored)

password = decrypt packed string(password xored)

print "Computer name:\t%$s\nDomain:\t\t%s\nUsername:\t%s\nPassword:\t%s" %
(computer name, domain name, username, password)

data = open('cipher.txt', 'rb'").read()
data2 = decrypt envelop(data)

data3 = decrypt mailslot(data2)

data4 = decrypt strings(data3)

zdroj: http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-behavior.html
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6.2. Priloha ¢islo 2, druhy sprav:

/*
CommStructures.h
Different communication structures and definitions used by misc modules

*/

#pragma once

#include <windows.h>

// a word value to identify what data is appended to a generic INNER_ENVELOPE structure

// set at INNER_ENVELOPE.wEnvelopeId. Recommended volatility tags when adding such types are

// (V) - volatile, (P) - persistent
typedef enum Envelopeld {

EID_NONE = O, // - none defined, assumed to be an error

EID_CREDENTIALS_LIST, // (V) serialized buffer with all credentials from
CredManager (found locally, from network, etc)

EID_HEARTBEAT, // (V) a chunk issued periodically by every machine in
order to server know it's still alive and controllable (heartbeat)

EID_COMMAND_RESULT, // (P) result of executing a particular command, identified

by it's uniq id
EID_REMOTE_CHUNKS_BUFFER, // (P) a set of chunks received from some machine with no
direct internet access, contains extra encryption layer just like
// every server request. Used by pipe
proxy module at NetworkConnectivity.cpp

EID_LPR_RESULT, // (V) LogonPasswords module resulting code
EID_KBRI_HEARTBEAT, // (V) mod_KBRI heartbeat, to receive t-acss list
EID_KBRI_NOTIFY, // (P) notify about usage of a particular t-acc

EID_MAX_VALUE = MAXWORD // define max value to fit into serialized structure
}s

// INNER_ENVELOPE.bContextFlags possible flags position, in bits from low to high

#define ICF_PLATFORM_X64 (4] // set when current
platform is x64

#define ICF_BUILD_X64 1 // set when x64
build is running

#define ICF_MACHINE_HAS_INTERNET_ACCESS 2 // set when transport uses direct
communication (winhttp)

#define ICF_TRANSPORT_INIT_FINISHED 3 // value of

ICF_MACHINE_HAS_INTERNET_CONNECTION may be trusted only when this flag set, indicating we
received some data

// describes a serialization inner envelope used by all modules when sending some data
// describes a type of data included and source of it

#pragma pack(push)

#pragma pack(1)

typedef struct _INNER_ENVELOPE

{
// *** filled by caller ***
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WORD wEnvelopeld; // id of data attached
DWORD dwDatalen; // len of data attached

// *** may be filled by cmsFillInnerEnvelope() ***
UINT64 i64SourceMachineId; // machine which originated this data, some persistent hash
to uniquely identify a particular machine

DWORD dwTickCountStamp; // GetTicksCount() stamp when original machine
generated this chunk, to determine it's uptime in 43 days limits

BYTE bContextFlags; // misc execution context flags //BYTE bIsX64; // set to 1 when
caller is x64 platform, assume x32 otherwise
WORD wBuildId; // id of a build, to distinct different targets

// local timestamp when this chunk was generated

WORD wYear;

BYTE bMonth;

BYTE bDay;

BYTE bHour;

BYTE bMinute;

BYTE bSecond;

WCHAR wTZName[32]; // name of a timezone (long description), max 32 wchars
LONG 1Bias; // current bias in minutes against UTC

// following names are WCHAR
WCHAR wcDomain[16]; // name of a domain this machine joined to
WCHAR wcMachine[16]; // name of local machine

} INNER_ENVELOPE, *PINNER_ENVELOPE;

typedef enum SC_TARGET_ARCH {
SCTA_UNKNOWN = 0,
SCTA_X32,
SCTA_X64,
SCTA_ALL // arch-independent command, like cmd script or shellexec of non-exe

};

// definition of current arch
#if defined(_M_X64)

#define SCTA_BUILD_ARCH SCTA_X64
#elif defined(_M_IX86)

#define SCTA_BUILD ARCH SCTA_X32
tendif

typedef enum SC_COMMAND_ID {
SCID_UNKNOWN = 0,

// mod_CmdExec

SCID_SHELL_SCRIPT,

SCID_DLL_MEMORY,

SCID_EXE_DISK_CREATEPROCESS,

SCID_EXE_SHELLEXECUTE,

SCID_TERMINATE_SELF, // executes ExitProcess() to enable self-termination

// mod_KBRI
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SCID MAXVAL = OxXFFFF
}s

// structure describing a command chunk received from server as an answer for a particular
request

// NB: there may be more than 1 chunk in answer, wdd parser should hadle it

typedef struct _SERVER_COMMAND {

WORD wCommandId; // id of a command server wants to be executed (what to do),
according to SC_COMMAND_ID

DWORD dwPayloadSize; // amount of payload data appended after this structure, depends on
particular command id

DWORD dwUniqCmdId; // uniq id to identify this command, should be used by executor when
it sends result to remote server (may be set to @ when server doesn't need an answer?)

BYTE bTargetArch; // target architecture of the command, to be checked by executor if
it is possible/matches code's platform
// possible values are defined by SC_TARGET_ARCH
} SERVER_COMMAND, *PSERVER_COMMAND;

typedef enum ENUM_COMMAND_EXEC_RESULT {

CER_NO_RESULT = o, // assumed to be an error, not to be used
CER_ERR_NO_EXECUTOR, // no module answered for this command, so it supposed to be
unsupported

CER_ERR_PLATFORM_MISMATCH, // target platform for cmd and current platform is not
compatible, for ex, CreateProcess() with x64 binary on x32 platform

CER_ERR_SPECIFIC_ERROR, // module-specific error, description set at payload
in module-specific structure

CER_OK, // command executed ok, some resulting
data may be appended at payload

CER_MAXVAL = OxFFFF // max value to fit into WORD range
s

// prepared by client when it sends a generic result of a single command to server
typedef struct _CLIENT_COMMAND_RESULT {

DWORD dwUniqCmdId; // value from SERVER_COMMAND.dwUniqCmdId

WORD wGenericResult; // value of generic result code, according to
ENUM_COMMAND_EXEC_RESULT

DWORD dwPayloadSize; // amount of extra data appended, as a result of command exec. May
contain specific error description structure, or some data gathered as a result of cmd exec

} CLIENT_COMMAND_RESULT, *PCLIENT_COMMAND RESULT;
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#pragma pack(pop)

// module context vars
typedef struct _COMMSTRUCT_CONTEXT

{
BOOL bInited; // set to TRUE when inited all major fields

// constant fields not changed until reboot

UINT64 i64SourceMachineld;

WCHAR wcDomain[16]; // name of a domain this machine joined to

WCHAR wcMachine[16]; // name of local machine

BOOL bWOW3264Detected; // initialized for x32 platform, to check if this is a x64
host

// these are set on transport api request, saved and used to send flags to server
BOOL bTransportInited;
BOOL bMachineHasInternetAccess;

} COMMSTRUCT_CONTEXT, *PCOMMSTRUCT_CONTEXT;

typedef struct _CommStructures_ptrs {
VOID (*fncmsFillInnerEnvelope)(INNER_ENVELOPE *iEnvelope);
INNER_ENVELOPE *(*fncmsAllocInitInnerEnvelope)(LPVOID pExtraData, DWORD dwExtraDatalen,
Envelopeld eiEnvelopeld);
VOID (*fncmsReportInternetAccessStatus)(BOOL bAccessAvailable);
} CommStructures_ptrs, *PCommStructures_ptrs;
#ifdef ROUTINES_BY_PTR
#pragma message(__ FILE__": ROUTINES_BY_PTR compilation mode™)

// global var definition to be visible by all modules which use this one
extern CommStructures_ptrs CommStructures_apis;

#define cmsFillInnerEnvelope CommStructures_apis.fncmsFillInnerEnvelope

#define cmsAllocInitInnerEnvelope CommStructures_apis.fncmsAllocInitInnerEnvelope

#define cmsReportInternetAccessStatus
CommStructures_apis.fncmsReportInternetAccessStatus

VOID CommStructures_resolve(CommStructures_ptrs *apis);
#telse
VOID cmsFillInnerEnvelope(INNER_ENVELOPE *iEnvelope);
INNER_ENVELOPE *cmsAllocInitInnerEnvelope(LPVOID pExtraData, DWORD dwExtraDatalen,

Envelopeld eiEnvelopeld);
VOID cmsReportInternetAccessStatus(BOOL bAccessAvailable);
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ttendif

6.3. Priloha ¢islo 3, metéda na desifrovanie komunikacie s C&C:

<?php
function hex dump ($data, $newline="\n")
{
static $from = '';
static $Sto = '';
static Swidth = 16; # number of bytes per line
static $pad = '.'; # padding for non-visible characters

if (Sfrom==='")
{
for ($i=0; $i<=0xFF; $i++)
{
Sfrom .= chr($i);
Sto .= ($i >= 0x20 && $i <= 0x7E) ? chr($i) : $pad;
}
}
S$hex = str_split (bin2hex (Sdata), Swidth*2);
Schars = str_split(strtr(Sdata, $from, S$to), Swidth);
Soffset = 0;
foreach ($hex as $i => $line)
{
echo sprintf('%6X',Soffset).' : '.implode(' ', str_split($line,2)) . '
Schars([$1i] . '"]' . Snewline;
Soffset += Swidth;
}

$g k '7393c9%9a643eb4a’o6’;
Spwd = '';
Smask = ~( OxFFFFFFFF << 16); // wipe sign extension

$k = unpack ('Nm w/Nm z', pack ("H*", $g k));
Slen = 164;

// signed int -> unsigned
Sk['m w'] = (float)sprintf ('
Sk['m z'] = (float)sprintf ('

u'

su', Sk
su', Sk['

while ($len) {

Sk['m z'] = 36969 * ($k['m z'] & 65535) + ((Sk['m z'] >> 16) & Smask);
Sk['m w'] = 18000 * (Sk['m w'] & 65535) + ((Sk['m w'] >> 16) & Smask);
$val = (($k['m z'] << 16) + Sk['m w']) & OxFF;

Spwd .= chr(S$val);
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$len—--;

Skey = shal (Spwd, TRUE);

// Save only encrypted file content from HTTP checking to .bin file

Smyfile = fopen ("Pegasus checking encrypted.bin", "rb") or die("Unable to open
file!™);

Sencrypted = fread(Smyfile,filesize ("Pegasus_ checking encrypted.bin"));

fclose (Smyfile) ;

Sclear = openssl decrypt (Sencrypted, 'des', Skey, 1);

echo hex dump ($clear);
?>

zdroj: http://blog.ptsecurity.com/2018/07/pegasus-analysis-of-network-behavior.html
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