URAD PODPREDSEDU VLADY SR
w PRE INVESTICIE
A INFORMATIZACIU .

Sprava z analyzy Skodlivého kodu

Deobfuskacia textovych ret’azcov v ransomvéri GandCrab

Uvod

Ransomvér GandCrab sa na scéne objavuje priblizne od zaciatku roka 2018 a stale patri medzi
najrozsirenejsi malvér. V priebehu Casu sa vyskytlo viacero verzii ransomvéru GandCrab, v sicasnosti je
uZ rozsirend verzia 5.3. Nové verzie vychadzaji pomerne Casto, avSak s nie prili§ vyraznymi zmenami
medzi verziami. Napriek tomu vSak niektoré nastroje, ktoré boli Specialne vytvorené, aby pomahali pri
analyze tohto ransomvéru, s novymi verziami prestali fungovat. Vyzera to tak, Ze autori GandCrabu
sleduju pracu analytikov a obcas dokonca nechavaju v ransomvéri Specialne odkazy priamo pre nich.

F- Marcelo Rivero @MarceloRivero - 17 Apr 2018 W
d Hello, #GandCrab ) G &

0 Mello, Marceio o)
L4 I

Obr. 1: Personalizovand vzorka ransomvéru GandCrab, zdroj: https://twitter.com/MarceloRivero/status/
986045072272691201

V tomto ¢lanku sa pozrieme na spdsob, akym sd obfuskované textové retazce, ktoré vyuZiva
ransomvér GandCrab verzie 5.x a predstavime skript pre analyticky nastroj IDA (interaktivny
disasembler), ktory dokaZe tieto ret'azce deobfuskovat bez spustenia analyzovanej vzorky ransomvéru.
Takyto nastroj sice existoval pre prvé verzie ransomvéru, avSak nebol uZ dlho aktualizovany a
medziCasom sa pouZita metoda obfuskacie vyrazne zmenila.

Obfuskované textové ret’'azce

V prvych verziach ransomvéru boli textové ret'azce uloZené ako hexadecimalne Stvorbytové hodnoty z
Unicode reprezentacie ret'azca, ktoré boli pomocou instrukcii mov presunuté na spravne miesto v pamati,
aby tam vytvorili cely textovy retazec. Ukazku je mozné vidiet' na obrazku 1 vpravo hore. V aktualnych
verziach GandCrabu je vSak tato obfuskacia ovela komplikovanejSia a zahffia okrem iného aj
deSifrovanie pomocou prudovych Sifier.

V nasledujicom texte sa pozrieme na konkrétnu vzorku ransomvéru GandCrab verzie 5.1, ktora sa
Sirila v  kampani zo zaciatku februdra tohto roka. SHA256 pouzitej vzorky je
6aa3f17e5f62b715908b5cb3ead462bfabeecfd3f4d70078eabd418291a5a7b83.

Po zbeZznom pohl'ade na disasemblované inStrukcie si m6Zeme vSimnut,, Ze Castokrat je volana jedna
konkrétna funkcia, v naSom pripade oznacena nastrojom IDA ako sub 10009E69. Tieto volania sa
objavuju tesne po sérii mov inStrukcii s druhym operandom v podobe Stvorbytovej hodnoty. Tieto
hodnoty su presuvané do lokalnej premennej na zasobniku podobne ako v pripade prvych verzii
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GandCrabu, kde sa takto vytvaral Unicode textovy retazec. Tu vSak tieto hodnoty vyzeraji pomerne
nahodne. Nasledne eSte pred sériou tychto mov inStrukcii moZeme vidiet' uloZenie adresy lokalnej
premennej na zasobnik (nacitanie jej adresy zvyCajne do registra eax a uloZenie tohto registra na
zasobnik), ¢im bude tato lokalna premenna pouzitd ako argument pre volanie funkcie sub 10009E69.
Pre lepSiu predstavu je to znazornené na obrazku nizSie:

(7] Functions window 0@ || IDA Vi... [©] Hexvi... [] | [A] Struct... Elenu... [ | &= Imp... [ | & Exp... [2 | (5] Strings win... [
X : P P | g :
Function name - [.text:10008777 mowv [ebp+var_F4], OF57BBDF8h
= - i |.text:10008781 mov [ebp+var_F0], 38%Ah
sub_10007394A
[7] sub_ |.text:1000878A call sub_10005E69
[F] sub_1000751A |.text:1000878F mov [ebp+var_120], eax
i s l.text:10008795 lea eax, [ebp+var_70]
(7] sub_10007759 |.text:10008798 push  eax
[F] sub_1000777E |.text:10008799 mov [ebp4var_70], 107AB6BAh
- i |.text:10008780 mov [ebp+var_6C], 5384D312h
Fd| 5“"’—1008?’3“ | text:100087A7 mov [ebp+var_68], 6BBFE73Ah
[F] DllEntryPoint | text:100087AE mov [ebp+var_64], OD66637A6h
7] sub_1000855¢ | text:100087B5 mov [ebp+var_60], OCBE6868AR
i |.text:100087BC mov [ebp+var_5C], OCBE68684h
[F] sub_10008590 |.text:100087C3 mov [ebp4var_58], 744A40C5h
T . |.text:100087CA mov [ebp+var_54], 2F368272h
sub_100085A1
(7] sub_ | text:100087D1 mov [ebp+var_50], TCF7TFFFh
[F] sub_100085CD |.text:100087D8 mov [ebp4var_4C], 9D95h
- : |.text:100087DE call sub_10009E69
lzl SJb—mOGSE‘ED |.text:100087E3 mov [ebp+var_124], eax
sub_10008700 |.text:100087E3 lea eax, [ebp+var_ 98]
B 5 |.text:100087EF push eax
(7] sub_10008428 |.text :100087F0 mov [ebp+var_98], 9EOD99A3h
[F] sub_10008B7C | text:100087FA mov [ebp+var_94], 2197EC25h
7] sub. 10009231 |.text:10008804 mov [ebp+var_30], 10EFAEF7h
i |.text:1000880E mov [ebp+var_8C], 6C384391h
[F] sub_100095A8 |.text:10008818 mov [ebp4var_88], 5473703Ah
T b 100096EC |.text:10008822 mov [ebp+var_g4], 5473702Ah
(7] sub_ |.text:1000882C mov [ebp+var_80], OBBB14305h
[F] sub_10009958 |.text:10008833 mov [ebp+var_7C], OE94C0060h
- |.text:1000883A mov [ebp+var_78], 38C28B18h
sub_10009CD8
E - - |.text:10008841 mov [ebp+var_74], 8336BEBAh
q y |.text:10008848 call sub_10009E69
Line 80 of 166 00007TBEA||0000000010008B78A: sub_10008700+8R||{Synchronized with Hex View-1)

Obr 2.: Obfuskované textové retazce v GandCrabe v5.1

Pod’'me sa teraz podrobnejsie pozriet' na funkciu sub 10009E69. Pre nazorné ucely ju premenujeme
na gandcrab decrypt string. Tato funkcia berie jeden argument v podobe obfuskovaného
textového retazca (typ char *) a extrahuje z neho (de)sifrovaci kI'i¢, Sifrovany text a dizku Sifrovaného
textu, ktora je tieZ obfuskovana (ziskava sa ako xor dvoch Stvorbytovych hodnét z argumentu na vstupe).
Di7ka (de)sifrovacieho klica je v tomto pripade konstantna, 10 bytov. Tieto Styri hodnoty st nasledne
pouZité ako vstupné argumenty pre deSifrovaciu rutinu.

P

; Attributes: bp-based frame

; char *__cdecl gandcrab_decrypt_string(char *string)
gandcrab_decrypt_string proc near

string= dword ptr &

55 push ebp

8B EC mov ebp, esp

8B 4D 08 mow ecx, [ebp+string]

8B 41 14 mov eax, [ecx+l4h]

33 41 10 Xor eax, [ecx+l0h]

50 push eax ; data_length
8D 41 18 lea eax, [eex+lB8h]

50 push eax ; data

6A 10 push 10h ; key_length
51 push ecx ; key

E8 05 00 00+call gandcrab_ RC4_decrypt

83 C4 10 add esp, 10h

5D pop ebp

c3 retn

gandcrab_decrypt_string endp

Obr. 3: Funkcia na deobfuskdciu textovych retazcov, ktord pripravi parametre pre RC4 desifrovanie

DeSifrovacia rutina je vlastne implementacia pridovej Sifry RC4. Opédt, pre nazorné ucely ju
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premenujeme na gandcrab RC4 decrypt. Na nasledujucom obrazku mozZeme vidiet KSA (key-
scheduling algorithm) ¢ast’ RC4 Sifry pozostavajticu z dvoch for-cyklov beZiacich od 0 do 255. Prvy
cyklus inicializuje identicki permutdciu v poli oznacenom ako var 104, druhy for-cyklus zamieSa
hodnoty v tomto poli, ¢im definuje pseudonahodnt permutaciu bytov. Hodnoty 100h (256 decimdlne) a
Struktiira tychto dvoch for-cyklov st dobrd ndpoveda pri identifikdcii pouZitej Sifry RC4.

At ributes bp-based frame

; char *__cdecl gandcrab RC4_decrypt (char *key, int key_length, char *data, int data_length)
gandcrab RC4_decrypt proc near

wvar_l04= byte ptr -104h
key= dword ptr &
key_length= dword ptr OCh
data= dword ptr 10h
data_]ength: dword ptr 14h

53 push ebp
8B EC moV ebp, esp
Bl EC 04 01+4sub esp, 104h
53 puash ebx
56 push esi
331 Fé xor esl, esi
57 push edi
BB C& mov cax, esi

=

FIE
loc_lOO00SEST:
88 B4 05 FCimov [ebp+eax+var_104], al
40 ine eax
D 00 01 00+cmp cax, 100h
72 F1 jb short loc_10003E3T
h J
FE
8B FE MoV edi, asi
| vy
FIE]
loc_l0003ERS:
33 D2 ROE edx, edx
8A 3C 3D FC+mov bl, [ebp+edit+var_ 104]
BB C7 WMoV cax, edi
OF Bé CB MOVIX ecx, bl
F7 75 oC div [ebptkey_length]
BB 45 OB WOV eax, [ebpikey]
OF BEé 04 02 movx eax, byte ptr [edx+eax]
03 Cé add eax, esi
03 C8 add oK, eax
OF B& F1 mOVIE esl, el
BA B4 35 FC+mov al, [ebptesitvar_104]
88 84 3D FCimov [ebp+edi+var_104], al
47 ine adi
B8 3C 35 FC+mov [ebptesi+var_104], bl
81 FF 00 Ol+ecmp edi, 100h
72 23 jb short loc_l0003ERB

o ' .
Obr. 4: RC4 desifrovacia funkcia

Deobfuskovanie/desifrovanie textovych ret’azcov

V tejto chvili uZ vieme dost o tom, ako funguje obfuskdacia textovych retazcov v ransomvéri
GandCrab, a mali by sme byt schopni deSifrovat’ tieto obfuskované ret'azce aj bez sptiSt'ania danej vzorky
v debuggeri. Vytvorime skript pre nastroj IDA, ktory bude automaticky deSifrovat’ obfuskované retazce.
IDA skripty m6Zzu byt napisané pomocou jazykov IDC (skriptovaci jazyk podobajici sa na C) alebo
pomocou IDAPython. Podpora IDAPython je vSak oficidlne dostupna iba v platenych verziach IDA,
kdeZto IDC je podporované aj vo freeware verzii. Z tohto dovodu sme zvolili pre nas skript jazyk IDC,
aby mohol byt pouZitel'ny aj pre nadSencov a Studentov bez komercnej licencie nastroja IDA.

Najprv reimplementujeme RC4 algoritmus. To je td jednoduchSia Cast, nakolko mo6Zeme vyuzZit
viacero online zdrojov s implementaciou v pseudokode, ktort uzZ iba prepiSeme do IDC, napriklad sa
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moZeme inSpirovat Wikipediou.

Nasledne musime identifikovat’ funkciu na deobfuskovanie textovych retazcov (vyssSie uvadzand ako
gandcrab decrypt string). Tato funkcia bude vel'mi Casto pouZivana, kedZe bude zavolané pre
kazdy obfuskovany retazec. V pripade niektorych vzoriek je dokonca najcastejSie volanou funkciou, ale
ako sa ukazalo pri pohl'ade na d'alSie vzorky, neplati to vo vSeobecnosti. TakZe na identifikovanie tejto
funkcie nebude stacit’ iba najst’ najpouzivanejSiu funkciu. Mohli by sme najst' 3-5 najpouZivanejSich
funkcii a kaZdu z nich skusit povaZovat’ za funkciu pre deobfuskéaciu, ale nie je to tiplne Cisté rieSenie a
navyse, nemusi vZdy fungovat’. Chcelo by to iny pristup, ako identifikovat’ hI'adanu funkciu.

MobzZeme zistit' niekol'ko jej vlastnosti, na zaklade ktorych ju budeme vediet lepSie identifikovat'.
Napriklad to, Ze je Casto volana, mo6Zze byt jedna z tychto vlastnosti. V analyzovanych vzorkach bola tato
funkcia volana 158 aZ 185-krat. Na zaklade toho moZeme predpokladat’, Ze nami hl'adana funkcia bude
volanad aspon 100-krat (radSej menej, nech mame rezervu, v kombinacii s d’alSimi vlastnostami ale
zmen$ime pravdepodobnost chybnej identifikicie). Dalej, kedZe jedinym tcelom tejto funkcie je
priprava parametrov pre RC4 deSifrovanie zo vstupného argumentu (obfuskovaného retazca), mozeme
ocakavat, Ze tato funkcia bude pomerne kratka. Zo vzoriek to vyzerd, Ze jej dizka je 30 bytov. MéZeme
teda predpokladat’, 7e dizka nami hl'adanej funkcie bude podobne mala, povedzme Ze najviac 37 bytov
(opét’ s rezervou). Ako uZz bolo spominané, ucelom tejto funkcie je pripravit 4 parametre pre RC4
desifrovanie a zavolat’ deSifrovaciu funkciu. To znamend, Ze nami hladana funkcia by mala obsahovat’
presne jednu inStrukciu call a 5 inStrukcii push (jeden push je eSte stiCast'ou prologu tejto funkcie).

Na zéklade vyssie uvedenych 4 vlastnosti (dizka funkcie, pocet volani, pocet instrukcii push a call)
by sme mali byt schopni identifikovat' nami hfadand funkciu na deobfuskovanie textovych retazcov.
Alternativny pristup by mohol spocivat’ v identifikdcii funkcie pre RC4 desifrovanie a ndsledne
preskumanie funkcii, z ktorych je voland.

Teraz je pred nami tazSia Ccast, a to je rekonStrukcia argumentu pre funkciu
gandcrab decrypt string: pre kazdé volanie tejto funkcie musime spdtne najst’, ktory register je
uloZeny na zasobnik a aku adresu obsahuje (offset k hodnote v registri ebp). Nasledne musime prehl'adat’
okolité mov inStrukcie, ktoré vytvaraju textovy ret'azec, ndjst maximalny pouzity offset k registru ebp a
zo znalosti tychto dvoch offsetov uréime dizku obfuskovaného textového retazca. Néasledne v nasom
skripte moZeme inicializovat retazec danej diZky a jednotlivé znaky v fiom prepisat’ na zaklade hodnét z
mov inStrukcii. Celé je to kvoli tomu, Ze dané inStrukcie mov nemusia byt v takom poradi, v akom st
jednotlivé casti obfuskovaného ret'azca. Pokojne sa moZe stat’, Ze najprv jedna inStrukcia mov nastavi 4
byty na konci ret'azca a nasledujica inStrukcia nastavi 4 byty niekde v strede retazca, takZe nemozZeme
iba jednoducho pospéjat’ vSetky najdené 4-bytové hodnoty z mov inStrukcii za seba.

Nakoniec, zo zrekonStruovaného obfuskovaného retazca musime vyextrahovat' parametre pre RC4
deSifrovanie: kI'i¢, dizka sifrovaného retazca a samotny Sifrovany retazec. Urobime to rovnako, ako to
robi funkcia gandcrab decrypt string. Potom uZz moZeme deSifrovat’ textovy retazec a
zobrazime deSifrovani hodnotu napriklad v podobe komentara v disasemblovanom kode a eSte ju
moZeme aj zalogovat’ do IDA konzoly.

Teraz to mdZeme dat’ vSetko dokopy a mame funkcény IDC skript pre deSifrovanie textovych retazcov
v ransomvéri GandCrab. Po jeho spusteni dostaneme nasledovny vystup:
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() CSIRT.SK

Zaver

[7] Functions window 0l|@||®| | DA V... | [@ HexVi... [ | A& struct... [ | [E]Enu.. [ | &F Imp... (9] Exp...
Function name = [text:10008777  mov [ebp+var_F4], OF57BEDFBh
7 |.text:10008781 mov [ebpt+var_FO0], 38%Ah
E SubZ1 9007394 |.text :1000878A call sub_10009H65 ; wp-content
E sub_1000751A |.text:1000878F mov [ebp+var_120], eax
- 7750 |.text:10008795 lea eax, [ebp+var_70]
(7] sub_to00775 | text:100087%8 push  eax
[F] sub_1000777E |.text:10008799 mov [ebp+var_70], 107ABEBAh
: T |.text:100087A0 mov [ebp+var €C], 5384D312h
sub_10007ADE |
(] sub. - .text :100087A7 mov [ebpévar_68], GBRFB73Ah
[7] pllEntryPaint |.text:100087AE mov [ebptvar_64], 0D66637AGh
|.text :100087B5 mov [ebp+var_60], OCBE6868Ah
sub_1000855C |
E = |-text:100087BC mov [ebp+var_5C], OCBE68684h
E sub 10008590 |.text:100087C3 mov [ebpt+var_58], 744A40C3h
) |.text:100087CA mov [ebp#+var_54], 2F368272h
E 10008581 |.text:100087D1 mov [ebp+var_50], 7CF77FFFh
E sub_100085CD |.text:100087D8 mev [ebp+var_4C], 9D35h
= |.text:100087DE call sub_10003E65 ; static
sub_100085E | o L
E - = 2 |.text:100087E3 mov [ebpt+var_124], eax
Fd sub 10008700 |.text:100087E9 lea eax, [ebp+var_ 98]
N A |.text:100087EF push eax
sub_10008A2B |
E - . |.text:100087F0 mov [ebpt+var_28], 9EODI9A3h
E sub_10008B7C |-text:100087FA mov [ebp#+var_ 24], 2137EC25h
2 |.text:10008804 mov [ebp+var_30], 10EFAEF7h
E 0009251 |.text:1000880E mov [ebp+var_8C], 6C384321h
E sub_100095A8 |.text:10008818 mov [ebp#+var_88], 5473703Ah
|.text:10008822 mov [ebp+var_84], 5473702Ah
sub_100096EC
E T |.text:1000882C mov [ebp+var_80], OBEB14305h
E sub_10009958 |.text:10008833 mov [ebp#+var_7C], OE34C0060h
E sub 10009CD2 |.text:1000883A mov [ebpt+var_78], 38C2BBl8h
e - |.text:10008841 mov [ebp+var_74], B336BEBAh
4 3 =.te_xt:10005548 call sub_10003E62 ; content
Line 80 of 166 0000TB2A|(000000001000878A: sub 10008700+8A||(Synchronized with Hex View-1)

Obr. 5: Desifrované textové retazce v disasemblovanom kode

1000e97b: xref to decrypt function 10009e63
"RAMDISK" (length: Ox8)

1000edb7: xref to decrypt function 10009%e62
"Mezilla/5.0 (Windews NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecke" (length: OxlfeS)
1000eef8: xref to decrypt function 1000%e62

"HTTP/1.1" (length: 0Oxa)

1000£933: xref to decrypt
"ENCRYPTED BY GANDCRAB %s"

function 10005e63
(length: Oxlec)

function 10005e63

1000fa5%: xref to decrypt
" Oxe)

la;z" (length:

1000fad5: xref to decrypt
"DEAR %s, " (length: Oxa)

function 100059e63

1000fb35: xref to decrypt function 10009e62
"DEAR USER, " (length: Oxc)

1000fced: xref to decrypt function 10009e69
"¥OUR FILES ARE UNDER STRONG PROTECTION BY OUR SOFTWARE. IN ORDER TO RESTORE IT YOU MUST BUY DECRYPTOR" (length
1000fe2d: xref to decrypt function 10009e69

"For further steps read %s-DECRYPT.%s that is located in every Mncrypted folder" (length: Ox4df)

[=] strings win...

: 0x68)

IDC |

Obr. 6: Desifrované textové retazce, vystup skriptu

Ukazali a analyzovali sme spdsob, akym ransomvér GandCrab obfuskuje textové retazce, ktoré
pouziva. Okrem analyzy sme aj predstavili sposob, ako najst' v disasemblovanom kode funkciu pre
deobfuskovanie tychto retazcov a pre automatizaciu deobfuskéacie sme vytvorili IDC skript pre nastroj

IDA.

Zo zoznamu deobfuskovanych textovych retazcov v Prilohe 1 je napriklad zrejmé, o aké programy sa
GandCrab zaujima. Ukonci vSetky beZiace Office programy, pretoZe by mohli blokovat’ Sifrovanie a
prepisanie otvorenych stiborov. TaktieZ kontroluje pritomnost” antivirovych programov. A okrem iného st
tu aj zmienky o tom, Ze sa jedna o GandCrab (klItice, spravy, inStrukcie pre deSifrovanie,...). Aj z
textovych ret'azcov sa da urobit’ aspon zdkladna predstava o funkcionalite skiimanej vzorky.

Zdroje

IDC skript na deSifrovanie textovych ret'azcov v GandCrabe

Povodny ¢lanok o deSifrovani textovych retazcov v GandCrabe
VirusTotal analyza vzorky GandCrab

Intezer analyza vzorky GandCrab
Personalizovand vzorka GandCrab
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() CSIRT.SK

Priloha 1: Zoznam deobfuskovanych textovych ret'azcov
"Global7a94U8TAO07zVm5qgzEjzks" (length: 0x26)

"Global%s.luck"

"@hashbreaker Daniel J. Bernstein let's dance salsa <3"

(length: 0x10)

"@hashbreaker :)))" (length: 0x12)
"A" (length: 0x2)

"onenote.exe" (length: 0Oxc)
"outlook.exe" (length: 0Oxc)

"powerpnt.exe"

(length: Oxe)

"steam.exe" (length: Oxa)
"thebat.exe" (length: 0Oxc)

"thebat64d.exe"

(length: Oxe)

"thunderbird.exe" (length: 0x10)

"visio.exe" (length: Oxa)

"winword.exe" (length: 0Oxc)

"wordpad.exe" (length: 0Oxc)

"runas" (length: 0x6)

"---BEGIN GANDCRAB KEY---" (length: Oxla)
"---END GANDCRAB KEY---" (length: 0x18)
"---BEGIN PC DATA---" (length: 0x14)
"---END PC DATA---" (length: 0x12)

"pc_user" (length: 0x8)
"pc_name" (length: 0x8)
"pc_group" (length: Oxa)
"av" (length: 0x4)
"pc_lang" (length: 0x8)
"pc _keyb" (length: 0x8)
"os major" (length: Oxa)
"os bit" (length: 0x8)
"ransom_ id" (length: Oxa)

"hdd" (length:

0x4)

"ip" (length: 0x4)
"ransom_ id=" (length: 0xc)

"SOFTWARE data"

(length: 0x18)

"public" (length: 0x8)
"private" (length: 0x8)

"open" (length:

0x6)

"Keyboard Layout" (length: 0x18)
"00000419" (length: 0Oxa)
"/c timeout -c 5 & del "%s" /f /g" (length: 0x22)

"open" (length:

0x6)

"cmd.exe" (length: 0x8
"pc_user" (length: 0x8

)
)
"pc _name" (length: 0x8)
"pc _group" (length: Oxa
" (length: 0x4)

A\ av

)

"pc_lang" (length: 0x8)
"pc_keyb" (length: 0x8)
"os major" (length: Oxa)
"os bit" (length: 0x8)
"ransom_ id" (length: Oxa)

"hdd" (length:

0x4)
ip" (length: 0x4)

"&id=" (length: 0x6)
"&sub_ id=" (length: Oxa)
"sgversion=" (length: O0xa)

"gaction=call"

(length: Oxe)
"$s/%s/%s/%s.%s"

(length: 0x10)

"wp-content”" (length: 0Oxc)
"static" (length: 0x8)

(length:

0x36)

Sprava ¢.: 2019-MW-002



URAD PODPREDSEDU VLADY SR
1 PRE INVESTICIE
A INFORMATIZACIU .

Sprava z analyzy Skodlivého kodu

"content" (length: 0x8)
"includes" (length: 0xa)
"data" (length: 0x6)
"uploads" (length: 0x8)
"news" (length: 0x6)
"Jjpg" (length: 0x4)
"png" (length: 0x4)

(length: 0x4)

( )

llgifll

"bmp" (length: 0x4
"im" (length: 0x4)
"de" (length: 0x4
"ka" (length: 0x4
"ke" (length: 0x4
"am" (length: 0x4
"so" (length: 0x4

(
( )
( )
( )
( )
( )
"fu" (length: 0x4)
(length: 0x4)
( )
( )
( )
( )
( )
)

"Se"

"da" (length: 0x4
"he" (length: 0Ox4
"me" (length: 0x4
"mo" (length: 0x4
"th" (length: 0x4

"zu" (length: 0x4

"images" (length: 0x8)

"pictures" (length: 0Oxa)

"image" (length: 0x6)

"graphic" (length: 0x8)

"assets" (length: 0x8)

"pics" (length: 0x6)

"imgs" (length: 0x6)

"tmp" (length: 0x4)

"http://%s" (length: 0xa)

"POST" (length: 0x6)

"Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko" (length:
0xch)

"GET" (length: 0x4)

"HTTP/1.1" (length: Oxa)

"%s%s-DECRYPT.txt" (length: 0x12)

"%s-DECRYPT.txt" (length: 0x14)

"%$s.KRAB" (length: 0x8)

"ntdl1€dll" (length: Oxc)

"NtSetInformationFile" (length: 0x18)

"d9sktop.ini" (length: Oxe)

"autorun.inf" (length: Oxc)
"ntuser.dat" (length: 0Oxc)
"iconcache.db" (length: Oxe)

"bootsect.bak" (length: Oxe)
"boot.ini" (length: Oxa)
"ntuser.dat.log" (length: 0x10)
"thumbs.db" (length: 0xa)
"-DECRYPT.txt" (length: Oxe)
"-DECRYPT.html" (length: Oxe)
"%$s-DECRYPT.html" (length: 0x10)
"$s-DECRYPT.txt" (length: 0x10)
"KRAB-DECRYPT.html" (length: 0x12)
"CRAB-DECRYPT.html" (length: 0x12)
"KRAB-DECRYPT.txt" (length: 0x12)
"CRAB-DECRYPT.txt" (length: 0x12)
"ntldr" (length: 0x6)
"NTDETECT.COM" (length: Oxe)
"Bootfont.bin" (length: Oxe)

"SQL" (length: 0x4)
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no

"" (length: 0Oxe)

"" (length: Oxe)

"" (length: 0x8)

"Files" (length: 0x10)
"Browser" (length: Oxe)
"Users" (length: 0Oxc)
"Settings" (length: 0x12)
"" (length: Oxa)

"=" (length: 0x2)

"&" (length: 0x2)
"undefined" (length: 0Oxa)
"AVP.EXE" (length: 0x8)
"ekrn.exe" (length: 0Oxa)
"avgnt.exe" (length: 0Oxa)
"ashDisp.exe" (length: Oxc)

%s5%x%x%x%x.lock" (length: 0x10)

"NortonAntiBot.exe" (length: 0x12)

"Mcshield.exe" (length: Oxe)

"avengine.exe" (length: Oxe)
"cmdagent.exe" (length: Oxe)
"smc.exe" (length: 0x8)
"persfw.exe" (length: 0xc)
"pccpfw.exe" (length: Oxc)
"fsguiexe.exe" (length: Oxe)
"cfp.exe" (length: 0x8)
"msmpeng.exe" (length: 0xc)

"SYSTEM" (length: 0x34)
"WORKGROUP" (length: Oxa)
"Contro6 Panel" (length: Oxle)
"LocaleName" (length: Oxc)

"Keyboard Layout" (length: 0x18)

"00000419" (length: O0Oxa)
"productName" (length: 0xc)
"SOFTWARE6432NodeNT" (length:
"productName" (length: 0Oxc)
"error" (length: 0x6)

"x86" (length: 0x4)

"HARDWARE" (length: 0x30)
"ProcessorNameString" (length:
"Identifier" (length: Oxc)
"ntdll.d1l1l" (length: Oxa)

0x3a)

0x14)

"RtlComputeCrc32" (length: 0x10)

"UNKNOWN" (length: 0x8)

"NO ROOT DIR" (length: 0xc)

"REMOVABLE" (length: O0Oxa)

"FIXED" (length: 0x7)

"REMOTE" (length: 0x8)

"CDROM" (length: 0x7)

"RAMDISK" (length: 0x8)

"Mozilla/5.0 (Windows NT 6.1;
0x1fch)

"HTTP/1.1" (length: Oxa)

WOW64 ;

"ENCRYPTED BY GANDCRAB %s" (length:

"DEAR %s, " (length: Oxa)
"DEAR USER, " (length: Oxc)

"YOUR FILES ARE UNDER STRONG PROTECTION BY OUR SOFTWARE.

YOU MUST BUY DECRYPTOR" (length:

0x68)

O0x1lc)

Trident/7.0;

rv:11.0) like Gecko" (length:

IN ORDER TO RESTORE IT

"For further steps read %$s-DECRYPT.%s that is located in every Mncrypted folder"

(length: 0x4f)
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Priloha 2: zdrojovy kod IDC skriptu

#include <idc.idc>

static RC4 decrypt (key, key length,

//print (key, length);

data, length) {

auto i, w, b, K, index, esi, eax, al, edi, edx, dl, ebx, bl, ecx, text;

auto S = "";

//Key-scheduling algorithm
for (i=0; 1i<256; i++){
S[i] = 1i;

w = 0;
for (i=0; i<256; i++){

w = (w + ord(S[i]) + ord(key[i % key length])) % 256;

= S[i];
[1] = S[wl;
[w] = Db

n no

’

}

//decrypting, xor ciphertext with pseudorandom stream of bytes

i=w-=0;
for (index=0; index<length; index++) {
i = (i+1) % 256;
w = (w+ord(S[i])) % 256;
b = S[i];
S[i] = S[wl;
S[w] = b;

’

K = ord(S[ord(S[i])+ord(S[w

1) % 256]) % 256;

data[index] = ord(data[index]) ~ K;

}

return data;

}

static wchar2ascii (str) {

auto 1i;

auto ret = "";

for (i=i; i<strlen(str); i = 1 + 2) {
ret = ret + str[i];

}

return ret;

}

static str2dword(str) {
auto i, ret;
ret = 0;
for (i=3; 1i>=0; 1i--) {

ret = ret*0x100 + ord(str[i

}
return ret;

}

static get_push reg(addr) {

1)

// find argument (register name) for string decrypt function

// in the form of "push %reg"
while (GetMnem(addr) != "push")

{

addr = FindCode (addr, SEARCH UP | SEARCH NEXT);

}

return GetOpnd(addr, 0);
}

static get_reg offset(addr, reg) {

// find the instruction which sets the value of the pushed register
// in the form of "lea, %reg, [ebp-offset]"

do {

addr = FindCode (addr, SEARCH UP | SEARCH NEXT) ;
} while ((GetMnem(addr) != "lea") || (GetOpnd(addr,0) != reqg));

return GetOperandValue (addr,1);
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static get start addr of string(addr, offset) {

// find the address of the instruction which sets the first bytes of reconstructed string

// in the form of "mov [ebp-offset], imm"

do |

addr = FindCode (addr, SEARCH UP | SEARCH NEXT);

}

while ((GetMnem(addr) != "mov") || (GetOpType (addr,1l) != o imm) || (GetOperandValue (addr,0) !=
offset));

return addr;

}

static get max offset (addrl, addr2) {
// find the max offset (aka end of the reconstructed string) across the "mov [ebp-offset], imm"
instructions

auto addr, offset, max = -0Ox1fffffff;
for (addr = addrl; addr < addr2; addr = FindCode (addr, SEARCH DOWN | SEARCH NEXT)) {
if ((GetMnem(addr) == "mov") && (GetOpType(addr,l) == o imm)) {

offset = GetOperandValue (addr,O0) ;
if (offset > max) {
max = offset;

}
}
return max;

}

static get string argument (ref) {
auto addr, reg, ebp offset, ebp max offset, arglength, argument;
// get register name from the instruction "push %reg"
reg = get push reg(ref);

// get ebp offset stored in register by instruction "lea, %$reg, [ebp-offset]"
// aka start of the reconstructed string argument
ebp offset = get reg offset(ref, reqg);

// find the instruction which sets the first bytes of reconstructed string
addr = get start addr of string(ref, ebp offset);

// find the max ebp offset, aka end of the reconstructed string argument
ebp max offset = get max offset(addr, ref);

arglength = ebp max offset - ebp offset;

argument = strfill('\x00', arglength);

// reconstruct string argument from instruction like "mov [ebp-offset], value"
auto offset, value;
for (addr; addr < ref; addr=FindCode (addr, SEARCH DOWN |SEARCH NEXT)) {
// instruction like "mov [ebp-offset], value"
if ((GetMnem(addr) == "mov") && (GetOpType(addr,1l) == o _imm)) {
offset = GetOperandValue (addr,0) ;
// set value for desired string argument starting at [ebp-ebp offset]
if (offset-ebp offset >= 0) {
value = GetOperandValue (addr,1);
//Message (" %081x\t[%d] = %08x\n", addr, offset-ebp offset, value);
//Message (" %081x\t%s\n", addr, GetDisasm(addr));

//convert dword value to bytes in string

auto i;
for (i=0; i<4; i++) |
argument [offset-ebp offset+i] = value & OxFF;

value = value>>8;

return argument;

}

static count_ xrefs(addr) {
auto ref, count;
count = 0;
ref = RfirstB(addr);
while (ref!=BADADDR) {
count = count + 1;
ref = RnextB(addr,ref);
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}

return count;

}

static find decrypt function() {
the address of the string decryption function with following conditions:

// find

// it is short (up to 0x25 bytes)

// it is heavily used (at least 100 xrefs)
// it contains exactly one call instruction
// it contains exactly 5 push instructions

auto func_start,

found =

func_start =

while (

func_end, found;
0;
NextFunction (0) ;

(func_start!=BADADDR) && (found == 0)) {

func_start = NextFunction (func start);

func_end = FindFuncEnd(func_start);
if (func_end-func_start < 0x25) {
auto addr, push count, call count;
push _count = 0;
call count = 0;
addr = func_start;
while (addr < func_end) {

if (GetMnem(addr) == "push")
if (GetMnem(addr) == "call")

push_count =
call _count =

push_
call

(for calling RC4 decryption routine)
(one push ebp from prologue and 4 arguments for RC4)

count + 1;
count + 1;

// reconstructs string argument

addr = FindCode (addr, SEARCH DOWN | SEARCH NEXT) ;
}
if ((push _count == 5) && (call count == 1) && (count xrefs(func start) > 100)) {
found = 1;
}
}
}
return func start;
}
static main() {
Message ("\n=====GandCrab String Decryptor=====\n\n");
auto ea, ref;
// string decrypt function
ea = find decrypt function();
// get first xref to calling decrypt function
ref = RfirstB(ea);
while (ref!=BADADDR) {
//ref = 0x10006866;
Message ("%$081x: xref to decrypt function %$081x \n", ref, ea);
// find xrefs to calling decrypt function
if ((XrefType() == f1 CN) || (XrefType() == f1 CF)) {

auto argument = get string argument (ref);
// parse parameters from string argument

auto key length = 0x10;
auto key =
auto data =
auto length =

substr (argument, 0, key length);
substr (argument, key length+8,-1);
str2dword (substr (argument, key length, key length+4)) *

str2dword (substr (argument, key length+4,key length+8));

//print (length) ;
// if the strings is too long,
if (length < 0x10000) {

there may be an error,

or it can be long binary data

auto text = RC4_decrypt (key, key length, data, length);
auto plaintext;
// simple check for widechar string
if (text[1l] == "\x00'") {
plaintext = wchar2ascii (text);
} else {
plaintext = text;
}
// prints decrypted string to output windows
Message ("\"%s\" (length: 0x%x)\n\n", plaintext, strlen(plaintext)); ;

// puts comment at the call of the decryption function

MakeComm (ref, plaintext);

ref = RnextB(ea,ref);
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