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Klucove slova

e Ki

s IKE

« RAND
 SRES (XRES)
 RES

« A3,A5

* |IMSI - 15 Cisel
« AUTN, MAC, SQN
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Klucove slova

 USIM - Universal Subscriber Identity Module
 UE - User Equipment

 SRNC - Serving Radio Network Controller

* VLR - Visitor Location Register

« SQN - Sequence number

* AuC - Authentication Centre

 AUTN | S - Authentication token | Synchronization
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GSM autentifikacia

MS/USIM/UE RNC AUC

BTS/VLR/SRNC
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GSM autentifikacia

MS/USIM/UE RNC AUC

BTS/VLR/SRNC
IMSI
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GSM autentifikacia

MS/USIM/UE RNC AUC

BTS/VLR/SRNC
IMSI | IMSI
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GSM autentifikacia

MS/USIM/UE RNC AUC

BTS/VLR/SRNC
IMSI IMSI
; " RANDOM() = RAN
A3(RAN, Ki) = SRES
A8(RAN, Ki) = Kc
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GSM autentifikacia

MS/USIM/UE RNC AUC

BTS/VLR/SRNC

IMSI IMSI
; " RANDOM() = RAN

A3(RAN, Ki) = SRES
RAN, SRES, Kc | Ag(RAN, Ki) = Kc
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GSM autentifikacia

RNC
MS/USIM/UE BTS/VLR/SRNC AuC
IMS| IMS|
: " RANDOM() = RAN
A3(RAN, Ki) = SRES
RAN RAN, SRES, Ke RAN, SRES, Kc AS(RAN, Ki) = Kc
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GSM autentifikacia

RNC
MS/USIM/UE BTS/VLR/SRNC AuC
IMS| IMS|
: RANDOM() = RAN
A3(RAN, Ki) = SRES
| RAN RAN, SRES, Kc ~ RAN,SRES,Kc | Ag(RAN, Ki) = Kc

RAN
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc
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GSM autentifikacia

RNC
MS/USIM/UE BTS/VLR/SRNC AuC
IMS| IMS|
: RANDOM() = RAN
A3(RAN, Ki) = SRES
| RAN RAN, SRES, Kc ~ RAN,SRES,Kc | Ag(RAN, Ki) = Kc

RAN
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc RES
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GSM autentifikacia

RNC
E
MS/USIM/U BTS/VLR/SRNC Gl
IMSI IMS|
g | RANDOM() = RAN
A3(RAN, Ki) = SRES

RAN
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc RES | |

| RES=SRES

Enc. mode
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Historia chyb algoritmov

1991 — GSM implementacia

April 1998 - The Smartcard Developer Association (SDA) spolu s U.C.
Berkeley researches prelomili COMP128 algoritmus ulozeny v SIM karte a
uspesne ziskali Ki v priebehu par hodin. Zistili, ze Kc pouziva iba 54 bitov.
* August 1999: Slaba A5/2 bola prelomena pouzitim PC v priebehu par
sekund.

 December 1999: Alex Biryukov, Adi Shamir a David Wagner publikovali
schemu utoku na algoritmus A5/1. Pri ziskani dvoch minut rozhovoru boli
schopny prelomit A5/1 algoritmus v priebehu 1 sekundy.

« M3} 2002: IBM Research group objavila novy sp6sob rychleho ziskavania
Kc z COMP128 pouzitim utokov side channels.
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3G alTE

mmm

Nahodné cisla p. Spec.
f1 Sietova autentifikacia (X)MAC-A USIM, AuC  Op. Spec., (M) 64
f1* Sietova autentifikacia resynch. (X)MAC-S USIM, AuC  Op. Spec., (M) 64
f2 Uzivatelska autentifikacia RES/XRES USIM, AuC  Op. Spec., (M) 32-128
f3 Derivacia kltuca pre sifru CK USIM, AuC  Op. Spec., (M) 128
f4 Derivacia kltuca pre integritu IK USIM, AuC  Op. Spec., (M) 128
f5 Derivacia kltca pre anonymitu AK USIM, AuC  Op. Spec., (M) 48
5% Derivacia kltuca pre anonymitu resynch. AK USIM, AuC  Op. Spec., (M) 48
f8 Sifrovacia funkcia MS, RNC PS(K,S,AES)
fo Generovanie peciatky integrity MAC-I/XMAC-I MS, RNC PS(K,S,AES) 32
K KIu¢ na karte — zdielany Ziadny USIM, AuC 128
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3G alTE

RNC
E
MS/USIM/U BTS/VLR/SRNC S

o
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3G alTE

RNC
E
MS/USIM/U BTS/VLR/SRNC S

IMSI

o
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3G alTE

RNC
E
MS/USIM/U BTS/VLR/SRNC S

IMSI IMSI

o
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MS/USIM/UE
IMSI

3G alTE

RNC
BTS/VLR/SRNC

ST (U)CSIRT.SK

A INFORMATIZACIU

IMSI

+421 2 59 278 262
info@csirt. sk

AuC

RANDOM() = RAN
AV(IMSI, RAN) = AV(1,...,n)
AV(1,..n) = XRES | | CK | ] IK ||
|| AUTN | | RAN

AUTN = SQN xor AK | | AMEF ||
|| MAC
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3G alTE

RNC
MS/USIM/UE BT Vis SRIC AuC
IMSI IMS|
1 | RANDOM() = RAN
AV(IMSI, RAN) = AV(1,...,n)
AV(1,...,n) AV(1,..n)=XRES || CK || IK ||
|| AUTN | | RAN

AUTN = SQN xor AK | | AMEF ||
|| MAC

+421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
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3G alTE

RNC
MS/USIM/UE e AuC
IMSI IMSI
- | RANDOM() = RAN
AV(IMSI, RAN) = AV(1,...,n)
RAN || AUTN XRES, CK, IK AV(1,...,n) AV(1,..n) = XRES | | CK | | IK ||
| AUTN,RAN - || AUTN | | RAN

AUTN = SQN xor AK | | AMEF ||
|| MAC

+421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
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3G alTE

RNC
MS/USIM/UE ST\ ahe AuC
IMSI IMSI
: RANDOM() = RAN
| AV(IMSI, RAN) = AV(1,...,n)

RAN | | AUTN XRES, CK, IK AV(1,...,n) AV(1,..n) = XRES | | CK || IK ||
AUTN OK ? el UGt g 1 || AUTN | | RAN
SQN OK ?
f2(RAN, Ki) = RES AUTN = SQN xor AK | | AMF | |
f3(RAN, Ki) = Kc | | MAC
F4(RAN, Ki) = IK
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3G alTE

RNC
MS/USIM/UE ST\ ahe AuC
IMSI IMSI
F RANDOM() = RAN
| AV(IMSI, RAN) = AV(1,...,n)

RAN | | AUTN XRES, CK, IK AV(1,...,n) AV(1,..n) = XRES | | CK || IK ||
AUTN OK ? el UGt g 1 || AUTN | | RAN
SQN OK ?
f2(RAN, Ki) = RES RES AUTN = SQN xor AK | | AMF | |
f3(RAN,Ki)=Kc | e || MAC
F4(RAN, Ki) = IK oK?
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3GalTlE
I [ R e

Nahodné cisla p. Spec.
fl Sietova autentifikacia (X)MAC-A USIM, AuC  Op. Spec., (M) 64
il Sietova autentifikacia resynch. (X)MAC-S USIM, AuC  Op. Spec., (M) 64
f2 Uzivatelska autentifikacia RES/XRES USIM, AuC  Op. Spec., (M) 32-128
f3 Derivacia kluca pre Sifru CK USIM, AuC  Op. Spec., (M) 128
f4 Derivacia kluca pre integritu IK USIM, AuC  Op. Spec., (M) 128
f5 Derivacia kltca pre anonymitu AK USIM, AuC  Op. Spec., (M) 48
f5* Derivacia kltuca pre anonymitu resynch. AK USIM, AuC  Op. Spec., (M) 48
f8 Sifrovacia funkcia MS, RNC PS(K,S,AES)
f9 Generovanie peciatky integrity MAC-I/XMAC-I MS, RNC PS(K,S,AES) 32
K KIi¢ na USIM — zdielany s AuC Ziadny USIM, AuC 128
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Algoritmy

« GSM:
*ENC: A5/1 & A5/2

*COMP128: A3 — 32 bit, A8 — 64 bit
«Utajovane

e 3G:
*ENC: KASUMI (GEAO, GEA1) -> RNC CHOOSE ENC. -> MS
f9: Milenage

e 4G
*ENC: Snow 3G || AES 128b.
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3G alTE

ALGORITHMS ON THE AuC SIDE

Authentication YVector Ceneration
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3G alTE

RNC
MS/USIM/UE ST\ ahe AuC
IMSI IMSI
F RANDOM() = RAN
| AV(IMSI, RAN) = AV(1,...,n)

RAN | | AUTN XRES, CK, IK AV(1,...,n) AV(1,..n) = XRES | | CK || IK ||
AUTN OK ? el UGt g 1 || AUTN | | RAN
SQN OK ?
f2(RAN, Ki) = RES RES AUTN = SQN xor AK | | AMF | |
f3(RAN,Ki)=Kc | e || MAC
F4(RAN, Ki) = IK oK?
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3G alTE

ALGORITHMS ON THE USIM SIDE
— User Authentication Response

| Use received SQN+AK

|
Use received RAND

Get from USIM K

——

Use received AMF SERIIC

by, ———

XMAC-A RES

+421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
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3G alTE

RNC
MS/USIM/UE ST\ ahe AuC
IMSI IMSI
F RANDOM() = RAN
| AV(IMSI, RAN) = AV(1,...,n)

RAN | | AUTN XRES, CK, IK AV(1,...,n) AV(1,..n) = XRES | | CK || IK ||
AUTN OK ? el UGt g 1 || AUTN | | RAN
SQN OK ?
f2(RAN, Ki) = RES RES AUTN = SQN xor AK | | AMF | |
f3(RAN,Ki)=Kc | e || MAC
F4(RAN, Ki) = IK oK?
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ALGORITHMS USED OVER THE RADIO ACCESS LINK
Aoz elziiz) Jplie ) ey ziale) elzhez)l o rde)ls) onf Slejaizi)llsle) edzhez]

UE/RNC INTEAI’:&EACE RNC/UE )

MESSAGE

DIRECTION

Receiver

XMAC-I
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ALGORITHMS USED OVER THE RADIO ACCESS LINK
Cluarise) Usar zialel Slejaizi)llse ) elznez)

UE/RNC mré"-iﬁncs RNC/UE )
|
i
|
|
i DIRECTION
|
|
|
it
il
B
KEYSTREAM " KEYSTREAM
BLDCI( | BLOCK
: 0

Siﬂdlr I Receiver | +
PLAINTEXT - CIP ERTEXT = PLAINTEXT
BLOCK - Xor BLOCK
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Lamanie AS5/1
Rainbow tables
Time memory data tradeoff



AS/1

* Prudove Sifry
* Kryptoanalyza v realnom Case

« BTS simulacia

« Narocha implementacia

* bb.osmocom.org

+ 5x Motorola C155 15$ || bladeRF x40 420%
+ RTL-SDR

* Armada (agata)
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AS/1

181716151413121110 9 8 7 6 5 4 3 2 1 0

0111010011.00001100 1
l_v ¥
ol 1 —{ O |—{ 1
2120191817161514131211109 8 7 6 5 4 3 2 1 0

Y
1 «—] 1]« 01001011101.00101000004 1
A
Y
» 1
222120191817161514131211109 8 7 6 5 4 3 2 1 0
111010010111.0 1 1lol1]o]0]e— 0
¢ ‘
» 0|1 » 0
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AS/1

= 2% . pocet moznych stavov

= Chris Paget a Karsten Nohl
= 2 TB predpocitanych dat
= Zdielané znamou P2P sietou
= Par sekund = prelomena A5/1

* Time-memory-data tradeoff
= S urcCitou pravdepodobnost'ou
= Rainbow table

URAD PODPREDSEDU VLADY SR +421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
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AS5/1 Time-Memory-data tradeoff

64b
000..1 =  Koncovy bod
000..2 =  Koncovy bod
000..3 =  Koncovy bod

.0 —  Koncovy bod

Stefanikova 15 - 011 05 Bratislava




AS5/1 Time-Memory-data tradeoff

2, 64 64b
000..1 =  Koncovy bod
000..2 =  Koncovy bod
000..3 =  Koncovy bod

fff...f —  Koncovy bod
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AS5/1 Time-Memory-data tradeoff

64b
000..1 —> A5/1 - A5/1 - A5/1 - Koncovy bod

000..2 > A5/1 - A5/1 - A5/1 - Koncovy bod

000..3 —> A5/1 - A5/1 - A5/1 - Koncovy bod

fif.f > A5/1 > A5/1 > A5/1 - Koncovy bod
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AS5/1 Time-Memory-data tradeoff

64b
000..1 - A5/1 - A5/1 - A5/1 - ...0000

000..2 - A5/1 > A5/1 > A5/1 >  ..0000

000..3 - A5/1 - A5/1 e AS FT ...0000

fif.f > A5/1 > A5/1 = ...0000
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AS5/1 Time-Memory-data tradeoff

64b
000..1 - A5/1 - A5/1 - A5/1 - ...0000

000..2 - AS/AS/

000..3 - A5/1 - A5/1

S A5/ S ...0000

> A5/1 > ...0000

fif.f > A5/ > A5/1 = ...0000
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64b l
000..1 =

000..2 -

0003 =2

.1 -

AS5/1 Time-Memory-data tradeoff

A5/1
A5/1

A5/1

A5/1

l

—
%

%

9

A5/1
A5/1

A5/1

A5/1

}

9

9

!

A5/1 - ..0000 - A5/1 =

A5/1 = ...0000

A5/1 - ...0000

A5/1 - ...0000
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AS/1

« 2°! _podet moznych stavov
« Naivna tabulka: 296 EB (exabajt)
« Zredukovanie vnutornych stavov o 3 bity (efektivny pocCet bitov): 37 EB

« GSM Frame 4x po 114 bitov — potrebujeme len 64 => 204 r6znych
posunov
37/204

« Zavedenie 4096 blokov -> 37/204/4096 = 44 TB
« Zavedenie 8 farieb = 5,5 TB

+ Zredukovanie vysky tabulky na
+ Zakodovanie endpointu = 1.8T

23* a pouzijeme hash
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Frame, burst

Vil

935-960 MHz

/ // 124 channels (200 kHzZ)
.:S's downlink
& ]

@1:5. B20-915 MHz

& 124 channels (200 kHz)
uplink

higher GSM frame structures /

time

GSM TDMA frame
1 2 3 4 5 6 T 8

=4.615 ms

GSM time-slot (normal burst)

guard — guar
Space | @il | userdata | S|Training| S| userdata | il Jopace |

3 bits 57 bits 1 26 bits 1 57 bits

el e +4212 59 278 262 Stefanikova 15 - 011 05 Bratislava
PRE INVESTICIE 21253 2 efanikova 15 5 =
AleHrjATfl:z.icm <°> CS|R1-SK info@csirt.sk




Spravy nop

* Fixny text
 Nemam ti ¢o povedat, ale nieCo hovorim ©
&

Keystream 1 = BURST (114bitov)
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AS/1

181716151413 1211109 B 7 6 5 4 3 2 1 0

0111010011.00001i00 i
NOP ,_Jl'_*; M
& v 21201918171615141312 11109 8 7 6 5 4 3 2 1 0
1011001011100 = 1|« 01001011101.0010100000* -
- A L,
1101110001101 :

22 2120 19 18 17 16 15141312 1110 9 8
111010010111.01

L J
1

- Z
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AS/1

181716151413 1211109 B 7 6 5 4 3 2 1 0

0111010011.00001100 i
NOP ,_Jl'*;___uf
& v 21201918171615141312 11109 8 7 6 5 4 3 2 1 0
1011001011100 = 1|« 01001011101.0010100000* -
- A L,
1101110001101 :

22212019181716 15141312 1110 9 B8

7 1
111010010111.0111010100 0
Li‘ar v

0

O™ 1 >

D
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AS/1

181716151413 1211109 B 7 6 5 4 3 2 1 0

0111010011.00001100 i
NOP ,_Jl'*;___uf
& v 21201918171615141312 11109 8 7 6 5 4 3 2 1 0
1011001011100 = 1|« 01001011101.0010100000* -
- A L,
1101110001101 :

22212019181716 15141312 1110 9 B8

7 1
111010010111.0111010100 0
Li‘ar v

0

O™ 1 >

1011001011100
BN | URAD POGFREDSEOM VLABY SR +421 2 59 278 262 Stefanikova 15 - 011 05 Bratislava
R () CSIRT.SK e




A5/1

1 o) 1 0
1 (o) 0 1
0 D 1 1
0 0 0
© 1817161514131211109 8 7 6 5 4 3 2 1 0
0111010011.00001100 1
L'_*r v
NOP W1 ol
ey l 2120191817161514131211109 8 7 6 5 4 3 2 1 0
1011001011100 <+—1 |« o[1]ofo1]o]1]1][1]o][1 [l o]o]1][o]1]0]0]0]0]0]¢— 1

> 4 L

= h J
1101110001101 -
222120191817 16 15141312 11 10 9

7 1
| 111010010111.0 1(1]of1lo]1]0]0 0
Li[ar v

1011001011100
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Frame

= Kazdy frame ma svoje cCislo

= Cislo je verejné zname

= Kazdy frame ma niekolko burstvo

= Kazdy burst je Sifrovany individualne
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Frame update

= Kazdy frame ma svoje cCislo

= Cislo je verejné zname

= Kazdy frame ma niekolko burstvo

= Kazdy burst je Sifrovany individualne
= NOP ma nahodny padding

= rainbow tabulky na zaklade frame number
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DesSifrovanie na zaklade Frame number

Generovanie FM1

Vnutorny stav Vnutorny stav

Generovanie FM2
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Dalsie moZnosti

* Snoopsnitch
« SS7 protokol
* |MSI catcher
* Falosna BTS
* Falosny operator
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Zdroje

« https://brage.bibsys.no/xmlui/bitstream/handle/11250/137418/mast
er_ikt_2001_dohmen.pdf?sequence=1

« http://www.netlab.tkk.fi/opetus/s38153/k2003/Lectures/g42UMTS s
ecurity.pdf

Pre 4G (LTE):
« http://www.ijritcc.org/download/143037277 3.pdf
Klonovanie (U)SIM kariet:

« https://www.blackhat.com/docs/us-15/materials/us-15-Yu-Cloning-
3G-4G-SIM-Cards-With-A-PC-And-An-Oscilloscope-Lessons-
Learned-In-Physical-Security.pdf
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Dakujem
za pozornost’




