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PGP sifrovanie e-mailov a suborov

[Dokument naposledy aktualizovany: jul 2019]

PGP Sifrovanie (inicidly nazvu Pretty Good Privacy) je jednym z vhodnych spdsobov, ako ochranit
doévernost aintegritu svojich sprav a dat. VyuZiva asymetrické 3ifry, teda mame pary klUcov. Na
Sifrovanie mame verejny kli¢ a na desifrovanie sukromny. Ak pouzijeme vhodnu velkost Sifrovacich
kfi€ov adodrzime zasady ich bezpecného pouZivania, naSe spravy prakticky nebude mozné
desifrovat, aj keby ich utocnik odchytil.

Ako to funguje?
Sifrovanie:

Verejnym klic¢om prijemcu zasifruje odosielatel spravu / déata a desifrovat ich moze len prijemca -
majitel sukromného kluca.

Podpisovanie:

Odosielatel podpisuje spravu svojim sukromnym kli¢om a prijemca verejnym kli¢om odosielatela
overi jeho autenticitu.

UZivatel UZivatel
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Tieto dve operacie mdieme pouZivat sicasne, aj samostatne. Pre tieto operacie sa odporuica
pouzivat rdzne pary klucov. Nastastie mnohé implementacie PGP vytvaraju podklice uréené
samostatne pre Sifrovanie a podpisovanie automaticky.

Pre pouzivanie odliSnych parov klucov existuju viaceré dévody. Jednym z nich su SirSie moznosti
manazovania klicovych parov. Predstavme si firmu, v ktorej zamestnanci pouzivaju PGP Sifrovanie
a podpisovanie e-mailov. Ak napriklad zamestnanec odide z firmy, jeho nadriadeny si potrebuje
zachovat pristup k jeho pracovnej e-mailovej komunikécii, teda potrebuje sikromny Sifrovaci kltc¢
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zamestnanca. Podpisovy klU¢ zamestnanca vsak musi byt zneplatneny, aby ho niekto iny nemohol
zneuzit. Oddelenym parom klti¢ov mozeme tieZ nastavit rozne datumy expiracie.

Parametre kltcov a ,best practices”

e Odporucéana velkost RSA klticov je 4096 bitov. MdzZzeme pouzit aj ECC kluce, no kvoli vacsej
kompatibilite a z praktického hladiska porovnatelnej bezpeénosti sa v tomto navode budeme
sustredit na RSA.

e  Minimalna velkost RSA kltGc¢a pre zachovanie rozumnej miery bezpecnosti: 2048 bitov.

e Odporucana maximalna velkost RSA kluca pre zachovanie rozumnej pouzitelnosti: 4096
bitov.

e QOdporucana doba platnosti (primarne kluce aj podkltce): maximalne 2 roky.

e Doba platnosti mdze byt v pripade potreby predizena pomocou stkromného primarneho
klaca.

e Je potrebné pouZivat silné heslo (passphrase), ktoré nebudeme ukladat do Thunderbirdu
a pod.

e Bezpecné zdielanie verejnych klucov - napriklad vymenou podpisanych e-mailov, spravou cez
socialne siete, alebo cez komunikacné aplikacie ako Signal, ¢i WhatsApp, pripadne repozitare
verejnych kltcov ako Keybase.io; pricom inym kandlom je nasledne potrebné vymenit si
odtlacok prsta kltuca. Ak je to mozné, idedlna vymena kltucov je na osobnej drovni.

e Nastavenie Sifrovania predmetu spravy a priloh (zapnutie standardu PGP/MIME).

e Po skonceni platnosti kl'ic¢ového paru ho revokujte.

Bezpeénost

Ako sme spomenuli vy$Sie, mnohé implementacie PGP automaticky vytvaraju podkltuce s odlisSnym
pouzitim. Standardne pri vytvarani nového klti¢ového paru dostaneme:

e Primarny par s pravami podpisovat spravy a certifikovat kltice inych ludi
o Podkluc s pravom Sifrovat spravy

Primarny kl'u¢ teda predstavuje nasu identitu. M6Zzeme nim vytvarat a zneplatriovat dalSie podkluce.
Preto potrebujeme chranit jeho sikromnu cast. Jednou z moZnosti je vytvorit si sadu klticov pre
beiné pouiitie, ktori si moéZzeme nahrat na vSetky nase zariadenia. Vytvorime druhy podklu¢ a

priradime mu podpisové pravo. Primarny klU¢ si bezpecne zalohujeme a v beZnej sade klucov z neho
odstranime sukromnu Cast. Tak ziskame tuto sadu kltucov:

e Verejna Cast primarneho kluca (bez prav)
e PodklUc¢ s pravom Sifrovat spravy
e Podkluc¢ s pravom podpisovat spravy

V pripade Uniku takejto sady Utocnik nemdze vytvarat a zneplatriovat podkliée, menit ich dobu
expiracie, vytvarat revokacné certifikaty, ani certifikovat kltce inych ludi. My vsak vieme uniknuté
kl'd¢e zneplatnit a vytvorit si nové. Klient Kleopatra, ktorym sa budeme nizsie zaoberat, k januaru


https://blog.mailfence.com/openpgp-public-key/
https://www.paulfurley.com/gpg-for-humans-protecting-your-primary-key/
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2019 takéto sady klucov vytvarat nedokazal, no cez konzolu si vieme vlastnu sadu vytvorit priamo cez
nastroj GPG/GPG2. Navod najdete nizsie, alebo aj napriklad tu a tu.

Vhodnou formou ochrany klic¢ového paru je nastavenie doby expiracie. Ak by sa uUtocnik dostal
k podklic¢u, tento bude zneplatneny po uplynuti expiracnej doby. Dobu expirdcie je moiné
predlZovat len s pouzitim sikromnej ¢asti primarneho kltca. TieZz v pripade, Ze stratite pristup ku
svojmu kltGcu, je vhodné, aby bol po istom ¢ase automaticky zneplatneny.

Doélezitym bezpecnostnym prvkom PGP kluéov je heslo (passphrase). Ak sa utoc¢nik dostane
k sukromnému kltucu obete, ma zatial v rukach len jeho zasifrovanu podobu. Pouzivanie silného hesla
mdze zamedzit Uspesnému zneuzitiu kltca, nakolko techniky ako brute-force, ¢i slovnikovy Gtok, su
voéi nemu neefektivhe. Pre vytvorenie silného hesla odporiéame aplikovat vseobecné ,best
practices”. Z bezpec¢nostného hladiska je vhodné heslo neukladat do e-mailového klienta, ale radsej
ho pri kazdom poufZiti klica ru¢ne vypisat.

r s v

Déveryhodnost a overovanie PGP klucov

Ked' ziskate verejny klU¢ inej osoby, je vhodné overit si, Ze jej skutoéne patri kontrolou ,odtlacku
prsta” (fingerprint) jej verejného klica. Mbze sa totiz stat, Zze Gtoc¢nik vyuZije techniku ,man-in-the-
middle” a podhodi vam svoj vlastny klt¢. Odtlacok prsta je vhodné obdriat inym kanalom, ako
samotny klU¢, idedlne osobne, alebo telefonicky. Tento potom vieme porovnat s odtlackom prsta
kluca.

Verejné klice vo svojej databidze mbziete nasledne overovat (certifikovat) podpisanim svojim
sukromnym klicom. Takéto verejné kltice pokladate za plne overené. Aby ste vSsak nemuseli velké
mnozstvo klticov a kluce cudzich oséb overovat sami, existuje tzv. ,web of trust” pristup. Ak kluc,
ktory si chcete pridat do svojej databazy pred vami overili pouzivatelia, ktorym verite, ze ho overili
spravne, mdZete ho automaticky pokladat za overeny. Vo vasej databaze mate moznost nastavit
mieru dévery / déveryhodnost klfic¢om inych pouZivatelov. Svojmu klG€u nastavite Uplnd déveru,
ostatnym kfuc¢om podla vasho uvazenia Uplnu, ¢iastocnd, Ziadnu, pripadne neznamu mieru dovery.

Konkrétnu politiku dévery a overovania si mozete nastavit podla svojich preferencii. Ak napriklad
cudzi klu¢ podpisali traja ludia, ktorym doverujete len Ciastone, mbzete ho povazovat za plne
overeny. Ak ho podpisal jeden, alebo dvaja CiastoCne déveryhodni pouzivatelia, klti¢ pokladate len za
Ciasto¢ne overeny. Podrobnejsi popis problematiky mézete najst tu.


https://blog.tinned-software.net/create-gnupg-key-with-sub-keys-to-sign-encrypt-authenticate/
https://alexcabal.com/creating-the-perfect-gpg-keypair
https://www.gnupg.org/gph/en/manual/x334.html
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Navod pre open-source softvér Enigmail pre Thunderbird
Instaldcia softvéru

1) Ve-mailovom klientovi Mozilla Thunderbird kliknite na menu avyberte ,Doplnky” ->
,Doplnky“. V lavej liste vyberte ,,RozSirenia® a vyhladajte ,Enigmail“. Najdeny modul pridajte
do programu Thunderbird.

dg Add-ons Manager X | % enigmail s Search s Add-or X g =]

Register or Login | Other Applications

@ Add-ons e 5

EXTENSIONS THEMES COLLECTIONS MORE...

Filter Results Search Results for "enigmail”
CATEGORY Sort by: Relevance | Most Users | Top Rated | Newest | More =
All Add-ons
WORKS WITH E Enigmail [EXIE] + Add to Thunderbird

OpenPGP message encryption and authentication for

Any Thunderbird Thunderbird and SeaMonkey.

Al Systems (223)- 138075 users

TAG

Al Tags [xd Wail Redirect FAPRRTTS —
52 motching resuls :Ae\\cu‘gelﬁtr;dlrsd (ak.a. "remail") mail messages to other

(129)- 37365 users

% Mail Merge 4 Add to Thunderbird
Mass Mail and Personal Mail
(163) 62,816 users

@ EditEmailSubject (Edit email Subject) # Add to Thunderbird
This module allows you to change/edit email subjects
(42)+ 9,132 users

Q Expression Search / GMailUl 4 Add to Thunderbird
Powerful message searching through expressions. Type
~from:fred to:tom” to see all messages from Fred to Tom
in the current view. Support ‘regular expressions® and
“dlickto search.

(528,004 users

- () Today Pane ~

2) Priinstaldcii vam pravdepodobne Enigmail ozndmi, Ze nemate nainstalovany program GnuPG
(Gpg4win). Mdzete si ho nainstalovat vlastnorucne, alebo to nechate na Thunderbird — riadte
sa pokynmi. Pri instaldcii Gpgdwin odporucame vybrat aj komponent Kleopatra (ak pouZivate
MS Outlook, mézZete pridat aj komponent GpgOL pre jeho podporu a pre rychle sifrovanie
suborov mozete vyuzit komponent GpgEX, ktory prida polozku do kontextového menu (ktoré
sa zobrazi po kliknuti pravym tlacitkom na subor)).

Sort by Relevance | Most Users | Top Rsted | Newest | More ™
Enigmail + Add to Thund iemail T
FEATURED
OpenPGP message encryption and authentication for E Enigmail + Add to Thunde|
i Thundechird and OpenPGP message encryption and authentication for
Erigmai Alert = Thunderbird and SeaMonkey.

223) 134075 users
. Eniomak Unsbl o ocate GnuPG executableinthe PATH,
8% Make sure you have set the GnuPG executable path correctly in the Enigmail Preferences.

Enigmail Confirm ==

(2]

In erder to use Enigmail, GnuPG s required. If you did not install GnuPG yet, the easiest way to do
this is using the "Setup Wizard" button below.

erto use Enigmaillp=p, GnuPG is required. As we could notfind it we suggest to download Add to Thundel
wsults o

[T Do not show me this dialog again

o

i iy
Mass Mail and Personal Mail % Mail M‘erg: v == # Add to Thunde|
Mass Mail and Personal Mai
(163)- 62516 users
(163)- 62516 users
EditEmailSubject (Edit email Subject) + . : . N : .
Add to Thund
@ﬁ Eﬁ EditEmailSubject (Edit email Subject) e ——
This module allows you to change/edit email subjects [— o e et e ubact
(2 0150 ueere is module allows you to change/edit email subjects

(42) 9,132 users
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£ Gpgiwin Setup o] = ==

Choose Components
Gpgq,w Choose which features of Gpg4win you want to install,

n and authentic

'
Chedk the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: GnuPG DR
Position your mouse

3il") mail messag Kleopatra over a component ko
[ ara see its description,
GpgoL
[ Gpgex
[ Browser integration

m Space required: 95. 7MB

Gpgdwin-3.1.5
[ < Back ][ Mext = ] [ Cancel ]

ange/edit email subjects

Vytvdranie PGP klucov (bez primdrneho kltca urceného len na certifikdciu)

[Expertny ndvod pre vytvorenie zvazku kluéov v odporucanej konfiguracii najdete
v nasledujlcej podkapitole.]

1) Otvorte v menu klienta Thunderbird okno ,,Enigmail“ -> , Sprava kfucov”
2) Kliknite na ,Vytvorit“ -> ,Novy par klucov”

o] T

[J GetMessages v /" Wiite v CJChat B AddressBook | D Tagv T Quick Filter Q Search <Ctri+K> =
28 Local Folders . . N
& Trash Thunderbird Mail - Local Folders

®, Outbox

Accounts

iﬁ View settings for this account

(4 Setup an account:

= Email ) Chat ) Newsgroups o Feeds W ExQuilla

D Create a new caleng & Gz E=oE o)
File Edit View Keyserver [Generate
Searchfor O ‘ New Key Pair i 7] Display All Keys by Default
Name ~ KeylD Blacklist it

Advanced Features

O\ Search messages

i Manage message fil
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3) Vyberte e-mail, ktorému chcete klUce priradit. Vytvorte si heslo a nastavte platnost klucov
maximalne na 2 roky. V zalozke ,Rozsirené...” zvolte typ a velkost kltica. Pouzitie eliptickej
krivky by malo poskytnut vysSiu rychlost a vacsiu bezpecnost, no pokulhdvat mobze
kompatibilita s prijemcami vasich sprav. RSA je vsak tiez z praktického hladiska pokladané za
dostatoCne bezpecné, pricom vylucime riziko nekompatibility. Vtomto pripade volime
velkost klu¢a 3072, alebo 4096 bitov.

*) Generate OpenPGP Key [E=H E=E E7

C’ Enigmail Key Management Account/ User ID I 'I

[]Use generated key for the selected identity

Search for:
|7 Mo passphrase

Name + KeylD Passphrase Passphrase (repeat)

Key expiry | Advanced...
Key expires in Zl years = | [CIKey does not expire

Key Generation

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while
key generation is in progress. Actively browsing or performing disk-intensive operations during key
generation will replenish the 'randomness pool' and speed-up the process. You will be alerted when key
generation is completed.

s v .

4) Kliknite na , Generate key”. Program zac¢ne generovat klU¢, no ni¢ nehlasi. Pockajte, kym sa
ukdZe oznamenie o ukonceni. Proces urychlite, ak po¢as neho budete vykondva diskovo
narocné operacie, nakolko tym dodate zdroj ndhodnosti.

5) Po ukonéeni sa v ramci ozndmenia zobrazi aj otdzka, ¢i chcete vytvorit revokacény certifikat.
Toto je vhodné, nakolko v pripade straty ¢i odcudzenia sikromného kltca pouzZijete tento

certifikat na zneplatnenie kltuca. UloZte si ho na bezpecné miesto, idedlne offline uloZisko.

Podobne si zalohujte aj vas novy PGP kluc.

Nahrdvanie verejnych klucov na keyserver

Svoj verejny PGP klu¢ mbzete nahrat na vybrany keyserver, ¢o je sluzba, ktord umoznuje jeho
zdielanie s verejnostou. Pouzivatel, ktory Vas bude chciet Sifrovane kontaktovat, tak ziska lahky
pristup k tejto moZnosti.

|II

1) Otvorte v menu klienta Thunderbird okno ,Enigmai
2) Kliknite na "Zobraz Expertné nastavenia a menu"

-> ,Predvolby”
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Nastavenia Enigmail... X

Zakladné Odosielanie Transfer Settings
Zakladné nastavenia

Stbory a zlozky
GnuPG bolo ndjdené v C:\Program Files (x86)\GnuPG\bin\gpg.exe

[JPousit toto Hladat'...

Passphrase Timeout

Pamitat’si heslo pocas 5(> minutes of inactivity (before needing to re-enter it)

Zobraz Expertné nastavenia a menu

Predvolené

3) Kliknite na zalozku ,Keyserver” a nastavte adresy serverov, ktoré chcete pouzZivat ->
potvrdte. Ak si neviete vybrat keyserver, mbzete pouzit napriklad pgp.mit.edu, alebo
hkp://pool.sks-keyservers.net. Vacsie keyserveri sa medzi sebou Casto synchronizuju, teda
k samotnému vyberu mézeme pristupovat volnejsie.

Zikladné | Odosielanie | Vyber kltica | Roziirené | Keyserver | Transfer Settings

Zvolte Vade keyserver(y):

hkps://hkps.pool.sks-keyservers.net, hkps://keys.mailvelope.com, hkps://pgp.mit.ed

Example: poolsks-keyservers.net, pgp.mit.edu

Always use first keyserver

Automaticky stahovat’ klige pre overenie podpisu

z nasledujiceho keyservera:

4) Otvorte v menu klienta Thunderbird okno ,,Enigmail“ -> ,Sprava klucov”
5) Vyberte menu ,Keyserver” odtialto mozete odoslat svoje verejné kltice na nastaveny
keyserver (oznacte vybrané a zvolte ,Odoslat verejné kltice”), aktualizovat svoju databazu, i

hladat kluce, ktoré v nej este nemate



https://pgp.mit.edu/
https://gpgtools.tenderapp.com/discussions/problems/10954/r?go=AA%3D%3D
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Sibor  Upravit' Zobrazit' | Keyserver | Vytvorit’

Hladat™ | © Obnovit vybrané verejné kltiée Ctrl+R

Hladat’ kltice

Meno
Odoslat verejné kltice

Upload to your provider's Web Key Directory

Obnovit vietky vergjné kitice

Majdi klice pre vietky kontakty

| incident <incident@csirt.sk> EC5177D3E4E11CE2

2
2
3
3
3
3
I

Priddvanie alternativnych e-mailov do kfucov

1) Otvorte v menu klienta Thunderbird okno ,,Enigmail“ -> ,Sprava klucov”
2) Dvojklikom na vybrany klu¢ otvorte okno, kam mézete pridavat novy e-mail
3) Vlavo dole kliknite na , Vyberte akciu...“ a vyberte , Spravovat ID uZivatela”

(s ] Sprava kltGi¢ov Enigmail = Cl
Sibor Upravit Zobrazit Keyserver Vi
Hiadat | ©
8 Hlavné ID uzivatela incident <incident@csirt.sk>

Meno Typ par kléov

3 Odtlacok prstu DFB9 E47B 4304 CB18 AF97 E49D EC51 77D3 E4E1 1CE2

2 Also known as:

b CSIRT.SK <info@csirt.gov.sk> A

P incident <incident@csirt.gov.sk>

b Incident <incident@csirt.sk> v

b —

b Zakladné | Certifications | Structure |

[

5 Vytvoreny

b Koniec platnosti ‘ Change 7‘

q Validity neznamy ‘ Certify ‘

b | S |

b You rely on certifications  plne déveryhodny i Change ‘

LL

Vyberte akciu ... ~
‘ Spravovat'ID uzivatela Zatvorit’
Pridaj fotografiu S
Zmenit heslo

Zneplatnit kiaé
Vytvorit'a uloZit revokacny certifikat

4) Kliknite ,,Pridat”, vyplrite poloZzky ,meno” a ,,e-mail“ a potvrdte

5) Teraz mo6zZete zmenit primarny e-mail kliéa (je prvy v poradi) jeho oznacenim a kliknutim na
,Nastavit hlavni“
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Vlastnosti kituca

Hlavné ID uzivatela incident <incident@csirt.sk>
Typ par klticov
Odtlacok prstu DFB9 E47B 4304 CB18 AF97 E49D EC51 77D3 E4E1 1CE2
Also known as:
CSIRT.SK <info@csirt, Zmenit primarne ID uZivatela

incident <incident@C  zmenit kiGé: incident <incident@csirt.sk> - OxEC5177D3E4E11CE2

Incident <incident@c

Dostupné ||

incident

Vytvoreny CSIRT.SK
i . incident Ch—
Koniec platnosti e | ange ‘
Validity Certify |

Zneplatnit’

|
- | Change
You rely on certificati [Bsati s ‘

[ Vyberte akciu ... ~

Zatvorit’

17 v

Import a export klucov

1) Otvorte v menu klienta Thunderbird okno ,,Enigmail“ -> ,Sprava klucov”

v

2) Pre import kliéa Kliknite na ,Subor” -> ,Importovat kliée zo suboru” avyberte stubor
s kl'déom, ktory chcete pridat do databazy (Standardne sa stretnete s priponami .asc a .gpg)

Upravit’ Zobrazit' Keyserver Vytvorit’

Importovat' kltice zo siboru Standardne zobraz vietky kiice

Exportovat kltice do stboru

+ IDkluca

Poslat verejné kltice e-mailom
Vytvorit'email na oznacené kltice

Create Autocrypt Setup Message

Spravovat SmartCard ...

Znova nacitat vyrovnavaciu pamat klticov
Zavriet’ Ctrl+W

Koniec

3) Pre export kluca najprv kliknite na klu¢, ktory chcete exportovat. Nasledne kliknite na
,Subor” -> | Exportovat kluée do stboru”. Pozorne vyberte, ¢i chcete exportovat len verejné
kfuce, alebo aj sukromné. Dbajte na to, aby ste zdielali len svoje verejné kluce. Sukromné
kfuce patria len vdm. Nikdy ich s nikym nezdielajte, ani ich neposielajte e-mailom, ani
Ziadnym inym nechranenym kanalom.
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(s | Sprava kiticov Enigmail ==
Sabor Upravit” Zobrazit Keyserver Vytvorit
Hladat’ ‘ ‘ Standardne zobraz vietky klice
Meno » ID kluca =3

[

e g} Prajete si do uloZeného stboru s kiiéom OpenPGP zahmit' i sikromny kIGé?

R [
Exportovat'iba verejné kltice i | Exportovat stikromné kltice Zrusit’
L

[
[
P
b

%
'd
b
[
P
[
2
|2
b

v

Nastavenie déveryhodnosti klticov a ich podpisovanie / overovanie

1) Otvorte v menu klienta Thunderbird okno ,,Enigmail“ -> , Sprava klucov”

2) Dvojklikom otvorte vlastnosti vybraného PGP kluc¢a (tu mozZete okrem iného najst odtlacok
prsta kltica pre porovnanie s informaciou od jeho majitela)

3) Pre nastavenie déveryhodnosti kliknite v zalozke ,,Zakladné” na poslednu polozku — ,,Change”

a vyberte mieru déveryhodnosti (vid ¢ast Doveryhodnost a overovanie PGP kltcov)

Vlastnosti ki'ica

RamllbeiEEE T mddant@ SIS

Typ PR
Odtlacok prstu  DFEQ EATE 4304 CE18 AFO7 E49D ECS1 77D3 E4E1 1CE2 Déveryhodnost klica: |[incident <incident@csirt.sk> - OxE..|

Also known as:

CSIRT.5K <info@csirt.gov.sk> ~
incident <incident@csirt.gov.sk> Ako je klié déveryhodny?
() Neviem

Zakladné Certlflcat\unslstructure () Nedéverujem

(") Déverujem iba ciastocne

s - A
Keniec platnosti Change (") Absolitne déverujem (pouiiva sa pre viastny klie)

Valid ] Certi

You rely on certifications  plne déveryhodny Change

Incident <incident@csirt.sk> v

i

Vyberte akciu ... ~

Zatvorit

A

4) Pre podpisanie, resp. overenie kluca kliknite v zdlozke ,Zakladné” na prostrednu polozku —

,Certify”, vyberte klU¢, ktorym chcete podpisovat a mieru, do akej ste podpisovany klu¢
overili

10
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Vlastnosti kitica

Hiavné ID uZivatela incident <incident@csirt.sk>

x
Ty par Kidgoy
Odtlagok prstu

DFBS E476 4304 CB18 AFOT 49D EC51 77D3 B4E1 1CE2 KiGék podpisu:  incident <incident@csirt.sk> - OxECS1T7DIEAETICE2
e e Odtlagok prstu: DFBJ E47E 4304 CB18 AF97 E49D EC51 77D3 E4E1 1CE2
CSIRT.SK <info@csirt.gov.sk> ~ Also known as: CSIRTSK <info@csirt.gov.sk>
incident <incident@csirt gov.sk> incident <incident@esirt.gov.sk>
Incident <incident@csirt.sk> 5 Incident <incident@csirt.sk>
Zakladné | Certifications | Structure KIG k podpisovaniu: | incident <incident@csirt.sk> - +ECS5177D3E4ET1CE2 v
— Note: you have to set ewner trust to ultimate for your own keys to be shown here.
oren
v - Poznamka: niektoré ufivatelské ID kiica OxECST77DIEAET1CE2 st podpisané zvolenym tajnym kiucom.
Koniec platnosti Change Ako dékladne ste overil/a, e kIGE ktory cheete podpisat, patri hore uvedengj osobe?
Veliity neamamy Centty ® Nebudem odpovedat
(0 Vébec sem neskontroloval/a
You rely on certifications  plne déveryhodny: Change e e
(7 Vykonal/a som dékladnu kontrolu
[ Lokslny podpis {nie je mozné exportovat)
Vyberte akeiu . * o
Zatvorit’

PouZivanie PGP klucov v klientovi Thunderbird

Modul Enigmail pridd do liSty nastrojov okna uréeného na pisanie sprdvy ikony visiaceho zamku
a ceruzky. Ak chcete e-mail zasifrovat, kliknite na zamok (zafarbi sa a namiesto ¢erveného krizika sa
pri iom objavi zelend kvacka). Ak chcete spravu podpisat, kliknite na ceruzku (sprava sa podobne,
ako zamok). Pri odosielani spravy si od vas Thunderbird vyziada heslo k vasmu PGP klucu.

Nastavenie automatického podpisovania a Sifrovania

1) Kliknite v hlavhom menu klienta Thunderbird na polozku ,,MoZnosti“ -> , Nastavenie uctov”

2) Pre vybrané e-mailové konto kliknite na polozku , OpenPGP Security”

3) Pre automatické podpisovanie vyberte podla vasej preferencie z poloZiek
nezasifrované spravy” a ,, podpis zasifrované spravy“

4) Je odporuéané nastavit sifrovanie konceptov sprav pri ich ukladani na disk

»podpi$

E_ N sicning/encryption options...
Nastavenie servera

Kipic » prictinky Podperu podpisovania a ffrovania pomacou OpenPGP zaistuje Enigmail. Potrebujete mat nainttalovany:

GnuPG (gpg), aby bolo mozné tito funkciu pougit.
Pisanie a adresovanie

Povolit podperu OpenPGP (Enigmail) pre tite identitu
Newyfiadana posta
Synchronizacia a dlogng priestor () Pouzit’ e-mailovii adresu tejto identity k uréeniu kiaéa OpenPGP
OpenPGP Security (®) Pousit’ uréeny ID ki'iz OpenPGP (0x1234ABCD):
Potvrdenia o preditani (OxDFBSE47BA304CB1828| | Vyberte KIGE ...
Bezpecnost’

Message Composition | Autocrypt
4l incident@esirt.sk

Nastavenie servera Predvolené nastavenia vytvérania spravy
Kopie 2 priecinky [ Vidy Sifrovat spravy
Pisanie » adresovanie [ §tandardne podpisovat spravy
Nevyfiodans pota [ Vidy pousit PGP/MIME
Synchronizicia a dlozny priestor
Po aplikacii standardnych nastaveni a pravidiel
| OpenpGP security |
[] podpit nezatifrované spravy  [¥] podpit zagifrované spravy
Potvrdenia o precitani
Be Enost”
czpecno: Zagifruj koncepty sprav pri ukladani
e

Nastavenie servera If both, Enigmail and S/MIME encryption are possible, then:
Képie a priecinky (") Prefer S/MIME (@) Prefer Enigmail (OpenPGP)
Pisanie a adresovanie

Nevysiadana posta Roztirené... | | Enigmail nastavenia...
Synchronizécia a Glozny priestor
OpenPGP Security

Potvrdenia o pretitani

Akcie s Gétami ~
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5) Vyberte, ktory standard ma Enigmail pouzit, ak je dostupny S/MIME, aj OpenPGP.
Standardne vyberieme OpenPGP. Diskusiu o rozdieloch tychto $tandardov moZete najst tu.

Vymena PGP kluca

1) Kliknite v hlavhom menu klienta Thunderbird na polozku ,,MoZnosti“ -> ,Nastavenie uctov”
2) Pre vybrané e-mailové konto kliknite na polozku ,,OpenPGP Security”

N

3) Kliknite na polozku , Vyberte kluc
4) Zvolte PGP klu¢, ktory chcete pre tento e-mail pouzivat. Takto mézete napriklad vymenit
expirovany kl'uc za novy.

Nastavenie Uctov

T - PE———

Nastavenie servera

. - Podporu podpisovania a Sifrovania pemocou OpenPGP zaistuje Enigmail. Potrebujete mat’ nainitalovany
Kbpie a priecinky GnuPG (gpg), aby bolo mozné tito funkciu pouit,

Pizanie a adresovanie X X X X
Povelit' pedporu OpenPGP (Enigmail) pre tdte identitu
MevyZiadana poita

Synchronizacia a lozny priestor (") Pougit e-mailovy adresu tejto identity k uréeniu kliéa OpenPGP

OpenPGP Security (@) Pouzit uréeny ID kIG€ OpenPGP (Dx1234ABCD):

Potvrdenia o preditani

Bezpecnost’
al~ incident@csirt.sk
Nastavenie servera

Képie a prieginky Uréit'kli¢ OpenPGP pre Sifrovanie

- : o (IR
Pisanie 2 adresovanie Hiadat' | .=

Nevyfiadana poita d Utet / 1D uzivatela Platnost’ Vytvoreny D kltica

Synchronizacia a dloZny priestor [ incident < incident@csirt.sk> e ECS177D3ESETICE2
OpenPGP Security P e w
Potvrdenia o preitani . R é o m m

Bezpeénost’

Nastavenie servera

Képie a priecinky

Pizanie a adresovanie
MevyZiadand poita
Synchronizdcia a dloZny priestor

OpenPGP Security

Potvrdenia o precitani “

Akcie s (étami -

DObnovit' zoznam klicov

Vybertekl’u'é‘..‘ ‘ Zrutit
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Navod pre generovanie klticov pomocou GnuPG cez konzolu (odporucana konfiguracia)

# Obmedzenie pouZivania slabého hasovacieho algoritmu SHA1.:

Prednastavené algoritmy pouzité novo vygenerovanymi kliémi je mozné definovat v
~/.gnupg/gpg.conf (ak neexistuje, vytvorime ho):

personal-digest-preferences SHA512,SHA384,SHA256,SHA224

Pre bezpecné podpisovanie explicitne nastavime bezpecny algoritmus v ~/.gnupg/gpg.conf:
Cert-digest-algo SHA256 (pripadne , digest-algo SHA256“)

BlizSie informacie najdete napriklad tu.

# Vytvorenie primarneho (master) kltuca:
Pocas generovania primarneho klicového paru bude treba Specifikovat heslo k privatnemu kltcu —

toto heslo bude pouzivané len pri vytvarani alebo modifikacii podkltcov — odporucame poufit silné,

no dobre zapamatatelné heslo (passphrase).

S gpg --expert --full-gen-key (alebo gpg —expert —gen-key, pre GnuPG verzie 1)
gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(9) ECC and ECC
(10) ECC (sign only)
(11) ECC (set your own capabilities)
Your selection? 8

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Sign Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? S

Possible actions for a RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify Encrypt

13
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(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? E

Possible actions for a RSA key: Sign Certify Encrypt Authenticate

Current allowed actions: Certify

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? Q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 4096
Requested keysize is 4096 bits
Please specify how long the key should be valid.
0 = key does not expire

<n> = key expires in n days

<n>w = key expires in n weeks

<n>m = key expires in n months

<n>y = key expires in n years
Key is valid for? (0) 2y
Key expires at Fri 02 Apr 2021 03:51:47 PM CEST
Is this correct? (y/N) y

GnuPG needs to construct a user ID to identify your key.

Real name: Janko Mrkvicka
Email address: janko.mkrvicka@csirt.sk
Comment:
You selected this USER-ID:
"Janko Mrkvicka <janko.mkrvicka@csirt.sk>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? O

() CSIRT.SK

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

gpg: key OxA9B3110ED21FA171 marked as ultimately trusted

14
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gpg: revocation certificate stored as '/home/janko/.gnupg/openpgp-
revocs.d/D44CA7BBB71DA3735157D764A9B3110ED21FA171.rev'
public and secret key created and signed.

gpg: checking the trustdb
gpg: marginals needed: 3 completes needed: 1 trust model: PGP
gpg: depth: 0 valid: 5 signed: O trust: 0-, Og, On, Om, Of, 5u
gpg: next trustdb check due at 2021-03-04
pub rsa4096/0xA9B3110ED21FA171 2019-04-03 [] [expires: 2021-04-02]
Key fingerprint = D44C A7BB B71D A373 5157 D764 A9B3 110E D21F A171
uid [ultimate] Janko Mrkvicka <janko.mkrvicka@csirt.sk>

# Konfigurdcia primarneho (master) kltéa - nastavenie poutzitia iba silnych algoritmov:

S gpg --expert --edit-key 0OxA9B3110ED21FA171

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa4096/0xA9B3110ED21FA171
created: 2019-04-03 expires: 2021-04-02 usage: C
trust: ultimate  validity: ultimate

[ultimate] (1). Janko Mrkvicka <janko.mkrvicka@csirt.sk>

gpg> setpref SHA512 SHA384 SHA256 SHA224 AES256 AES192 AES CAST5 ZLIB BzIP2 ZIP
Uncompressed
Set preference list to:
Cipher: AES256, AES192, AES, CAST5, 3DES
Digest: SHA512, SHA384, SHA256, SHA224, SHA1
Compression: ZLIB, BZIP2, ZIP, Uncompressed
Features: MDC, Keyserver no-modify
Really update the preferences? (y/N)y

sec rsa4096/0xA9B3110ED21FA171
created: 2019-04-03 expires: 2021-04-02 usage: C
trust: ultimate  validity: ultimate

[ultimate] (1). Janko Mrkvicka <janko.mkrvicka@csirt.sk>

gpg> save

Vygenerovany klUcovy par je vhodné / potrebné zazalohovat na offline médium. Takisto jeho heslo.

15



URAD PODPREDSEDU VLADY SR
E ‘ PRE INVESTICIE .

A INFORMATIZACIU

# Pridanie identity ku kl'ucu:

S gpg --expert --edit-key 0xA9B3110ED21FA171

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa4096/0xA9B3110ED21FA171
created: 2019-04-03 expires: 2021-04-02 usage: C
trust: ultimate  validity: ultimate
ssb rsa4096/0x67A1C966778BAES5
created: 2019-04-03 expires: 2021-04-02 usage: S
ssb rsa4096/0xFCBFA27BBBF1180C
created: 2019-04-03 expires: 2021-04-02 usage: E
[ultimate] (1). Janko Mrkvicka <janko.mkrvicka@csirt.sk>

gpg> adduid
Real name: Janko Mrkvicka
Email address: janicko@csirt.sk
Comment:
You selected this USER-ID:
"Janko Mrkvicka <janicko@csirt.sk>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? O

sec rsa4096/0xA9B3110ED21FA171

created: 2019-04-03 expires: 2021-04-02 usage: C

trust: ultimate  validity: ultimate
ssb rsa4096/0x67A1C966778BAE55

created: 2019-04-03 expires: 2021-04-02 usage: S
ssb rsa4096/0xFCBFA27BBBF1180C

created: 2019-04-03 expires: 2021-04-02 usage: E
[ultimate] (1) Janko Mrkvicka <janko.mkrvicka@csirt.sk>
[ unknown] (2). Janko Mrkvicka <janicko@csirt.sk>

gpg> save

Ak mame zaujem 3$pecifikovat, ktora identita je primarna, je to mozné pomocou:

S gpg --expert --edit-key OxA9B3110ED21FA171
gpg> uid 2 #t.j. poradové Cislo identity

gpg> primary
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gpg> save

S gpg --list-secret-keys
/home/mrkvicka/.gnupg/pubring.gpg

sec rsa4096/0xA9B3110ED21FA171 2019-04-03 [C] [expires: 2021-04-02]
Key fingerprint = D44C A7BB B71D A373 5157 D764 A9B3 110E D21F A171
uid [ultimate] Janko Mrkvicka <janko.mkrvicka@csirt.sk>

# Vytvorenie podpisového a Sifrovacieho podkluca:
Pocas generovania podkltca bude treba $pecifikovat heslo k privatnemu kl'G¢u. Toto heslo sa bude

pouzivat pri praci s e-mailmi. Odporicame vygenerovat silné a zarover jednoducho napisatelné heslo
(passphrase). Toto heslo by malo byt odlisné od hesla ku primarnemu kltcu.

Pocas generovania budete vyzvani taktiez na zadanie hesla k privatnemu primarnemu kldcu, ktory
musi byt odomknuty, aby bolo mozné podpisat prave generovany podkluc.

S gpg --expert --edit-key 0xA9B3110ED21FA171

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa4096/0xA9B3110ED21FA171
created: 2019-04-03 expires: 2021-04-02 usage: C
trust: ultimate  validity: ultimate

[ultimate] (1). Janko Mrkvicka <janko.mkrvicka@csirt.sk>

gpg> addkey
Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(10) ECC (sign only)
(11) ECC (set your own capabilities)
(12) ECC (encrypt only)
(13) Existing key
Your selection? 4
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048) 4096
Requested keysize is 4096 bits
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Please specify how long the key should be valid.
0 = key does not expire

<n> = key expires in n days

<n>w = key expires in n weeks

<n>m = key expires in n months

<n>y = key expires in n years
Key is valid for? (0) 2y
Key expires at Fri 02 Apr 2021 04:14:01 PM CEST
Is this correct? (y/N)y
Really create? (y/N)y
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

sec rsa4096/0xA9B3110ED21FA171
created: 2019-04-03 expires: 2021-04-02 usage: C
trust: ultimate  validity: ultimate
ssb rsa4096/0x67A1C966778BAES5
created: 2019-04-03 expires: 2021-04-02 usage: S
[ultimate] (1). Janko Mrkvicka <janko.mkrvicka@csirt.sk>

gpg> save

Obdobnym spAsobom sa generuje Sifrovaci podklic - moznost (6) RSA (encrypt only).

# Findlna podoba vygenerovanych kltcov:

S gpg --list-secret-keys 0OxA9B3110ED21FA171

sec rsa4096/0xA9B3110ED21FA171 2019-04-03 [C] [expires: 2021-04-02]
Key fingerprint = D44C A7BB B71D A373 5157 D764 A9B3 110E D21F A171

uid [ultimate] Janko Mrkvicka <janko.mkrvicka@csirt.sk>

uid [ultimate] Janko Mrkvicka <janicko@csirt.sk>

ssb rsa4096/0x67A1C966778BAES5 2019-04-03 [S] [expires: 2021-04-02]
Key fingerprint = 8F7D 0BOD 7186 1597 E477 EC8D 67A1 C966 778B AE55

ssb rsa4096/0xFCBFA27BBBF1180C 2019-04-03 [E] [expires: 2021-04-02]
Key fingerprint = 4C92 815E B824 B0O57 DC91 4076 FCBF A27B BBF1 180C

# Export primarnych klucov aj vetkych podklucov:

Pre export vsetkych kltucov:

S gpg --export-secret-keys --armor --output
/media/janko/BACKUP/janko.mrkvicka_allkeys_secret.gpg OxA9B3110ED21FA171

Pre export verejnych kltucov:
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S gpg --export --armor --output /media/janko/BACKUP/janko.mrkvicka_allkeys_public.gpg
OxA9B3110ED21FA171

# Export podklucov:

S gpg --export-secret-subkeys --armor --output ./janko.mrkvicka_subkeys_secret.gpg
OxA9B3110ED21FA171

Po zazédlohovani kltcov (najmé primarneho klticového paru), tento potrebujeme vymazat z
pracovného pocitaca.

S gpg --delete-secret-keys 0OxA9B3110ED21FA171

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

sec rsa4096/0xA9B3110ED21FA171 2019-04-03 Janko Mrkvicka <janko.mkrvicka@csirt.sk>

Delete this key from the keyring? (y/N) y
This is a secret key! - really delete? (y/N) y

Nasleduje dialdg potvrdzujuci vymazéavanie kltica aj vsetkych podkltcov. Ak si chceme ponechat
podkluce, stadi nepotvrdit ich vymazanie.
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Vytvdaranie PGP klticov v open-source softvéri Kleopatra

1) V programe Kleopatra otvorte v menu polozku ,File” -> ,New Key Pair...”

2)

3)

M Kleopatra
View Certificates Tools 3ettings Window Help

= New Key Pair... Ctrl+N = E= O\ y
@, | lenpar Smme CtrleShift+1 port... Certify... LookuponServer... Motepad
L Import... Ctrl+1
Export... Ctrl+E
Export Secret Keys...
2 Print Secret Key...
Publish gn Server... Ctrl+ Shift+E Welcome to Kleopatra 3.1.4-gpg4win-3.1.5

i Decrypt/Verify... Kleopatra is a front-end for the crypto software GnuPG.

[i Sign/Encrypt...

Sign/Encrypt Folder... #The private key is needed to decrypt or sign.
*The public key can be used by others to verify your identity or encrypt to you.

For most actions you need either a public key (certificate) or your own private key.

Risaisibeccublbiss You can learn more about this on Wikipedia.
Verify Checksum Files...

Close CtrW |ﬂ5|
+

E Quit Ctrl+Q

New Key Pair

Vyberte format ,0penPGP key pair”

3 Kleopatra (===

kd i B e =
SgnjEnarypt... Decryptiverfy...  Import. 2=

\.) KeyPair Creation Wizard
Choose Format
Please choose which type you want to reate,

= Create a personal OpenPGP key pair
OpenPGP key pairs are certified by confirming the fingerprint of the public key.

< Create a personal X.509 key pair and certification request
X509 key pairs are certified by a certification authority (CA). The generated
request needs to be sent to a CA to finalize creation.

Mext Cancgl

v,y

Zadajte svoje meno a e-mail, ktorému chcete kluce priradit. Otvorte polozku ,Advanced
Settings...”. Zvolte si typ a velkost kltUéa. PoutZitie eliptickej krivky by malo poskytndt vyssiu
rychlost a vacsiu bezpecnost, no pokulhdvat moze kompatibilita s prijemcami vasich sprav.
RSA je vsak v dneSnej dobe z praktického hladiska pokladané za dostatocne bezpecné,
pricom vyluc¢ime riziko nekompatibility. V tomto pripade volime velkost kltc¢a 3072, alebo

4096 bitov. Zvolte pouzitie — podpisovanie, ¢i Sifrovanie. Nastavte platnost kli¢ov maximalne
na 2 roky.
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{ﬂ Kleopatra

) Advanced Settings - Kleopatra 2|
Technical Detais

Key Material

© Rsa
+R5A

O DsA 2048 bits (default)

+Elgamal | 2048 bits (default) ~

() ECDSA/EADSA |ed25519 =
+ECDH  [cvass1e >
Certificate Usage
Signing Certification
Encryption [T Authentication
Valid untl:  2/1/2021 E]

() CSIRT.SK

=
Import...

@ Key Pair Creation Wizard
Enter Details

the Advanced Settings button.
Mame: Fero Tarba

EMail:  fero.taraba@email sk

Please enter your personal details below. If you want more control over the parameters, ciick on

Fero Tarba <fero. taraba@email.sk>

[l

(optional)

{optional)

Advanced Settings...

[=1=re=]

4) Skontrolujte Udaje a vytvorte si heslo

ings Window Help

O e d

2 E=1 E=
=

Mame:

Email Address:
Key Type:

Key Strength:
Usage:

Subkey Type:
Subkey Strength:
Subkey Usage:
Valid Until:

Show all details

@ Key Pair Creation Wizard

Review Parameters

Please review the parameters before proceeding.

Fero Tarba
fero.taraba@email. sk

RSA

4056 bits

Encrypt, Sign

RSA

4096 bits

Encrypt

Manday, February 01, 2021

Create ][ Cancel
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Tools  Settings  Window  Help
= =l &=l O v

rify...  Import... @

u Key Pair Creation Wizard

T pinentry-qt =] = =

Flease enter the passphrase to
protect your new key

I? Passphrase: heslo@ves|0#nie -
= | Repeat: heslo @vesld 2nie|
Qualty: L
i oK i Cancel

s large amounts of random numbers. This may require

5) Kluéovy par je vhodné zalohovat na bezpecné miesto, idealne offline dloZisko

M Kleopatra E@

File  View Cerificates Tools Settings Window Help

i =
Si .. | Di ify.. Y
Sl oo = e N go () Key Pair Creation Wizard
Search,.. <A+ = . All Certificates hd
< Key Pair Successfully Created
Name d From Valid Until Details
Fero Tarba ‘four new key pair was created successfully. Please find details on the result and some 19 2/1/2021 OpenPGP
suggested next steps below,
Result
Key pair created successfully.
Fingerprint: 16DBB3AEEEFED 1F 19B4EEE 1233564643A6FE401F
Mext Steps
[ Make a Backup Of Your Key Pair.. ]
[ Send Public Key By EMail... ]
[ Upload Public Key To Directory Service... ]
] 0000000000000 | 3
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Co s PGP kl'uéom po expiracii?

Kltuce po expiracii ich platnosti je potrebné revokovat a opatovne nahrat na keyserver (resp.
ak bol nahravany), aby reflektoval tuto situaciu. Kluce, ktoré su dnes pokladané za prakticky
neprelomitelné, mozu byt prelomené v budicnosti vdaka rasticemu vypoctovému vykonu a
novym algoritmom. Expirovany no nerevokovany klu¢ tak moze byt zneuzity uto¢nikmi, ktori
si navyse vedia jednoducho spatne nastavit podpisovu hierarchiu, a tak pridat klG¢u zdanie
legitimnosti.

Sifrovaci podklti¢ je vhodné odlozit aj po jeho expirécii a revokdcii, nakolko ho méieme
pouzit na Citanie starej posty. Tak isto revokovanym podpisovym kli¢om vieme overit svoje
podpisy na starych spravach, no nemézeme nim podpisovat nové.
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