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https://www.bbc.com/news/business-52577776
https://www.zdnet.com/article/state-sponsored-hackers-are-now-using-coronavirus-lures-to-infect-their-targets/
https://www.bleepingcomputer.com/news/security/hacker-group-floods-dark-web-with-data-stolen-from-11-companies/
https://www.bleepingcomputer.com/news/security/hacker-sells-91-million-tokopedia-accounts-cracked-passwords-shared/
https://www.bleepingcomputer.com/news/security/hacker-sells-91-million-tokopedia-accounts-cracked-passwords-shared/
https://www.bleepingcomputer.com/news/security/hacker-sells-22-million-unacademy-user-records-after-data-breach/
https://www.bleepingcomputer.com/news/security/microsofts-github-account-hacked-private-repositories-stolen/
https://twitter.com/underthebreach/status/1258168260492701702
https://www.zdnet.com/article/thousands-of-hacked-disney-accounts-are-already-for-sale-on-hacking-forums/
https://www.zdnet.com/article/25-million-user-records-leak-online-from-popular-math-app-mathway/
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https://www.zdnet.com/article/25-million-user-records-leak-online-from-popular-math-app-mathway/
https://www.zdnet.com/video/cybersecurity-dark-web-filled-with-fake-guides-on-how-to-commit-fraud/
https://www.zdnet.com/article/bad-news-dark-web-sales-of-fraud-guides-are-booming-good-news-theyre-useless-fakes/
https://www.zdnet.com/article/bad-news-dark-web-sales-of-fraud-guides-are-booming-good-news-theyre-useless-fakes/
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https://thehackernews.com/2020/04/darknexus-iot-ddos-botnet.html
https://threatpost.com/government-vpn-servers-zero-day-attack/154472/
https://thehackernews.com/images/-6wbWq68eVBA/Xo2bCtTB_nI/AAAAAAAA2po/SSQlOjvoSSY_AB_mIq18Nd9ItUWt6yTSACLcBGAsYHQ/s728-e100/ddos-botnet.jpg
https://media.threatpost.com/wp-content/uploads/sites/103/2020/03/25105551/china-hack-apt41.jpg
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https://www.securityweek.com/credentials-4-million-quidd-users-found-dark-web
https://www.securityweek.com/attack-san-francisco-airport-linked-russian-hackers
https://nakedsecurity.sophos.com/2020/04/15/zoom-passwords-for-sale-on-the-dark-web-ten-a-penny-by-all-accounts/
https://www.bleepstatic.com/content/hl-images/2020/04/03/Zoom-3.jpg
https://lh3.googleusercontent.com/2B2Y4VqriOAMb7OJpyG6i3pGn460WPMGZsgyxz0EmHrmrMnK9mo6icpnZhAW-6cqojQ
https://d1t0xk6rn1avc6.cloudfront.net/wp-content/uploads/SFO-1.jpg

URAD PODPREDSEDU VLADY SR
| PRE INVESTICIE .

A INFORMATIZACIU

t NAKEFa2@dFr OAS gRI2S R2 DAGI dzodz 62f A dz7|

Na pou?Z iGiHallubbobwa z pltii €hie

kampan, ktora bol a vyt
aodcudzeni e prihlasovac
webstréanky, ktora napodc
stranku. Okrem k r a ddajov,
Gt oc¢nici aut omati cky S
repozitéarov, vratane je
spolupracovni kov. Po (s

Gdajov mbébze Utoc¢nik aut
Gctei esfTom zachovpni pa dper
powzi vatel zmeni svoje he

{ L2 f 2 6nfedRRA) W2 G ONRAEF gyAl LINAKEF &2 3 ONC

Po tom, ¢¢o pouzivatelia
andkupghzac¢t ov Nntendop b o ¢ nd
viac ako 160 tisic dddcstla
zneuzitia pbvodného pri
Ze Utocnici oelzZa@ij@intéNdd
- ® Net wor k | D) prihlasovac
Nlntendo uzivatel skych uactov. NN
Nintendo 3DS &onzoluWiiUINNI D j e mo:
s uc¢tom MiontzZzendd oa ako m
Tym mbéze Ut ocCnipkat ahb msykm t
(PayPal alebo platobnée
nakupyaeh.

" G28yOBINB2YAf Ho YA As yhesel digsdelhNy MehkiBzUd | é

Ut o&rviekr ej ni | pouliéwvlad ef
mi | i 6 n o Webkinz aMordonline hry pre deti,
ktora je spravovana k al
Spol o€nost ZDnet ziskal
pomocous | uzZby na moni t onraozwvi
»,Under t he Breacwhwel. koFB e
obsahoval 23823 1 9 par ov pouzi
ahesi el , pric¢om hesl a
al goritmu MD5 . Ut ocnik
databazy pompeotui &@LUt ol
nachadzajjadoam zsfaor mul ar o\
stranky.

TLR: White



https://www.bleepingcomputer.com/news/security/github-accounts-stolen-in-ongoing-phishing-attacks/
https://threatpost.com/nintendo-confirms-breach-of-160000-accounts/155110/
https://www.zdnet.com/article/hacker-leaks-23-million-usernames-and-passwords-from-webkinz-childrens-game/#ftag=RSSbaffb68
https://www.bleepstatic.com/content/hl-images/2019/05/03/GitHub.jpg
https://www.freevector.com/uploads/vector/preview/15843/FreeVector-Nintendo.jpg
https://zdnet2.cbsistatic.com/hub/i/2020/04/18/1049a036-6fd3-476d-9b86-adaa501a79fe/webkinz.jpg
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https://nakedsecurity.sophos.com/2020/04/06/hackers-forum-hacked-ogusers-database-dumped-again/
https://www.securityweek.com/collection-south-korean-us-payment-cards-emerges-underground-market
https://www.bleepingcomputer.com/news/security/267-million-facebook-profiles-sold-for-600-on-the-dark-web/
https://www.zdnet.com/article/email-provider-got-hacked-data-of-600000-users-now-sold-on-the-dark-web/#ftag=RSSbaffb68
https://www.google.com/url?sa=i&url=https://www.hackread.com/hackers-hacked-account-hijacking-forum-ogusers-pwned/&psig=AOvVaw1uDNsg3Xz8ora20gCHHoSR&ust=1591179447528000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCPi894D04ukCFQAAAAAdAAAAABAD
https://www.personalclasstravel.com/wp-content/uploads/2020/04/Cards.jpg
https://www.macitynet.it/wp-content/uploads/2020/04/emailit.jpg
https://techbox.dennikn.sk/wp-content/uploads/2018/03/Facebook-logo.jpg
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https://www.bleepingcomputer.com/news/security/discord-turned-into-an-account-stealer-by-updated-malware/?fbclid=IwAR3vtcztyU-VLylnQKZ405z3cWnS_eWh-5dgLCto7cn-1HeEntuHCstUt1o
https://www.zdnet.com/article/hackers-steal-25-million-worth-of-cryptocurrency-from-uniswap-and-lendf-me/#ftag=RSSbaffb68
https://www.bleepingcomputer.com/news/security/microsoft-emotet-took-down-a-network-by-overheating-all-computers/?fbclid=IwAR2d4L3ZAsa467SJSQrKJmp3roIWZvg8lPCrQPwBKUZubOFlj7362_1ZEW4
https://www.zdnet.com/article/german-government-might-have-lost-tens-of-millions-of-euros-in-covid-19-phishing-attack/#ftag=RSSbaffb68
https://www.securityweek.com/millions-digital-wallets-exposed-key-ring
https://www.securityweek.com/rigup-database-exposed-76000-files-us-energy-sector
https://threatpost.com/self-propagating-malware-docker-ports/154453/?fbclid=IwAR3oPhlL6Pugvzyl2lSk-YKFtyzEvY_OVfrmM-SKUP37-AsSMBnA94gSVgc
https://nakedsecurity.sophos.com/2020/04/22/gaming-company-targeted-by-chinese-winnti-hackers/
https://www.zdnet.com/article/sba-reveals-potential-data-breach-impacting-8000-emergency-business-loan-applicants/#ftag=RSSbaffb68
https://threatpost.com/spearphishing-campaign-exploits-covid-19-to-spread-lokibot-infostealer/154432/?fbclid=IwAR22kLqQtAru6yKohQMgXp4afZ2eq9vJyUvRw1d-rX_g3NIl3_E_8dIYGzk
https://www.securityweek.com/chegg-informs-employees-data-breach
https://www.securityweek.com/chegg-informs-employees-data-breach
https://www.bleepingcomputer.com/news/security/us-govt-hacker-used-stolen-ad-credentials-to-ransom-hospitals/
https://threatpost.com/data-leak-gdpr-advice-site/155199/
https://nakedsecurity.sophos.com/2020/04/17/us-offers-up-to-5m-reward-for-information-on-north-korean-hackers/
https://www.bleepingcomputer.com/news/security/clop-ransomware-leaks-execupharms-files-after-failed-ransom/
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https://threatpost.com/microsoft-sway-abused-office-365-phishing-attack/155366/
https://thehackernews.com/2020/04/android-banking-keylogger.html
https://thehackernews.com/2020/04/android-banking-keylogger.html
https://threatpost.com/millions-brute-force-attacks-rdp/155324/
https://www.zdnet.com/article/estonia-foreign-hackers-breached-local-email-provider-for-targeted-attacks/#ftag=RSSbaffb68
https://www.zdnet.com/article/estonia-foreign-hackers-breached-local-email-provider-for-targeted-attacks/#ftag=RSSbaffb68
https://threatpost.com/sophisticated-android-spyware-google-play/155202/
https://www.zdnet.com/article/israel-says-hackers-are-targeting-its-water-supply-and-treatment-utilities/#ftag=RSSbaffb68
https://threatpost.com/us-universities-adult-dating-spear-phishing-attack/155170/
https://threatpost.com/us-universities-adult-dating-spear-phishing-attack/155170/
https://threatpost.com/us-universities-adult-dating-spear-phishing-attack/155170/
https://threatpost.com/us-universities-adult-dating-spear-phishing-attack/155170/
https://www.zdnet.com/article/shade-troldesh-ransomware-shuts-down-and-releases-all-decryption-keys/#ftag=RSSbaffb68
https://www.bleepingcomputer.com/news/security/bazarbackdoor-trickbot-gang-s-new-stealthy-network-hacking-malware/
https://www.bleepingcomputer.com/news/security/bazarbackdoor-trickbot-gang-s-new-stealthy-network-hacking-malware/
https://www.bleepingcomputer.com/news/security/phishing-attacks-target-us-payroll-protection-program-loans/
https://threatpost.com/apple-text-bomb-crashes-iphones-message-notifications/155144/
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https://www.bleepingcomputer.com/news/security/phishing-uses-lay-off-zoom-meeting-alerts-to-steal-credentials/
https://www.zdnet.com/article/nso-lawsuit-facebook-links-hundreds-of-whatsapp-attacks-to-one-ip-address/#ftag=RSSbaffb68
https://www.securityweek.com/victorygate-botnet-infected-35000-devices-usb-drives
https://www.securityweek.com/victorygate-botnet-infected-35000-devices-usb-drives
https://www.securityweek.com/victorygate-botnet-infected-35000-devices-usb-drives
https://www.bleepingcomputer.com/news/security/phishing-spoofs-us-federal-reserve-to-steal-online-bank-accounts/
https://www.bleepingcomputer.com/news/security/phishing-spoofs-us-federal-reserve-to-steal-online-bank-accounts/
https://www.bleepingcomputer.com/news/security/phishing-spoofs-us-federal-reserve-to-steal-online-bank-accounts/
https://nakedsecurity.sophos.com/2020/04/24/shadow-broker-leaked-nsa-files-point-to-unknown-apt-group/
https://nakedsecurity.sophos.com/2020/04/24/shadow-broker-leaked-nsa-files-point-to-unknown-apt-group/
https://nakedsecurity.sophos.com/2020/04/24/shadow-broker-leaked-nsa-files-point-to-unknown-apt-group/
https://threatpost.com/who-cdc-and-bill-and-melinda-gates-foundation-victims-of-credential-dump-report/155081/
https://thehackernews.com/2020/04/bec-scam-wire-transfer-money.html
https://thehackernews.com/2020/04/bec-scam-wire-transfer-money.html
https://www.bleepingcomputer.com/news/security/valve-reassures-gamers-after-cs-go-and-team-fortress-2-leaks/
https://www.bleepingcomputer.com/news/security/revive-ad-servers-being-hacked-to-distribute-malicious-ads/
https://thehackernews.com/2020/04/iphone-zero-day-exploit.html
https://www.bleepingcomputer.com/news/security/doppelpaymer-ransomware-hits-los-angeles-county-city-leaks-files/
https://www.bleepingcomputer.com/news/security/doppelpaymer-ransomware-hits-los-angeles-county-city-leaks-files/
https://www.securityweek.com/oil-and-gas-companies-targeted-agent-tesla-malware
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https://www.bleepingcomputer.com/news/security/it-services-giant-cognizant-suffers-maze-ransomware-cyber-attack/
https://www.bleepingcomputer.com/news/security/it-services-giant-cognizant-suffers-maze-ransomware-cyber-attack/
https://nakedsecurity.sophos.com/2020/04/20/new-sextortion-scam-high-level-of-risk-your-account-has-been-hacked/
https://www.securityweek.com/hackers-targeting-azerbaijan-show-interest-scada-systems
https://www.zdnet.com/article/wappalyzer-discloses-security-breach-after-hacker-starts-emailing-users/#ftag=RSSbaffb68
https://threatpost.com/malicious-google-web-extensions-cryptowallet/154832/
https://nakedsecurity.sophos.com/2020/04/15/wordpress-woocommerce-sites-targeted-by-card-skimming-attacks/
https://www.bleepingcomputer.com/news/security/ragnarlocker-ransomware-hits-edp-energy-giant-asks-for-10m/
https://www.bleepingcomputer.com/news/security/new-wiper-malware-impersonates-security-researchers-as-prank/
https://www.bleepingcomputer.com/news/security/new-wiper-malware-impersonates-security-researchers-as-prank/
https://threatpost.com/fake-fingerprints-bypass-scanners-3d-printing/154535/
https://www.bleepingcomputer.com/news/security/travelex-reportedly-paid-23-million-ransom-to-restore-operations/
https://www.bleepingcomputer.com/news/security/drug-testing-firm-sends-data-breach-alerts-after-ransomware-attack/
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https://www.bleepingcomputer.com/news/security/scammers-target-australians-financially-affected-by-pandemic/
https://www.bleepingcomputer.com/news/security/scammers-target-australians-financially-affected-by-pandemic/
https://www.zdnet.com/article/limerat-malware-is-being-spread-through-velvetsweatshop-excel-encryption-technique/#ftag=RSSbaffb68
https://www.zdnet.com/article/russian-telco-hijacks-internet-traffic-for-google-aws-cloudflare-and-others/#ftag=RSSbaffb68
https://thehackernews.com/2020/04/how-to-remove-xhelper-malware.html
https://www.securityweek.com/twitter-tells-users-firefox-possibly-exposed-personal-information?fbclid=IwAR3VZ1-nXIyAy0H-ecK9o5rqy26UZ3ZXh_Y52nMxCaLXZ0HC0BwbFLnISXk
https://www.securityweek.com/vollgar-campaign-targets-ms-sql-servers-backdoors-crypto-miners?fbclid=IwAR3cdynr7p_VNcorhPfh5wbZe_y0Is-2rWaIXSYiCPjvkaNIjtZbFCY8ZJ4
https://www.zdnet.com/article/a-hacker-has-wiped-defaced-more-than-15000-elasticsearch-servers/?fbclid=IwAR1Rkpt3xjUvS9wkV3rE9xqcA06cfhde2crVkpbWjN5zXVv5fas-FokNfIE#ftag=RSSbaffb68
https://threatpost.com/spearphishing-campaign-exploits-covid-19-to-spread-lokibot-infostealer/154432/?fbclid=IwAR3dj0pZ5dF3KXbzwYgcfr6zWXzLfX-0GM2kG_MakFRu4CCjPCS55HykzAE
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Zavainé zranitelnosti beznych softvérovych produktov
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https://www.centralpoint.nl/softwarelicenties-upgrades/cisco/ac-pls-p-25-s-art-ac-pls-p-25-s-num-8397061/
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=327&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=330&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=328&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=331&type=1
https://touchit.sk/wp-content/uploads/2018/02/vmware_nowat.jpg
https://www.pngitem.com/pimgs/m/38-387677_git-logo-hd-png-download.png
https://its.unc.edu/files/2018/08/Zoom-featured.png
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https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=336&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=335&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=334&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=334&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=333&type=1
https://cdn.webnoviny.sk/sites/32/2017/03/ibm-logo-1.jpg
https://www.nicepng.com/png/detail/86-867355_autodesk-logo-graphic-design.png
https://iotsecuritynews.com/wp-content/uploads/2019/02/download.png
https://www.beyaz.net/files/elfinder/brand_logo/modeller/fortimail_logo.png
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https://www.centralpoint.nl/softwarelicenties-upgrades/cisco/ac-pls-p-25-s-art-ac-pls-p-25-s-num-8397061/
https://seekvectorlogo.com/wp-content/uploads/2017/12/vmware-vector-logo.png
https://www.google.com/url?sa=i&url=https://sk.m.wikipedia.org/wiki/S%C3%BAbor:Intel-logo.svg&psig=AOvVaw0q_lGGSkiH2iY0BHOc5U5S&ust=1584606916458000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCPDJ6cHPo-gCFQAAAAAdAAAAABA5
https://www.pdfa.org/wp-content/uploads/2018/11/foxit_logo_new-wpv_1024x.jpg
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Cisco loT Field Network Director €QE03162 Soft
pl atf or ma |l oT Field Networ
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CSI RT. S&u vveyrdegjviau j e npar eshviiiegkgecizkr satn i dbmekzenadshto s of t vér o
vybavenia na mes anfamsd je dooavzned. preoddrudk tsya o

1. Operac¢né systémy Microsoft Wi ndows
2. Kancel d&rske baliky Microsoft Office a Office
3. I nternetové prehliadace

Microsoft Internet Explorer
Microsoft Edge
Mozilla Firefox
Google Chrome
4. Adobe Flash Playekcrobat a Reader
5. Frameworky
Microsoft .NET Framework

OracleJava

6. I né tohtomesacné zavazné zranitelnosti
Zeroday zranitelnost aplikacie Zoom pre Window:
Cisco opravilo kritické zranitelnosti vo Vviac
Zdvazné zranitelnosti produktov I ntel
VMWar e opravil kritickd deer aznaivtaezlnnéo svto woR e\aC g nzt
Na platforme Girti thalkaa @dsatnri @ red még sk
Styrdayerzoanitelnosti produktu | BM Data Risk
Vkni znici Autodesk FBX bolii opravené zavazizné
Chyba OpemBjSd sumbsgobi t nedostupnost sl uZzby
Obideni e aut ent iFortiMoiéeEnteeprise 0 Forti Mai |l a

Foxit Reader, PhantomPDFda p | n o k U3DBrowser obsahuja z
zranitelnosti

https://www.csirt.gov.sk/aktualnezd7.html?id=214
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https://www.csirt.gov.sk/aktualne-7d7.html?id=214

