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Publikum



Publikum

Å2ƻ ǎƛ ǇǊŜŘǎǘŀǾǳƧŜǘŜ ǇƻŘ ΦΦΦ

üBŜȊǇŜőƴƻǎǘƴłǳŘŀƭƻǎǙ

üBezpeőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ

ü{ǇǊłǾŀōŜȊǇŜőƴƻǎǘƴȇŎƘincidentov



Publikum

ÅYǘƻ ǎǇǊŀǾǳƧŜ ±ŀǑǳ ƛƴŦǊŀǑǘǊǳƪǘǵǊǳ, ŀǇƭƛƪłŎƛŜΣ ǎŜǊǾŜǊȅΣ ΦΦΦΚ

ÅYƻƘƻ ȊŀǾƻƭłǘŜΣ ƪŜř ƴŀǎǘŀƴŜ ǇǊƻōƭŞƳ ŀ ǘǊŜōŀ Ƙƻ ǊƛŜǑƛǙΚ

ÅKtou ±łǎ ǎƭŜŘǳƧŜ ǾȇǾƻƧ ŀ ǎǘŀǾ ƛƴŎƛŘŜƴǘǳΚ

ÅtǊƛƧƝƳŀǘŜ ƻǇŀǘǊŜƴƛŀ Ǿƻőƛ ǾȊƴƛƪǳ ƛƴŎƛŘŜƴǘǳΚ
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.ŜȊǇŜőƴƻǎǙ
ÅUŘŀƭƻǎǙvs. Incident

Å.ŜȊǇŜőƴƻǎǘƴł ǳŘŀƭƻǎǙ
ü½łȊƴŀƳ Ȋ ōŜȊǇŜőƴƻǎǘƴŞƘƻ ȊŀǊƛŀŘŜƴƛŀ

üLog z FW, IDS, IPS, ....

Å.ŜȊǇŜőƴƻǎǘƴȇ ƛƴŎƛŘŜƴǘ
ü ±ȅƘƻŘƴƻǘŜƴƛŜ ōŜȊǇŜőƴƻǎǘƴŜƧ ǳŘŀƭƻǎǘƛ ƴŀ ȊłƪƭŀŘŜ ōŜȊǇŜőƴƻǎǘƴŜƧ 
Ǉƻƭƛǘƛƪȅ ǇǊƛƧŀǘŜƧ Ǿ ƻǊƎŀƴƛȊłŎƛƝ

ü ¦ŘŀƭƻǎǙΣ ƪǘƻǊł ōŜȊǇǊƻǎǘǊŜŘƴŜ ƻƘǊƻȊƛƭŀ ŀƪǘƝǾǳƳ ŀƭŜōƻ őƛƴƴƻǎǙ 
ƻǊƎŀƴƛȊłŎƛŜ



.ŜȊǇŜőƴƻǎǙ
Å2ƻ ǊƛŜǑƛ ǎǇǊłǾŎŀ ǎȅǎǘŞƳƻǾ



.ŜȊǇŜőƴƻǎǙ

Å2ƻ ǊƛŜǑƛ ōŜȊǇŜőƴƻǎǘƴȇ ƳŀƴŀȌŞǊΥ

Å.ŜȊǇŜőƴƻǎǙ ƻǊƎŀƴƛȊłŎƛŜ ŀ ŘƻŘǊȌƛŀǾŀƴƛŜ best
practicesȊ ƻōƭŀǎǘƛ όƛƴŦƻǊƳŀőƴŜƧύ ōŜȊǇŜőƴƻǎǘƛ



.ŜȊǇŜőƴƻǎǙ
Å2ƻ ǊƛŜǑƛ All in One:
Å ±ǑŜǘƪƻ ŀ ƴƛő ȊłǊƻǾŜƶ

Å tǊƻǘƛŎƘƻŘƴŞ ǇƻȌƛŀŘŀǾƪȅ



.ŜȊǇŜőƴƻǎǙ
Å.ŜȊǇŜőƴƻǎǘƴł Ǉƻƭƛǘƛƪŀ

IƭłǎŜƴƛŜ

¦ŘŀƭƻǎǙ

Incident

Hrozba

½ǊŀƴƛǘŜƯƴƻǎǙVarovanie

.ŜȊǇŜőƴƻǎǘƴł Ǉƻƭƛǘƛƪŀ

Opatrenia



LLΦ 2ŀǎǙ ς±ȅōǊŀƴŞ ōŜȊǇŜőƴƻǎǘƴŞ 
hrozby
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±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bot

Å Bruteforce

Å Data Crawling

Å DDoS

Å Defacement

Å Pharming

Å Phishing

Å Ransomware

Å Reconnaissance

Å SPAM

Å Users



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bot

ü 5ŜŦƛƴƝŎƛŀ
Å LƴǘŜǊƴŜǘƻǾȇ Ǌƻōƻǘ όbotύ ƧŜ ǇƻőƝǘŀőƻǾȇ ǇǊƻƎǊŀƳΣ ƪǘƻǊȇ ǇǊŜ ǎǾƻƧƘƻ 
ƳŀƧƛǘŜƯŀ ƻǇŀƪƻǾŀƴŜ ǾȅƪƻƴłǾŀ ƴŜƧŀƪǵ Ǌǳǘƛƴƴǵ őƛƴƴƻǎǙ - obvykle 
ƻŘƻǎƛŜƭŀ ŀ ǎǇǊŀŎƻǾłǾŀ ǇƻȌƛŀŘŀǾƪȅ ƴŀ ǎƭǳȌōȅ ǾȊŘƛŀƭŜƴȇŎƘ ǎŜǊǾŜǊƻǾ

Å Botnet

Å Botherder

Å C&C servery

Å Zombie



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Botnet-tƻǳȌƛǘƛŜ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Botnet

ü ¿ƛǾƻǘƴȇ Ŏȅƪƭǳǎ
1. BotherderςƪƻƴŦƛƎǳǊłŎƛŀ bota

ü C&C server

ü Ҍ ŎƛŜƭŜΣ ǎǇƾǎƻō ǵǘƻƪǳ ƴŀ ƻǎǘŀǘƴŞ ǇƻőƝǘŀőŜΣ ΦΦΦ

2. wŜƎƛǎǘǊłŎƛŀ ŘȅƴŀƳƛŎƪŞƘƻ 5b{ ȊłȊƴŀƳǳ

3. wŜƎƛǎǘǊłŎƛŀ ǎǘŀǘƛŎƪŜƧ Lt ŀŘǊŜǎȅ

4. wƻȊǑƝǊŜƴƛŜ ǇǊǾŜƧ ŘłǾƪȅ botov

5. BotiǾȅƪƻƴłǾŀƧǵ ǎǾƻƧǳ őƛƴƴƻǎǙ ŀ ǑƝǊƛ ǎŀ

6. YƻƳǳƴƛƪłŎƛŀ ǎ /&C+

7. Prenechanie botovǾ ǇǊƻǎǇŜŎƘ ƛƴŞƘƻ botnetu



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Botnet

ü 5ǊǳƘȅ ǵǘƻƪƻǾ όǇǊƝƪƭŀŘȅύ
1. Denialof Service

2. AdwareςǊŜƪƭŀƳŀ ǇƻŘƘŀŘȊƻǾŀƴł ƻōŜǘƛ ǵǘƻőƴƝƪƻƳ όbannery)

3. Spyware

4. Spam

5. αtƭŀǘŜƴŞ ƪƭƛƪŀƴƛŜά



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bruteforce

ü 5ŜŦƛƴƝŎƛŀ
Å ¨ǘƻƪ ƘǊǳōƻǳ ǎƛƭƻǳ ƧŜ ǎȅǎǘŜƳŀǘƛŎƪŞ ǘŜǎǘƻǾŀƴƛŜ ǾǑŜǘƪȇŎƘ ƳƻȌƴȇŎƘ 
ƪƻƳōƛƴłŎƛƝ ŀƭŜōƻ ƻōƳŜŘȊŜƴŜƧ ǇƻŘƳƴƻȌƛƴȅ ǾǑŜǘƪȇŎƘ ƪƻƳōƛƴłŎƛƝ

Å ½ƭƻȌƛǘƻǎǙ Ґ ǇƻőŜǘ ǾǑŜǘƪȇŎƘ ƪƻƳōƛƴłŎƛƝ

Å Meno a heslo

Å Hashhesla

ü Hardware
Å CPU

Å GPU



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bruteforce

ü Software
Å {ƭƻǾƴƝƪƻǾȇ ǵǘƻƪ

Å Rainbow Tables

abcdefgh ad5rtH R1 crypto vt#85H R2 linux

password ju4rklH R1 desktop abnjnH R2 notepad

xerox mut3lH R1 table h7u3jH R2 root



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bruteforce
ü hōŜǙ ςWeb Server



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Bruteforce
ü ¨ǘƻőƴƝƪ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å DataCrawling

ü 5ŜŦƛƴƝŎƛŀ
Å Web crawlerƧŜ ƛƴǘŜǊƴŜǘƻǾȇ botΣ ƪǘƻǊȇ ǎȅǎǘŜƳŀǘƛŎƪȅ ǇǊŜƘƯŀŘłǾŀ 

WorldWide²ŜōΣ ȊǾŅőǑŀ Ȋŀ ǵőŜƭƻƳ ƛƴŘŜȄłŎƛŜ

Å tǊŜȊŜǊŀƧǵ I¢a[ ƪƽŘ ƪǾƾƭƛ hyperlinkomς> Web Scraping

ü tƻǳȌƛǘƛŜ
Å Web searchenginesςƛƴŘŜȄłŎƛŀ ŀ ƴłǎƭŜŘƴł ŀƪǘǳŀƭƛȊłŎƛŀ 
ǿŜōƻǾŞƘƻ ƻōǎŀƘǳ

ü tǊƝƪƭŀŘȅ
Å Bingbot, Googlebot, Yahoo! Slurp

Å Swiftbot, WebFountain, WebCrawler, WWW Worm

Å HTTrack, ScrapyΣ Χ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å (Distributed) Denialof Serviceǵǘƻƪ

ü 5ŜŦƛƴƝŎƛŀ
Å Jeto technikaǵǘƻƪǳnaƛƴǘŜǊƴŜǘƻǾŞǎƭǳȌōȅaleboǎǘǊłƴƪȅΣpri

ktorej ŘƻŎƘłŘȊŀk zahlteniuǇƻȌƛŀŘŀǾƪŀƳƛa k ǇłŘǳalebo
ŀǎǇƻƶkƴŜŦǳƴƪőƴƻǎǘƛa nedostupnostipreǇƻǳȌƝǾŀǘŜƯƻǾ

ü tǊƝƪƭŀŘȅ
Å Smurf ǵǘƻƪ(ICMP Echo ǵǘƻƪ)

Å Ping-flood

Å SYN flood

Å Tiny Fragment ǵǘƻƪ

Å Teardrop ǵǘƻƪ

Å Overlapping Fragment ǵǘƻƪ

Å Unnamed ǵǘƻƪ

Å Peer-to-peer ǵǘƻƪ

Å Reflected/Spoofed ǵǘƻƪ

Å DNS Amplification ǵǘƻƪ

Å NTP Amplification ǵǘƻƪ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Distributed Denialof Serviceǵǘƻƪ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement

ü 5ŜŦƛƴƝŎƛŀ
Å WŜ ǘƻ ǵǘƻƪ ƴŀ ǿŜōƻǾǵ ǎǘǊłƴƪǳ ǎ ŎƛŜƯƻƳ ȊƳŜƴƛǙ ƧŜƧ ǾȊƘƯŀŘ 

ü aŜǘƽŘȅ
Å SQL injectionςŀŘƳƛƴƛǎǘǊłǘƻǊǎƪŞ ƻǇǊłǾƴŜƴƛŀ

Å C¢t ǇǊƝǎǘǳǇ

ü 5ƾǾƻŘȅ
Å błōƻȌŜƴǎƪŞ

Å tƻƭƛǘƛŎƪŞ

Å tƻǑƪƻŘŜƴƛŜ ŘƻōǊŞƘƻ ƳŜƴŀ

Å ±ƭŀǎǘƴł ǇǊŜȊŜƴǘłŎƛŀ

Å ~ƝǊŜƴƛŜ ǇƻǇƭŀǑƴŜƧ ǎǇǊłǾȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Defacement
ü tǊƝƪƭŀŘȅ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Pharming

ü 5ŜŦƛƴƝŎƛŀ
Å tƻŘǾƻŘƴł ǘŜŎƘƴƛƪŀ ƴŀ ȊƝǎƪŀƴƛŜ ŎƛǘƭƛǾȇŎƘ ǵŘŀƧƻǾ

ü Technika
Å bŀǇŀŘƴǳǘƛŜ 5b{ ŀ ǇǊŜǇƝǎŀƴƛŜ Lt ŀŘǊŜǎȅ

ü 5ƾǎƭŜŘƻƪ
Å tǊŜǎƳŜǊƻǾŀƴƛŜ ƴŀ ŦŀƭƻǑƴŞ ǎǘǊłƴƪȅ Ǉƻ ƴŀǇƝǎŀƴƝ ¦w[ ŀŘǊŜǎȅ 
Ǿ ǇǊŜƘƭƛŀŘŀőƛ

Å {ǵōƻǊ hosts



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Pharming



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Phishing

ü 5ŜŦƛƴƝŎƛŀ
Å tƻŘǾƻŘƴł ǘŜŎƘƴƛƪŀ ƴŀ ȊƝǎƪŀƴƛŜ ŎƛǘƭƛǾȇŎƘ ǵŘŀƧƻǾ ǇƻƳƻŎƻǳ 
ƴŀǇǊΦ ǎƻŎƛłƭƴŜƘƻ ƛƴȌƛƴƛŜǊǎǘǾŀΦ

ü Techniky
Å aŀƴƛǇǳƭłŎƛŀ ǎ ¦w[ linkom

ü {ǇƻƻŦƻǾŀƴłǿŜō ǎǘǊłƴƪŀ

ü ±ȅǳȌƝǾŀƴƛŜ ǇƻŘŘƻƳŞƴ

ü tǊŜƪƭŜǇȅ ŀ ǎƪǊŜǎƯƻǾŀƴƛŜ ƻŘƪŀȊƻǾ

Å {ƪǊŀŎƻǾŀƴƛŜ ŘƻƳŞƴ

ü Twitter, FB, Google+

Å Filter evasion

ü Namiesto urlƭƛƴƪǳ ƛōŀ ƻōǊłȊƻƪ



Å Phishing

ü Techniky
Å WebsiteforgeryόǇƻŘǾǊƘƴǳǘƛŜ ǎǘǊłƴƻƪύ

ü JavaScript prekryje addressbar

Å hōǊłȊƻƪ legit. adresy

ü Cross-sitescripting

Å PayPal2006

ü MitM PhishingKitς2007

ü Phlashing

Å Flash-basedǿŜō ǎǘǊłƴƪȅ

Å ¢ŜȄǘ Ǿ ƳǳƭǘƛƳŜŘƛłƭƴȅŎƘ ƻōƧŜƪǘƻŎƘ

Å Voicephishing(Vishing) alebo Phonephishing

±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Phishing

ü Techniky 
Å ! ƛƴŞΥ

ü Popupƻƪƴƻ ǎ ǇǊƛƘƭŀǎƻǾŀƴƝƳ ǎŀ

ü Tabnabbing

Å ¨ǘƻƪ ƴŀ ȊłƭƻȌƪȅ Ǿ ǇǊŜƘƭƛŀŘŀőƛ

Å ¢ƛŎƘŞ ǇǊŜǎƳŜǊƻǾŀƴƛŜ ƴŀ ŦŀƭƻǑƴǵ ǿŜō ǎǘǊłƴƪǳ

ü Eviltwin (Wirelesssiete)

Å CŀƭƻǑƴł WirelessǎƛŜǙ

Å {ƴŀƘŀ ƻ ƻŘŎƘȅǘŜƴƛŜ ŘƾǾŜǊƴȇŎƘ ǵŘŀƧƻǾ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Phishing

ü 5ŜŦƛƴƝŎƛŀ
Å tƻŘǾƻŘƴł ǘŜŎƘƴƛƪŀ ƴŀ ȊƝǎƪŀƴƛŜ ŎƛǘƭƛǾȇŎƘ ǵŘŀƧƻǾ ǇƻƳƻŎƻǳ 
ƴŀǇǊΦ ǎƻŎƛłƭƴŜƘƻ ƛƴȌƛƴƛŜǊǎǘǾŀ

ü Druhy phishingu
Å Phishing

Å Spearphishing

Å Clone phishing

Å WhalingςHighprogiletargets

Å RougeWiFi(MitM)

Å Vishing

Å Phlashing



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Ransomware

ü 5ŜŦƛƴƝŎƛŀ
Å 5ǊǳƘ ǑƪƻŘƭƛǾŞƘƻ ƪƽŘǳ όmalwareύΣ ƪǘƻǊȇ ōǊłƴƛ Ǿ ǇƻǳȌƝǾŀƴƝ 
ƛƴŦƛƪƻǾŀƴŞƘƻ ǇƻőƝǘŀőŀΦ ±ȅȌŀŘǳƧŜ ȊŀǇƭŀǘŜƴƛŜ ǾȇƪǳǇƴŞƘƻ όransom) 
Ȋŀ ƻŘōƭƻƪƻǾŀƴƛŜ ǇƻőƝǘŀőŀ

ü 2ƛƴƴƻǎǙ
Å ~ƝǊƛ ǎŀ ŀƪƻ trojanΣ ǊŜǎǇΦ őŜǊǾΣ ŎŜȊ ǎǘƛŀƘƴǳǘȇ ŀ ǎǇǳǎǘŜƴȇ ǎǵōƻǊ ŀƭŜōƻ 
ŎŜȊ ŎƘȅōǳ Ǿ ȊŀōŜȊǇŜőŜƴƝ ǎȅǎǘŞƳǳ όbrowser, OS, ...)

ü ±ŜǊȊƛŜ ǎǇǊłǾŀƴƛŀ ǎŀ
Å Zamknutie PC

ü Windows Shell

ü Masterboot record

ü ½ƳŜƴŀ ŘƛǎƪƻǾŞƘƻ ƻŘŘƛŜƭǳ

Å ~ƛŦǊƻǾŀƴƛŜ ƭƻƪłƭƴŜƘƻ Řƛǎƪǳ

Å ~ƛŦǊƻǾŀƴƛŜ ǾǑŜǘƪȇŎƘ ŀƧ ǎƛŜǙƻǾȇŎƘ ŘƛǎƪƻǾ



±ȅōǊŀƴŞōŜȊǇŜőƴƻǎǘƴŞhrozby

Å Ransomware


