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LNK File Forensics

Co sa skryva za priponou .LNK

So suborovym typom .Ink sa stretdva kazdy pouzivatel OS Windows na dennej baze. Najznamejsim
zastupcom LNK suborov st odkazy — shortcuts, ktoré slizia na rychly pristup k najpouzivanejsim
programom, suborom ¢i lokalitdm. Takéto odkazy bud vytvarame rucne, alebo sa generuju pri instalacii
programu. LNK subory, oficidlne Windows Shortcut Files, vSak vznikaju pri mnohych inych udalostiach

a akciach v systéme, spravidla transparentne. Niektoré zo situdcii, pri ktorych vznikne LNK file, popiSeme
v tomto ¢lanku.

Windows Shortcut Files sU v podstate metadatovymi sibormi, Specifickymi pre platformu Windows.
Interpretuje ich Windows Shell. Preto sa tieto aj dalSie Specifické struktury s formatom podobnym LNK
suborom oznacuju ako tzv. Shell Items.

LNK subory st identifikovatelné na zaklade magic number 0x4C (4C 00 00 00) na ich zaciatku. Dal$im
rozliSovacim znakom je GUID (CLSID) 00021401-0000-0000-c000-000000000046, ktory mozno najst na
offsete 4 (bajty).

Kde ich hladat?
%userprofile%\AppData\Roaming\Microsoft\Windows\Recent

& = Shortcut Tools  Recent Items — O X
Home Share View Manage o
« v P 29 « Users » > AppData » Roaming > Microsoft » Windows > Recent Items v T | Search Recent ltems el

~
~ Name Date modified Type Size "
@& OneDrive Clanky 5/1/2019 8:38 AM Shortcut 1KB
i i LNK File Forensics 5/1/2019 8:38 AM Shortcut 1KB
2 This PC
m Desktop Ciamna0 000 ans Clcte 1KB
s 3D Objects Location: LNK File Forensics (C:\Users Desktop\Clanky)
m Desktop ST S50 7T TTOoTTCUT 1KB
m Desktop v B2 1100-2019 5/1/2019 8:31 AM Shortcut 1KB o
.
-Obrdzok 1- Recent Items

%userprofile%\AppData\Roaming\Microsoft\Office\Recent

Forenzny vyznam

Tak ako mnohé iné forenzne vyznamné artefakty OS, aj LNK stbory sliZia na optimalizaciu prace
pouzivatela so systémom. Urychluju pristup k programom a lokalitdm. OS tieZz uchovava informdacie o
naposledy otvorenych siboroch — prave vo forme LNK stborov — aby ich vedel pouzZivatelovi opét rychlo
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spristupnit pri nasledujucej relacii. Preto napriklad textovy editor, programy MS Office ¢i prehravace
zvuku pri otvoreni umoziuju vyber z poslednych spractivanych suborov.

Aby bola tato funkcionalita mozna, Windows automaticky generuje LNK subory pri kazdom otvoreni
suboru. V skutoénosti su vytvorené 2, resp. az 3 LNK subory: jeden pre subor samotny, jeden pre
adresar, v ktorom sa subor nachadza, a, od operac¢ného systému Windows 10, vznikne treti LNK file s
datami o prarodi¢ovskom adresari suboru. Od OS Windows 10 takisto plati, Ze LNK file vznika uz pri
vytvoreni nového stiboru na disku, a Ze pripona originalneho stboru je si€astou ndzvu LNK stboru.

Tieto subory su uloZzené v pouZivatelskom adresari ,,Recent Documents”, ku ktorému existuje skratka vo
Windows Exploreri: pri otvoreni nového okna mézete vidiet ,, Quick Access”, zoznam ,Recent files” a
,Frequent folders”. Skuto¢nou lokalitou, kde mozno stbory najst, je adresar
%userprofile%\AppData\Roaming\Microsoft\Windows\Recent. Jeho kapacita je 149 LNK stborov.

Informacie o siboroch naposledy otvorenych/editovanych programami MS Office mozno najst v LNK
suboroch v osobitnej lokalite %userprofile%\AppData\Roaming\Microsoft\Office\Recent.

Z forenzného hladiska vieme z existujucich LNK stborov zistit:

e MACB ¢asové peciatky stiboru, na ktory LNK subor ukazuje. MdZeme ich interpretovat
nasledovne:

o Creation Date = ¢as, kedy bol cielovy subor 1.krat otvoreny, pretoze vtedy sa LNK subor
vytvara

o Last Modification Date = Cas, kedy bol target naposledy otvoreny, pretoze LNK subor sa
aktualizuje pri kazdom dvojkliku na subor, ktory popisuje

o Aj ak bol sibor zmazany, LNK file bude nadalej existovat

* Informdacie o pamétovej jednotke (volume), na ktorej bol stbor zapisany (nazov, typ, sériové
Cislo).

* Na akom type zariadenia bol sibor zapisany — na pevnom &i vymenitefnom disku, alebo na
siefovom umiestneni.

* PoOvodnu cesta k suboru — relativna i absolutna.
*  MAC adresu zariadenia, odkial ciefovy stibor pochadza (nie vzdy).

Pozndamka: v dokumente budeme stbor, o ktorom obsahuje LNK stbor informacie, oznacovat ako
cielovy (Target File) sibor. Zdrojovym siborom (Source File) budeme rozumiet konkrétny LNK stbor.

Ako ziskat .LNK subory z analyzovaného zariadenia
Na ziskanie suborov z beZiaceho systému alebo z pripojeného image disku je mozné pouzit napriklad
nastroj FTK Imager. Z namountovaného disku vieme pomocou vytvorenia wildcard vzoru *.Ink ziskat
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C) CSIRT.SK

vsetky subory s priponou .LNK z analyzovaného pamatového zariadenia a pridat ich na tzv. Custom
Content Image. Alternativne mozno exportovat LNK stibory priamo z lokality, kde su uloZzené.

Q] Ac 8 O X

File View Mode Help

aasoaGHHBas-mp 4 O0BO[=ER 2 .

Fvidence Tree * | File List %
5 Spelling ~  Name Size | Type Date Mo... ~
gf’ﬁt‘?m()ertmcates CustomDestin... 1 Directory  5/3/2019..

-3 Windows AutomaticDes... 1 Directory  3/28/201...
-3 AccountPicture | $130 96 NTFS Ind... 5/3/2019...
-2 CloudStore = pics.Ink 1 Regular F... 5/3/2019...
-3 Libraries ! CJLExplortAllF... 1 Regular F... 5/3/2019..

S Network Shortc— 1 )1 Jnk 1 Regular F.. 5/3/2019..
&I PowerShell .
© Printer Shortcu #'LNK File Foren... 1 Regular F... 5/3/2019... v
= Recent 00/30 00 00 00 01 00 00 00-00 10 00 00 Ol 00 00 00[0
- Aulomalict (1016 90 00 25 50 0 008 10 50 00 9 00 0000 oo
-2 CustomDe: 30{0€ 00 00 00 00 00 00 00—
-2 SendTo
@12 Start Menu v
< >
Wild Card Options X

Custom Content Sources

Evidence:File System|Path|... | Options |*-|"k

E = .

Wildcard, Consider Case,In Wildearding Options
[ Ignore Case
[+ Include Subdirectories
[ Match All Occurrences
OK Cancel
< >
New Bemove‘ Remove AII‘ Create Image|
Custom Conte... | | Cursor pos = 0
For User Guide, press F1
Obrdzok 2 - Vytvorenie WildCard v FTK Imageri
© AccessData FTK Imager 3.1.1.8 - O X

File View Mode Help
®H e g ddE s m [ 4 OE D[RR T

0 Speling A~ Name Size| Type Date Mo... ~
""" g oysiomCeniioal®s ¥ custombestin.. 1 Directory  5/3/2019...
52 Windows AutomaticDes... 1 Directory  3/28/201...
12 AccountPicture 14130 96 NTFS Ind.. 5/3/2019...
12 CloudStore = pics.Ink 1 Regular F... 5/3/2019...
-+ Libraries = CILExplortAllF... 1 Regular F.. 5/3/2019..
5 Nebwork Shorte— 1\ 1 Ik 1 Regular F.. 5/3/2019..
&5 PowerShell i
. Printer Shorteu - LNK File Foren... 1 Regular F... 5/3/2019.. v
B @I“ : 00 01 00 00 000
10 Export Files... ‘ 33 3; ;3 gg 33 (S
En. Export File Hash List...
w1 B Export Logical Image (AD1)...

< @ Add to Custom Content Image (AD1)

Custom Content Sources * 1

Obradzok 3 - Export suborov z FTK Imagera
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Ako analyzovat .LNK subory
Existuje viacero nastrojov, pomocou ktorych dokazeme LNK stbory analyzovat.

KedZe ide o metadatové subory, mbzeme ich na zaciatok preskimat napriklad pomocou nastroja
Exiftool:

Obrdzok 4 - LNK subor a Exiftool

Vo vystupe vidime informdcie o umiestneni siboru na disku, nie vSak vSetky informdcie. Pouzijeme preto
dalsi nastroj - LECmd, alebo LinkfileExplorer vo verzii pre prikazovy riadok.

C:\Forensic Program Files\Zimmerman>LECmd.exe -f
C:\Users\XXX\AppData\Roaming\Microsoft\Windows\Recent\pestudio.zip.lnk
LECmd version 1.1.0.3

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

Command line: -f
C:\Users\XXX\AppData\Roaming\Microsoft\Windows\Recent\pestudio.zip.lnk

Processing
'C:\Users\XXX\AppData\Roaming\Microsoft\Windows\Recent\pestudio.zip.lnk"'

Source file:
C:\Users\XXX\AppData\Roaming\Microsoft\Windows\Recent\pestudio.zip.lnk
Source created: 2019-04-08 14:58:09
Source modified: 2019-04-08 14:58:09
Source accessed: 2019-05-02 14:43:22

--- Header ---
Target created: 2019-04-08 14:19:09
Target modified: 2019-04-08 14:19:10
Target accessed: 2019-04-08 14:58:09
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File size: 937,581

Flags: HasTargetIdList, HasLinkInfo, HasRelativePath, IsUnicode,
DisablekKnownFolderTracking

File attributes: FileAttributeArchive

Icon index: ©

Show window: SwNormal (Activates and displays the window. The window is
restored to its original size and position if the window is minimized or
maximized.)

Relative Path: ..\..\..\..\..\Downloads\pestudio.zip

--- Link information ---
Flags: VolumeIdAndLocalBasePath

>>Volume information
Drive type: Fixed storage media (Hard drive)
Serial number: OCF98FE5
Label: (No label)
Local path: C:\Users\XXX\Downloads\pestudio.zip

--- Target ID information (Format: Type ==> Value) ---
Absolute path: My Computer\Desktop\pestudio.zip
-Root folder: GUID ==> My Computer
-Root folder: GUID ==> Desktop
-File ==> pestudio.zip

Short name: pestudio.zip

Modified: 2019-04-08 14:19:12
Extension block count: 1

————————— Block © (Beef0004) ---------
Long name: pestudio.zip

Created: 2019-04-08 14:19:10

Last access: 2019-04-08 14:19:12

--- End Target ID information ---

--- Extra blocks information ---

>> Tracker database block

Machine ID: sans-sift
MAC Address: 00:0c:29:be:ef:fe

MAC Vendor: VMWARE, INC.
Creation: 2019-04-02 14:40:20
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Volume Droid: aa5b@55a-2d19-4986-b630-35ada5326569
Volume Droid Birth: aa5b@55a-2d19-4986-b630-35ada5326569
File Droid: 3d8d4c73-5555-11e9-b549-000c29e8c9be

File Droid birth: 3d8d4c73-5555-11e9-b549-000c29e8c9be

>> Property store data block (Format: GUID\ID Description ==> Value)
446d16bl-8dad-4870-a748-402ea43d788c\104 (Description not available)
==> Unmapped GUID: e20c140e-0000-0000-0000-100000000000

---------- Processed
'C:\Users\XXX\AppData\Roaming\Microsoft\Windows\Recent\pestudio.zip.lnk"' in
0.11539360 seconds ----------

Zo stuboru pestudio.zip.Ink méZeme vyvodit nasledovné zavery:

KedZe Create Time LNK suboru je 2019-04-08 14:58:09, v tomto ¢ase sa subor PEStudio.zip po prvy krat
otvoril. Cas posledného pristupu k LNK stiboru je rovnaky, vtedy sa teda s cielovym .zip archivom
naposledy manipulovalo. Informdcie o ciefovom subore hovoria, Ze pestudio.zip bol vytvoreny 8.4.2019
0 14:19:09 a modifikovany o sekundu neskoér. Ak sa dalej pozrieme na lokalitu, v ktorej sa subor
nachddzal — Downloads — ddva sekundovy odstup zmysel: subor bol pravdepodobne stiahnuty

z internetu, pricom stahovanie zacalo o 14:19:09 a trvalo (necelt?) sekundu. So siborom sme zacali
manipulovat v ten isty deri 0 14:58:09 — mohlo ist o rozpakovanie suboru, ¢o spdsobilo vytvorenie LNK
suboru v priecinku Recent. (*V adresari by sa mal nachadzat aj LNK file s idajmi o rodi¢ovskom adresari
Downloads.)

Autor nastroja Eric Zimmerman pridal funkcionalitu spracovania adresara, obsahujiceho JumplListy, a
exportovania spracovanych dét do stboru. Hlavitky stipcov $pecifikuju, aké informacie mézeme
z jediného LNK suboru ziskat:

e SourceFile e VolumeSerialNumber

e SourceCreated e Volumelabel

e SourceModified e LocalPath

e SourceAccessed e CommonPath

e TargetCreated e Arguments

e TargetModified e TargetIlDAbsolutePath

e TargetAccessed e TargetMFTEntryNumber
e FileSize e TargetMFTSequenceNumber
e RelativePath e MachinelD

e WorkingDirectory e MachineMACAddress

e FileAttributes e MACVendor

e HeaderFlags e TrackerCreatedOn

e DriveType e ExtraBlocksPresent
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V ukézke nizsie vidime priklad vystupu v CSV formate, s viacerymi skrytymi stipcami. Data v CSV mdzeme
dalej sortovat, filtrovat etc.

7 Timeine Explorer v0.8.12.0 - &

File Tools Help

20190520136739_ECmd Outputcsy X

Frd PO Frst scrolable cokumn

Sower fiter » |17

Line Tag Source File Source Creat.. Local Path Target ID Absolute Path  Drive Type

v - Ol 3 _— - - L3
20 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\AJbashExiftool . Ink 2019-05-02 Clanky\pics\AJbashExi Computer\D:\Clanky\pic.. Fixed storage media (Hard..
22 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\AJExportedLnkBashExi ftool. Ink 2019-05-02 Clanky\pics\AJExporte Computer\ Fixed storage media (Hard..

» 24 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\AJLExplorerExportLnk. 1nk 2019-05-02 Clanky\pics\AJLExplor: Fixed storage media (Hard..
25 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\AJLExplorerExportLnkMini . 1nk 2019-05-20 1.. D:\Clanky\pics\AJLExplore.. omputer\D: Fixed storage media (Hard..
26 C:\Users|  JappData\Roaming\Microsoft\Windows\Recent\AJList.1nk 2019-05-02 Clanky\pics\AJList.png My Computer\D:\Clanky\pic.. Fixed storage media (Hard..
30 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\Ancachel. 1nk 2019-04-23 Clanky\Amcachel Computer\D:\Clanky\Amc.. Fixed storage media (Hard..
34 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\anssi-coriin_2019-analysis_amcache.lnk 2019-04-23 :\Clanky\anssi-coriin_2 Computer\D: Fixed storage media (Hard..
s C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\CJExportedExiftoolInfo. nk 2019-05-02 Clanky\pics\CIExporte Computer\D:\Clanky\pic.. Fixed storage media (Hard..
46 C:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\CJHexaInfo. 1nk 2019-05-02 1.. D:\Clanky\pics\CHexaInfo.. My Computer\D:\Clanky\pic.. Fixed storage media (Hard..
a7 c:\Users|  fAppData\Roaming\Microsoft\Windows\Recent\CIHexaSearch. 1nk 2019-05-02 Clanky\pics\CIHexaSear... My Computer\D:\Clanky\pic.. Fixed storage media (Hard..
a8 C:\Users|  fappData\Roaming\Microsoft\Windows\Recent\CILExplorer. Ink 2019-05-02 Clanky\pics\CILExplor Computer\D:\Clanky\pic.. Fixed storage media (Hard..
a9 C:\Users. IAppData\Roaming\Microsoft\Windows\Recent\CILExplorerExtralnfo.lnk 2019-05-02 :\Clanky\pics\CILExplor Computer\D:\Clanky\pic.. Fixed storage media (Hard.|
50 C:\Users, lAppData\Roaming\Microsoft \Windows\Recent\CILExplorerExtralnfoGoodres. Ink 2019-05-20 Clanky\pics\CILExplors Computer\D:\Clanky\pic.. Fixed storage media (Hard.|
51 C:\Users. IAppData\Roaming\Microsoft\Windows\Recent\CILExplorerfTK. 1nk 2019-05-02 Computer\D:\Clanky\pic.. Fixed storage media (Hard..|
52 C:\Users, JAppData\Roaming\Microsoft \Windows\Recent\CILExplorerGoodres.1nk 2019-05-20 Computer\D:\Clanky\pic.. Fixed storage media (Hard..|
53 C:\Users. IAppData\Roaming\Microsoft\Windows\Recent\CILExplortAl1FTK.1nk 2019-05-02 Computer\D:\Clanky\pic.. Fixed storage media (Hard..|
54 C:\Users, IAppData\Roaming\Microsoft \Windows\Recent\CILExportedLECmd. 1nk 2019-05-02 Computer\D:\Clanky\pic.. Fixed storage media (Hard..
91 C:\Users. IAppData\Roaming\Microsoft \Windows\Recent\JumpListExplorer.lnk 2019-05-02 Computer\D:\Clanky\Jum.. Fixed storage media (Hard..
96 C:\Users JAppData\Roaming\Microsoft \Windows\Recent\kape . Ink 2019-04-29 Computer\D: fimmlkap.. Fixed storage media (Hard.
102 C:\Users|  fappData\Roaming\Microsoft\Windows\Recent\LECwd. Ink 2019-05-02 Computer\D: \Clanky\LEC.. Fixed storage media (Hard..
103 C:\Users|  JAppData\Roaming\Microsoft\Windows\Recent\LEcmdOutput . 1nk 2019-05-02 Computer\D:\Clanky\pic.. Fixed storage media (Hard..
110 C:\Users]  JAppData\Roaming\Microsoft\Windows\Recent\LNK File Forensics@.4.lnk 2019-05-20 E: Computer\D:\Clanky\LNK.. Fixed storage media (Hard..
112 C:\User: ppData\Roaming\Microsoft\Windows\Recent\LnkFilel iftool . Ink 2019-05-02 ©... D:\Clanky\pics\LnkFileLnl Computer\D:\Clanky\pic.. Fixed storage media (Hard.|

Obrdzok 5 - Vystup LEcmd
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Jumplists

Jumplisty je hodno spomenut stuc¢asne s LNK stibormi z jednoduchého dévodu: JumplListy obsahuju
jeden alebo viacero LNK suborov, v zavislosti od typu JumpListu r6zne usporiadanych. MozZeme ich
pozorovat od verzie OS Windows 7, kedy pribudla funkcionalita panelu tloh: ak pravym tlacidlom mysi
klikneme na ikonu programu ¢i siboru/adresara, moze si pouzivatel vybrat — ,sko¢it” na posledné
pouzité subory, adresare, ale i posledné vykonané ulohy.

JumplListy mozu byt dvoch typov: Automatic (dalej len AJL) a Custom jumplists (dalej CJL). Ani pri
jednom z nich nejde o klasické LNK stubory.

V pripade AJL ide o subory v OLECF formate — proprietdrna technolégia Microsoftu, ktorda umoziuje
pritomnost viacerych datovych streamov v jednom stbore (a.k.a. Compound binary file, zname aj napr.
z MS Office suborov). Kazdy stream v Automatic Destinations obsahuje vnoreny LNK subor, ktory stade
vieme extrahovat a parsovat. Ako napoveda nazov, Automatic Destinations JL st automaticky vytvarané
operacnym systémom pre kazdu aplikaciu, ktord pouziva spolo¢né Windows API. Preto je ich format
Standardizovany, a AJL su preto jednoduchsie na parsovanie.

Custom JL su definované vyvojarom aplikacie: vyvojari pouzivaju JL ako mini-start menu na pridanie
nejakych zékladnych uloh - napr. po inStalacii programu 7zip s potvrdenim defaultnych volieb (asocidcie
suborov, vytvorenie odkazov a pod.), ktoré inStalator ponuka, sa pri kliknuti pravym tla¢idlom mysi na
subor/archiv zobrazia 7zipom poskytované ulohy.

Nad vznikom Custom JumplListov uz nema kompletnu kontrolu OS. Preto je ich interpretacia zloZitejSia a
spolahlivost z forenzného hladiska nizsia. Zaznamy v CustomDestinations sa vytvaraju, ked' pouZivatel
pripne program na panel Gloh alebo k menu Start. KaZdy takyto sibor obsahuje retaz LNK stborov,
zoradenych za sebou — vid obrdazky nizsie, ako vyzeraju v hexadecimalnom editore.

PoloZky automatickych aj customizovanych JL méZzeme delit na

+ Destinations: polozky vo Frequent (Casté polozky), Recent (Nedavne polozky) a
customizovanych kategdriach. Tieto zoznamy su generované na zaklade pouzitia konkrétneho
pouzivatela, ktory ich vie mazat a pridavat; prikladom st zoznamy poslednych otvorenych
suborov v textovom editore, ¢i poslednych navstivenych stranok/dokumentov webového
prehliadaca.

* Tasks: Zvycajné akcie, ktoré mozno s aplikaciou vykonat, spolo¢né pre vsetkych pouzivatelov
(bez ohladu na sp6sob, akym oni konkrétne aplikaciu pouzivaju); dlohy nemoze pouzivatel
menit. Takéto JumpListy st vlastne LNK stibormi — odkazmi - k prikazom. Prikladom je napriklad
spustenie prehliadaca v privdtnom madde alebo rozpakovanie .7zip archivu.

V oboch druhoch JumpListov mozno ndjst identifikator aplikacie, ku ktorej JumplList prislicha — podla
ApplID st LNK stibory zoskupené do jedného JumplListu. Tieto ID su jedine¢né na danom zariadeni,
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pricom online su udrziavané zoznamy ID zndmych programov. Napriklad
https://www.forensicswiki.org/wiki/List of Jump List IDs a

https://github.com/EricZimmerman/JumplList/blob/master/JumpList/Resources/ApplDs.txt.

Kde ich hladat?

%userprofile%\AppData\Roaming\Microsoft\Windows\Recent\ - adresare AutomaticDestinations a

CustomDestinations

Ak vo Windows Exploreri otvorime prislusnu lokalitu na beZiacom systéme, neuvidime tam adresare
AutomaticDestinations ani CustomDestinations. Adresare su viditelné len pri vylistovani obsahu
adresdra v prikazovom riadku alebo v bashi (pri pouziti Windows Subsystem for Linux).

L] l Recent ltems

() CSIRT.SK

File Home Share View
- v :] > WINSIFT » Local Disk{C:) » Users » > AppData » Reoaming » Microsoft » Windows > Recentltems
=] Pictures A Name Date crested Date modified
B videos [E Windows-Forensics-Posterp..,
i Local Disk () Posters
SGetCurrent [EA SIFT-Cheatsheet.pdf
SRecycle.Bin ¢ pestudioaip 4
Boot black_energy 4
Ifind 4,
7 Documents and Settings matin
Disk Images 442
Forensic Program Files = . .
| | supertimeline.csv 3
PerfLogs timeline 3
Perled ¥ RegistryExplorer_RECmd (1).... 1/
Program Files System32 176,
Program Files (x86) EDR-triage 1/6/2019 &:30 PM 5/,

ProgramData

Python27

Python32

Python36

Recovery

SANS

System Yolume Infermation
Users

Windows

12 tems

~ O
Type

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Search Recent ltems

Size

TKB
TKB
TKB
1TKB
TKB
TKB
2KB
TKB
1TKB
TKB
TKB
TKB

Obradzok 6 - lokality s JumpListami nie su v Exploreri viditelné
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@ Ubuntu 16.04

sans

sans

Apr
Apr

Obrdzok 7 - Automatic a Custom Destinations v adresdri
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Ako ziskat subory s JumpListami
Podobne ako v pripade LNK stiborov, mézeme pouZit napriklad nastroj FTK Imager. Na namountom
image, alebo lokadlneho logického disku, su lokality Automatic a Custom destinations viditelné a mozno
ich z nastroja exportovat. Jumplisty pre potreby neskorsej analyzy zaistuje aj nastroj KAPE.

() CSIRT.SK

X, AccessData FTK Imager 3.1.1.8 - [m} X
File Wiew Mode Help
@@ cg dUlBeo—-mB A 0a=@ER .
File List X
) Intemet Explorer A MName Size | Type | Date Modified
-3 MuC 5130 4 NTFSIndexAll.. 5/2/2019 8:44:43 AM
LN ik =
B Networ 50620fe75eeD093.cuist... 2 Regular File 5/2/2019 8:17:11 AM
B Office =
{5 PowerPoirt &_‘] 50620fe75ee0093.cust... 2 Regular File 472972019 8:32:33 AM
&) Proof |__'| 590aee7bddE9b59b.cu.., & Regular File 2/25/201910:31:13 AM
) Protect |J5d696d521d2235c3.cu... 21 Regular File 5/2/2019 8:44:43 AM
) QuickStyles ¥ 5d696d521de238c3.cu... 9 Regular File 4/30/2019 9:43:10 AM
E1C) Speech &]5d@6d521dd38c3.:u... 9 Regular File 5/2/2019 6:44:57 AM
6824743902 cT8fbd.cust... 20 Regular File 4/11/2019 1:31:54 PM
E-1C3 Speling 4 g
E-C3 SystemCentificates u?ﬂdca%246863e3.(us... 1 Regular File 11/26/2018 &:52:57 AM
{7 UProof |__‘]3&afbd04&c3631ce.(us..‘ 2 Regular File 4/29/2019 11:40:22 AM
{3 Vault 9d1f905ce504daee cus... 2 Regular File 12/7/2018 9:13:42 AM
4 ]
EHED) Windows |__‘]f01b4d95cf55d323‘cus‘.. 1 Regular File 11/28/2018 8:52:57 AM
{2 AccountPictures 18460fded109990.cust... 1 Regular File 3/25/2019 2:27:25 PM
B ]
g CloudStore | ] #o9ba2fble34bT3.cust.. & Regular File 2/13/2019 9:52:00 AM
Libraries
{23 Network Shortouts
[-C3) PowerShell
{3 Prirter Shorteuts
[E @ Recent
123 Automatic Destinations
=] CustonDestraton
i) SendTo Export Files... ‘
D"g ?;:p':‘::: Export File Hash List...
S = E Exwort Logical Image (AD1)... 7E 31 00| --N 2--APPLIC.L- ~
ropertes - -

E & Add to Custom Content Image (AD1) 8B 4E 20| -H-----1%-MSI-N
EIA . 00 00 00|20 ---Cd--vvvnn--
o=l Z 0230 |00 00 00 00 DE 00 41 WEE A

Change Permissions j 0240 |00 70 00 70 74 00 6% | -p-p-l-i-cra-t-i

Take Ownership 0250 00 6F 00 6E 00 00 00 18-00 €0 00 32 00 FO 31 1| -on----- -2 8L

0260 |00 83 4E 01 B3 20 00 €3-6€3
El NTFS Access Control Entry 0270 €5 00 00 46 00 09 00 04-00

ACE Type 0280 |4E 20 32 2E 00 00 00 RR-12

SID 0290 |00 00 00 00 00 00 00 00-00

02a0 |00 63 00 €8 00 72 00 €F-00

Name 02b0 00 7% 00 €5 00 00 00 1A-00

Access Mask 02¢0 |00 00 00 01 00 00 00 1C-00

Execute File 0240 |00 00 00 €D 00 00 00 15-00 00 00 03 00 00 00 36| ---m----------- &

0220 |64 0D 4E 10 00 00 00 41-63 €5 72 00 43 3R SC 50 |d-N----Acer-C:\P

Read Data 02£0 |72 6F €7 72 61 €D 20 46-€9 6C €5 73 20 28 T8 38 |rogram Files (x8

Write Data 0300 |36 29 5C 47 6F €F 67 6C-65 5C 43 68 72 6F 6D 65 |6)\Google\Chrome

Append Data 0310 |5C 41 70 70 6C €9 63 £1-74 69 6F 6E SC €3 68 72 [\Application\chr

0320 |€F 6D €5 2E 65 72 €5 00-00 25 00 2D 00 2D 00 77 |ome.exe------- W

Delete 0330 |00 €9 00 6E 00 2D 00 €2-00 75 00 6D 00 70 00 6C|-i-n---j-u-m-p-1

Read Permissions 0340 |00 69 00 73 00 74 00 2D-00 €1 00 63 00 74 00 69| -i-st—--ac-t-i

Change Permissions 035000 6F 00 6E 00 3D 00 €D-00 &F 00 73 00 74 00 2D| -0-n-=m-0-5-T-=

0360 |00 76 00 €5 00 73 00 €9-00 74 00 €5 00 €4 00 20| -v-i-s-i-t-e-d-

Take Ownership 0370 |00 68 00 74 00 74 00 70-00 73 00 3R 00 2F 00 2F|-h-t-t-p-s-:-/-/

El NTFS Access Control Entry B 0380 |00 69 00 €D 00 €3 00 €4-00 2E 00 73 00 €B 00 2F|-i-m-h-d-.-s-k-/

0390 |00 62 00 €1 00 2F 00 £3-00 65 00 73 00 74 00 &6F | -b-a-f-c-2-3-t-0

03a0 |00 76 00 €E 00 79 00 2D-00 70 00 6F 00 72 00 €% | -v-n-y---p-o-r-i

03b0 |00 61 00 €4 00 €F 00 €B-00 2F 00 6C 00 €9 00 6E|-a-d-o-k-/-l-i-n "
Properties Cursor pos = 953

Obrazok 8 - Export adresdrov s JumpListami
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Forenzny vyznam

KedZe AJL aj CJL sa nachddzaju v pouzivatelskom adresari, umoziiuju korelaciu aktivity pouZzivatela

s programom a suborom. Ak napriklad v JumplListe programu Windows Explorer existuje zmienka

o subore/adresari, mdézeme z toho vyvodit, Ze dany pouzivatel vedel o existencii siboru

a otvaral/vytvoril ho. | v pripade, ze subor bol medzitym zmazany, zmienka v JumpListe nam poskytuje
dokaz o existencii suboru, jeho ¢asové peciatky, lokalitu, kde sa stbor na disku/sieti nachadzal, ¢i velkost
suboru. Tieto informécie je v JumpListoch mozné dohladat aj spatne (potencidlne od prvého spustenia
prislusnej aplikacie na systéme), hoci od zmazania/modifikacie siboru ubehlo pomerne vela ¢asu. Aj

v pripade pouZitia niektorych antiforenznych technik je mozné stopy dohladat prave v JumpListoch.

Interpretacia dat v JumplListoch:
* Automatic JL:
* Creation Time JumplListu — ¢as prvého pridania polozky do JL aplikacie, teda Cas jej
prvého spustenia s otvorenim suboru
*  Modification Time - ¢as posledného pridania polozky do JL aplikacie, teda ¢as jej
posledného spustenia s otvorenim siboru
*  Custom JL:
* Creation Time — ¢as prvého pridania polozky do JL aplikacie, teda Cas jej prvého
spustenia
* Modification Time - ¢as posledného pridania polozky do JL aplikacie
Z Jumplistov je moZné parsovat jednotlivé LNK stbory, v ich analyze pokracujeme rovnako ako pri
ostatnych LNK suboroch z priec¢inka Microsoft\{Windows | Office}\Recent.

Analyza JumpListov
Jumplisty obsahuju LNK subory. Aby sme sa o tom presved(cili, otvorime ich v hexadecimdalnom editore.
Ak vyhladdme magic number 4C 00 00 00, uvidime, kolko LNK suborov sa realne v JumplListe nachadza.

Custom Destinations — podla magic number mozno rozlisit jednotlivé LNK stbory. Na druhom obrazku su
jasne Citatelné informacie v LNK subore — v tomto pripade je zvyraznenad lokalita
http://sourceforge.net/projects/pidgin/files/Pidgin/2.10.7/pidgin-2.10.7.exe/download... na zdklade
¢oho vieme potvrdit ndvstevu tejto lokality a potencidlne stiahnutie chatovacieho programi pidgin.
Informdcia bude pritomnd v systéme, aj ak by bol stiahnuty sibor i prislusny LNK file z lokality Recent
zmazany.

12 Forenznd analyza
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File Edit View Grammar Script Window Help

L] vindomess w| Janone> ¢ B

Go To Position Encoding Grammar Parse  Resufts Script  Process Reslts

00 01 02 03 04 05 06 07 08 09 OR OB OC 0D QE OF 10 11 12 13 14 15 16
0x07D1 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x07E8 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x07FF ¥F[4C 00 00 00|01 14 02 00 00 00 00 00 CO 00 00 00 00 0O 0O 46 83 00
0x0816 20 00 20 0000 00 E4 DD 2A 50 28 8D D4 01 C5 8D 99 4B CO 00 D5 01 B1
0x082D r7 46 75 SE 41 D4 01 1B 2B 05 00 00 00 00 00 01 00 00 00 00 00 00 0O
0x0844 00 00 00 00 00 00 00 00 51 02 14 00 1F 50 EO 4F DO 20 EA 3A 69 10 A2
0x085B D8 08 00 2B 30 30 9D 19 00 2F 43 32 5¢ 00 00 00 00 00 00 00 00 00 0O
0x0872 00 00 00 00 00 00 00 00 00 50 00 31 00 00 00 00 00 00 00 00 00 10 00
0x0889 55 73 65 72 73 00 3¢ 00 0S 00 04 00 EF BE 00 00 00 00 00 00 00 00 2E
0x0820 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 0O 00 OO 00 0O 00 00 0O .. e
0x08B7 00 00 00 00 00 00 55 00 73 00 65 00 72 00 73 00 00 00 14 00|5A 00 31 ......U.s.e.r.s.....z.1
0x08CE 00 00 00 00 00 00 00 00 00 10 00 53 41 4E 53 44 46 45 52 00 00 42 00 ........ .SANSDFIR..B.

w

Ox08E5 09 00 04 00 EF BE 00 00 00 00 00 OO 0O OO 2E 00 00 00 0O 00 0O OO OO B
0x08FC 00 00 00 00 0O 00 00 OO 00 0O 00 OO OO OO 0O OO 00 OO0 00 00 00 53 00 ......cveemnnmnnnnnnn 5.
0x0913 41 00 4E 00 53 00 44 00 46 00 4% 00 52 00 00 00 18 00 56 00 31 00 00 A.N.S.D.F.I.R..... V.l..

0x092A 00 00 00 00 00 00 00 10 00 44 65 73 6B 74 €F 70 00 40 00 05 00 04 00 ...
0x0941 £F BE 00 00 00O 00 00 OO0 00 00 2E OO OO OO 0O OO 0O OO 0O 00 0O OO OO dI.
0x0958 00 00 00 OO 0O 00 0O OO 0O 0O 00 OO OO OO 0O OO 0O 44 00 65 00 73 00 ... .-
0x096F 6B 00 74 00 €F 00 70 00 00 00 1¢ 00 56 00 31 00 00 00 00 00 00 00 00 k.t.0.P.....
0x0986 00 10 00 S0 €F 73 74 65 72 73 00 40 00 09 00 04 00 EF BE 00 00 00 00 ...Posters.
0x089%D 00 00 00 OO 2E 00 00 OO0 0O 00 0O OO OO OO 0O OO 0O OO 0O 00 OO OO OO
0x09B4 00 00 00 OO 0O 00 00O OO 0O 00 00 50 OO &F 0O 73 00 74 00 65 00 72 00 ... .
0x09CB| 73 00 00 00 16 00 cc 00 32 00 1B 2B 05 00 21 4D EB 06 20 00 53 49 46 s..... E.2..
0x09E2 54 2D 43 7E 31 2E 50 44 46 00 00 58 00 09 00 04 00 EF BE 86 4D F4 2E T-C~1.PDF..
0x09FS n2 4F E9 42 2E 00 00 00 A4 50 00 00 00 OO OC 0O 00 00 00 00 0O OD 00 “N&B....
0x0A10 00 00 00 OO0 0O 00 00 4F C1l A2 00 53 00 49 00 46 00 54 00 2D 00 43 00 ....... OA~.

0x0A27 68 00 €5 00 €1 00 74 00 73 00 €8 00 65 00 €5 00 74 00 2E 00 70 00 64 h.e.a.t.s.h.e.e.t...p.d
Ox0A3E 00 €6 00 00 00O 1C 00 58 00 00 00 1A 0D EF BE 02 00 41 00 7000 70 00 .f... .X L .
0x0AS55 58 00 €4 00 34 00 6E 00 72 00 7A 00 38 00 66 00 66 00 36 00 38 00 73 X.d.4.n.r.z.8.f.f.6.8.s
0x0AEGC| 00 72 00 6E 00 &8 00 &6 00 39 00 74 00 35 00 61 00 38 00 73 00 62 00 .r.n.h.f.9%.t.5.a.8.s.b.
0x0A83| 62 00 79 00 €1 00 72 00 31 00 63 00 72 00 37 00 32 00 33 0000 00 1ICc j.y.a.r.l.c.r.7.2.3...
0x0AS%A 00 1C 00 00 OO 64 00 00 00 1C 00 00 OO 01 00 0O 0O 1C 00 00 0O 2D OO . .

0x0AB1 00 00 00 00 00 0O &3 00 00 00 11 00 0O 0O 03 00 00 00 ES SF F9 OC 10 ...... e iz
Ox0ACB 00 00 00 00 43 3A 5C 55 73 €5 72 73 5C 53 41 4E 53 44 46 49 52 5C 44 ....C:\Users\SANSDFIR\D
AsNan® f5 73 AR 74 &% 70 B¢ BN fF 73 74 A5 72 73 B¢ B3 45 4Ff 54 ?n 43 A8 RS scktrn\Pasters\STFT-—Cha v
Start End Length Content
0x800 0:803 4 4C 000000

Obrdzok 9 - Automatic Destinations: vidime cestu k suboru — jeho umiestnenie na
disku

@ 28cBbB6deab5ig0

Go To Position Encoding Grammar Paise  Results Script  Process Results

00 01 02 03 04 05 06 07 08 0% OR OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19
0x0000 02 00 00 00 02 00 00 00 0O OO 00 00 ©02 00 00 0O 02 00 00 00 01 14 02 00 00 00
0x001a 00 00 CO 00 00 0O 00 00 00 4€ 00 00 00 01 14 02 00 00 00 00 00 €O 00 00 00
0x0034 00 00 00 46 E3 40 20 00 20 00 00 00 BD FE 64 BB 13 04 CA 01 BD FE €4 BB 13 04
0x004 FF FF 01 00 00 00 00 00 00 o0
0x0068] DO 20 EA 3a 69 10 A2 D8 08 00
0x0082 7ext  Mumber | Mask  Stings 00 00 00 00 00 00 00 00 00 00

0x009: L 00 50 52 4F 47 52 41 7E 32 00
0x00Bg ‘e [oo I b 72 22 00 00 00 F7 00 00 00 00
0x00D0  Fomat: 165t ~ | [Unsigned ~| [BgEndan  + 00 50 00 72 00 6F 00 67 00 72
O0x00EY . [xoo ] 00 20 00 28 00 78 00 38 00 36
0x0104) 00 33 00 32 00 2E 00 €4 00 6C

00 00 00 18 00 €8 00 31 00 00
£ 31 00 00 50 00 08 00 04 00 EF
00 00 00 00 00 00 46 4c 00 00 00 01 14 02 00 00 00 00 00 01 00 00 00 00 00 00
00 00 00 00 00 00 46 4c 00 00 00 01 14 02 00 00 00 72 00 6E 00 65 00 74 00 20
00 00 00 18 00 &2 00 32 00 18

Position Result

00 00 00 00 00 00 4 4c 00 00 00 OL 14 02 00 0O 65 22 65 78 65 00 00 46 00 08 iexplors.exs. .
00 00 00 00 00 00 46 4c Q0 00 00 0L 14 02 00 00 00 69 3B 0000 00 00 01 00 OO izgT*...d
00 78 00 70 00 6C 00 €6F 00 72 .. .

00 00 00 00 00 00 46 4c 00 00 00 0L 14 02 00 00 00 64 00 00 00 1c 00 00 00 01 .e...
00 00 00 00 00 00 46 4c 00 00 00 01 14 02 00 0O 00 00 00 11 00 00 00 03 00 00 ... .

F 67 72 &1 6D 20 46 €9 6C 65 73 .'uZp.....C:\Program Files
[00 00 00 00 00 00 46 4c 0D 00 00 01 14 02 00 00 45 78 70 6C 6F 72 €5 72 5C €9  (x86)\Internet Explorer\i
00 00 00 00 00 00 46 4c 00 00 00 0L 14 02 00 00 00 70 00 72 00 69 00 76 00 61 explore.exs....—.p.r.i.v.a

p 00 6E 00 €4 00 6F 00 77 00 73 .t.e. .C.:.\.W.i.n.d.o.w.s

00 00 00 00 00 00 46 4c 00 00 00 01 14 0Z 00 00 00 32 00 5C 00 49 00 45 00 46 .\.s.y.s.t.e.m.3.2.\.I.E.F
0x0224 | 1500 00 00 00 00 00 00 46 4c 00 00 0O 0L 14 02 00 00 00 14 03 0000 07 00 00 AD 25 .R.A.M.E...d.L1.l........ %
0x02B! 65 6D 33 32 5C 49 45 46 52 41 SystemRoot%\system32\IEFRA
0x02D8§ 1926 00 00 00 00 00 00 46 4c 00 00 00 0L 14 02 00 00 00 00 0O 00 00 00 00 00 00 0O )
0x02F2 resuls 1 00 00 00 00 00 00 00 00 00 00
0x030: 00 00 00 00 00 00 00 00 00 0O

0x0326 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO

0x0340 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

0x035A 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O

AwA274. N0 _nn AN nn AA AA AN AR AN AN AN AN AR AA AA AR N4 NA_An 00 AA AR AN AR A0 an
Start End Length Content

024 024 1 ac

Obrazok 10 - LNK subory v CustomDestinations
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> CSIRT.SK

Na parsovanie JumpListov existuje viacero Specializovanych ndastrojov. JumpListExplorer,
autorom ktorého je Eric Zimmerman, od ktorého pochadzaju aj spominané tooly LECmd a KAPE,
je grafickym ndstrojom na skimanie Automatic aj Custom JumplListov. UmozZnuje detailny
pohlad na obsah JumplListov a zobrazenie podrobnych informdcii o jednotlivych
referencovanych suboroch.

- Hexinator

File Edit View Grammar Script Window Help

l:l windows-1250 - <none> - c <nonex

Go To Position Encoding Grammar Parse  Results Script  Process Results
00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19
Sty UY UL 1% UL UD UD UD UUD UU LU UU UU UU UU UU UU 40 0l UU U DU UU UU UU UU UYL L L ... ... e waooa. Foue weeann A
0xz0EEE 00 00 00 00O 00 0O 00 OO 00 QO 00 0O OO0 00 0O OO0 00 00 00 00 OO0 00 OO0 00 00 00 ...ivevnencnannnnsasannnnns
0x0F08 | 00 00 00 00 OO 01 OO0 OO OO0 OO OO OO /00 OO0 OO OO OO0 OO0 0O 00 0D 2E 02 14 00 1F & ..t iameeeannnnn
0x0F22 | 00 80 53 1C 87 AD 42 €9 10 22 EA 08 00 2B 30 30 5D 18 02 €1 80 00 00 00 0O |es €5 # Bi."e..+00t..a€ .
0x0F3C |00 74 00 74 00 70 00 3A 00 2F 00 2F 00 73 00 6F 00 75 00 72 00 €3 00 €5 00 66| |-t.t.p.:././.5.0.u.r.c.e.f
0x0F56 |00 €6F 00 72 00 €7 00 65 00 2E 00 6E 00 65 00 74 00 2F 00 70 00 72 00 6F 00 6A| |-0.r.g.e...n.e.t./.p.r.o.j
0x0F70 |00 €5 00 63 00 74 00 73 00 2F 00 70 00 69 DO 64 D0 &7 00 €9 00 €E 00 2F 00 66| |-e.c.t.s./.p-i.d.g.i.n./.£
0x0FBA (00 €9 00 6C 00 65 00 73 00 2F 00 50 00 69 00 64 00 &7 00 69 00 6E 00 2F 00 32| |.i.l.e.s./.P.i.d.g.i.n./.2
0x0FA4 |00 2E 00 31 00 30 00 2E 00 37 00 2F 00 70 DO 69 DO &4 00 €7 00 €9 00 €E 00 2D| |-..1.0...7./.p.i.d.g.i.n.-—
0x0FBE |00 32 00 2E 00 31 00 30 00 2E 00 37 00 2E 00 &5 00 78 00 €5 00 2F 00 €4 00 6F| |.2...1.0...7...e.x.e./.d.o
0x0FD8 |00 77 00 eE 00 éc 00 e6F 00 61 00 64 00 3F Oﬂlﬁl 00 63 00 63 00 65 00 6C 00 5F | w.n.l.o.a.d.?.p.c.c.e.l._
0x0FF2 | 00 eB 00 €5 00 79 00 3D 00 36 00 32 /00 25 00 33 00 41 00 31 00 33 00 37 00O 38 k.e.y.=.6.2.%.3.A.1.3.7.8
0x100c 00 38 00 32 00 38 00 32 00 34 00 32 00 25 00 33 00 41 00 €8 00 74 00 74 00 70 §.2.6.2.4.2.%.3.A.h.t.t.p
Pl v,/ . . . .
Obrdzok 11 - navstivend URL v CustomDestinations Jumpliste

e

Erag a cokenn ecerhere o g by thatcoamn

Source Fle Hame [Jump Lt Type D pp 1D Descrpbon [ rk Pike Coumt Fie Sae
o[ = o e - -
mmnc \SF70SFled 16 Automatic S5 160 1083757 [ ] 5 10,752
b ctnen e CmatDesSrotons 54 119050e 5044ace.utomatDestatons = N N T | ")

e, Crag a counmv s b Cohs
B Emoee [ I e o

Properties.
appid
agpid descrpnan
Prned count
Entres count
Lastused entry =
verson

- Entry #: 0001 - My CompaaterC: ner

501305ce50+aee
Edge Browser
[

- Entry #:.0002 - My CompaaterC: e [Deskicp Po.

Deshaco P,

Obrdzok 12 - Jumplist Explorer a AJL
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Fde Took Help
Erag a cokenn ecerhere o g by thatcoamn
Sourcs Fic me [oomp st e [ App 1o Desrpoon kP Count Fle e
B - o [ - -
“Sutomatic SPRSrie0 83T | s w0
Automatic Od14505ce5044aee Edge Browser 2 5,120
e N Ty I I )
e 1 croup byt sk
[ Torget Created On__ | Taget Modiied On Terget Accessed On [Absoute Path Exira Block Count
H o = - 3 -
L] N 3
] ] m—n f
L] ol 10.7pekgn2.10... 1
Ll nemet Exphwer omepsge b fwew eaml, . || P = 1
Tnternet Explarer {Homepage)htip: fww.sans.or... | ||| :
- termat Explorer (Homepage) s v sans.oral ||| =
~ Tnternet Explorer (Homepage) i wrw.bing.co-.. || | nternes Explrer (Hamepage] it e eame.com | '
] 3 f
L nternes Explorer (Hamepge] e s g n
Praperties = 1
Appld TBcHBBdnabsHal i
‘appid descrpnon Intermet Explorer 8.0.7600, 15335 /3
s cunt 2
:
Obrdzok 13 - Jumplist Explorer a CJL
[®] Lnk details; Offset_0x24.Ink 224
Details | Details as string |
Fi| | Generalinformation [ Terget ID informaton | Exira blocks information| i
Header Flags properties
Target created | 2008-07-13 23:43:32 | Flesize 673,09 | Name [ | I
Tergetmodified | 200807-140L:17:29 | Flestributes | FieAttributeArchive 1| | Retatve paits ‘ ‘
Targetaccessed | 2009-07-13 23:43:32 | Hotkey [ | e ‘
Fige HasLinklnfo, HasArguments, HaslconLocation, IsUnicode, NoPidlAlias0X00008000, DisableKnownFolderTracking Arguments == ‘
H Teon location e RAME.di Il
Al show window | smiormal | Iconindex 31,078 ] H
Lnkinformation 1
Flags | VolumeldAndl ocalBasePath |
Velume information Network share information
Drive type | DriveFixed Device name |
Serial number | 7097B592 | Sharename | ]
Label [ | Provider type | ]
Share flags | |
Local path |C:\Program Fies (x86) \Intemet Explorer explore. exe |
Common path [ |
‘ C\UserJ I RecentC\ CustomD, Olcimage\28¢8b86dezbs4al.customD ms

Obrazok 14 - detail polozky JumplListu
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Uzito¢nou funkcionalitou je moznost exportu LNK stborov z jumplistov. Ziskané odkazy mozno nasledne
spracovat spolu s ostatnymi LNK sibormi prostrednictvom LECmd a skonsolidovat stopy po
pouZivatelskej aktivite z tychto artefaktov na jedno miesto.

" | Jumplist Explorer v0.7.0.1

File | Tools Help

=5 Load jump lists  Alt+1 r that column

== Reload all

By Export || [i52_Lnicfiles
T ——

Y Exit iaticDestinations!5f7b5f 120 1b8 376 7. automaticDestinations-ms
C: 'IJJSEF-'IREEEI'ItC YAutomaticDestinations3d 190 5ce 5044aee, automaticDestinations-ms
C:\Jser \RecentC\CustomDestinationsOldImage\28c8b86deab549a 1. customDestinations-ms

Obrdzok 15 - Export LNK suborov z JumplListu

Po exporte jednotlivych LNK stiborov mdzeme porovnat informacie o polozkach v JumplListe s tymi,
ktoré by sme ziskali analyzou Standardného LNK suboru v Recent adresari.

&) Select Ubuntu 1504

Obradzok 16 - Exportovany LNK stubor
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Obradzok 17 - LNK subor zodpovedajuceho targetu

Ked porovname Create a Modify ¢asové peciatky cielovych suborov (v tomto pripade ide o plagat
Windows-Forensics-Poster.pdf), vidime, Ze casové peciatky z LNK stboru v lokalite Recent suhlasia s
¢asmi z LNK suboru exportovaného z JumplListu. Na zaklade toho je zjavny forenzny vyznam JumplListov:
je mozné z nich ziskat obdobné informacie, ako z LNK stborov. V pripade, Zze LNK stbor je zmazany alebo
prepisany z dovodu naplnenia kapacity 149 LNK suborov, je mozné stopy ziskat analyzou Jumplistov (a
mnohych inych artefaktov, ktoré budu predmetom nasledujucich ¢lankov :).

Zaver

V ¢lanku sme popisali Strukturu LNK siborov a JumplListov. Uviedli sme, za akych okolnosti tieto
artefakty vznikaju: pri interakcii pouzivatela so sibormi a programami, pri otvarani siboru ¢i lokality, a
pri pouzivani r6znych aplikacii. Venovali sme sa forenznému vyznamu artefaktov — skutoc¢nosti, Ze na
zaklade ¢asovych peciatok v siboroch je mozné urcit ¢asy prvého a posledného otvorenia nejakého
suboru ¢i pouZitia aplikdacie. Uviedli sme priklady spracovania LNK suborov a JumplListov a ukazali, akymi
nastrojmi ich vieme analyzovat.

Na zaklade uvedenych informdcii je nesporné, Ze analyza LNK suborov a JumpListov je nevyhnutnou
sucastou podrobnej forenznej analyzy systémov s OS Windows.

17 Forenznd analyza



